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LanTopolog 2 Bepcus 2.xx

AsTtop: KOpun BonokntuH

JlnueHsuna: YcnoBHo-becnnaTtHas

LanTopolog - cpeactso aBToMaTUYECKOro NOCTPOEHNSA (PU3NYECKON TONONOMMN KOMMNBbIOTEPHON
ceTu, OTOBpaxXeHnsa CTPYKTYpbl CETU B BUAE AepeBa KOMMYTaTOPOB C HyMepaumen NopToB 1 C
pacnpegeneHmeM KOMMbITEPOB MO NopTamMm KOMMYTaTOPOB.

CuctemHble TpeboBaHusa: Windows Vista/2008/7/8/2012/10/2016

BoamoxHocTtu LanTopolog:

- aBTOMaTM4ecKoe nocTpoeHne omsn4eckom Tononormm KOMNbLITEPHON ceTu
Ha OCHOBE AaHHbIX, COBpPaHHbLIX C KOMMYTaTOpPOB Mo npotokony SNMP
- oToGpaxXeHne cxembl CETU B ABYX-NaHeNbHOM bpay3epe
- NOKa3bIBaeT BCe YCTPOMCTBA Ha BCEX NOPTax KOMMYTaTOPOB, UX MMeHa 1 agpeca IP
- oTo6paxeHne HomepoB VLAN, noptoe LACP, ckopoCcTu NOpTOB
- oToGpaxxeHne NpPon3BoanTENEN CETEBLIX YCTPOUCTB
- NOCTOSAHHbIA MOHUTOPUHI COCTOSAHUS CETEBbLIX YCTPOUCTB C nomoubto ICMP
- jobaBneHne B cxeMy NIOBLIX AaHHbIX, NPUBSA3AHHbIX K Mac agpecy B
B UMMNopTMpyeMoOM haunrne
- nybnukauusa cxembl ceTU Ha web cepBepe
- nouck B 6ase gaHHbIX LanTopolog B ToM yncne u 4yepes web 6payaep
- perncTpaumnsa CoOCTOSHUA TpeBOrn B cuUTyaumsx, kotopble LanTopolog
OLEHUBAET Kak HENCNPaBHOCTb CeTEBOro 0bopyaoBaHUA
- BegeHue xypHana cobbituii LanTopolog
- aBTOMaTtnyeckoe fobaBrieHNne KOMMNbIOTEPOB B CXEMY CETU NO Mepe nX
NOAKIMIOYEHMS K CETU C 3anUChbio B XXypHare o6 obHapyXeHUst HOBOro mac agpeca
- UHONKaLUNS COCTOSHUS TPEBOMM 1 ONOBELLEHNEe aaMUHUCTPaTOPOB C NOMOLLBIO e-mail
- 3KCMOPT CNUCKa KOMMYTaTopB, Tabnuubl CoeaANHEHNN KOMMyTaTopoB, cnucka VLAN,
cnmncka NopToB B CSV dpamn
- 9KCMNOPT CnN1cKa KOMMbOTEPOB B CSV dpann
- MHBEHTapu3aumsa KOMNbIOTEPOB B CeTu npeanpudatnsa cpegcresamm WMI
- MOHUTOPWIHI CETEBOro Tpaduka, YTo NO3BOSISAET Y3HaTb MCTOYHNK
Tpadurka ¢ TOYHOCTbLIO 4O NopTa KOMMyTaTopa
- OMNoBeLLEeHNe afMUHUCTPATOPOB O MNPEBbILLEHUM 3a4aHHbIX NOPOros Tpaduka
- NpoCTON NHTEepdenc
- IporpaMmma He NPou3BOAMT HUKAKMX 3anucen B CUCTEMHbIE 0briacTu
(peecTp, cUCTEMHbIE Nankn) 1 siBNsieTca nopTabensHom
- nporpamma 6e3onacHa 1 He MeeT (PYHKUUA Nnepefayn LaHHbIX Yepes UHTEPHET

Bonpochbl 1 noxenanus no LanTopolog wnute  support@lantopolog.com
CanTt nporpammbl  www.lantopolog.com/rus/
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JInueHansa

JInueHsnoHHoe cornawleHne K nporpamme LanTopolog 2 Bepcum 2.xx
Bce aBTOpckune npasa Ha nporpammy LanTopolLog 2 npuHagnexat BonokutuHy KOputio.

Mcnonb3oBaHue nporpammbel LanTopol.og o3Ha4vaeT, YTo Bbl
NpPUHUMaeTe yCnoBusa SJaHHOro CornalleHus.

lMporpamma pacnpocTtpaHsaeTcsa no npuHumny shareware B sBuge Demo-sepcun,

KoTopyto Bbl MOXeTe ncnonb3oBaTb HEOrpaHUYEHHO AONrO.

[ns ncnonb3oBaHnsa NnporpaMmmbl 6€3 YHKUMOHamNbHbIX OrpaHn4yeHnn Bam Heobxoanmo
3aperMcTpupoBaTb CBOI KOMUIO NPOrpaMmmbl, OnmnaTne CTOMMOCTb JIMLEH3UOHHOIO KIoya.
[lna Bcen nokanbHOW ceTun, KOTopas MoXeT BkNtoyaTtb 4o 10000 ynpasnsiemMbiXx KOMMYTaTOPOB,
HYy>XXHa ogHa NUuUeH3uns.

JTMLLEH3MOHHBIN KoY NPUBSA3LIBAETCHA K KOMMyTaTopaMm, KOTopble Bbl Bbibpanu npu
perncTpauumn n He MOXeT ObITb UCMONBb30BaH B APYron cetn. YMcno KoMmMyTaTopoB A1s
NPUBSA3KN K NULEH3MM OrpaHnMyeHo Tpem4. Ecnv Bce Tpu KommyTatopa 6yayT 3aMeHeHb!, TO
Balua konust LanTopolog cTaHeT He3aperncTpMpoBaHHOM U ANst perncTpaumm Hy>xHo byaet
KynuTb NULEH3MI0 3aHOBO. B ganbHenwem Bbl MOXeTe 406aBNsiTb HOBbIE KOMMYTAaTOpPbI K
BaLleun ceTu - Mpu 9TOM Ballia JIMLEH3UsS OCTaHeTcs AencTBuTenbHoW. [porpamma moxeTt
OLHOBPEMEHHO BbIMNOSTHATLCA HA HEOrPAHUYEHHOM YUCIEe KOMNbIOTEPOB C OOAHUM U TEM Xe
NNUEH3NOHHbLIM KITHOYOM.

Bbl He MOXeTe aMynupoBaTb, U3MEHNATb, AEKOMNUIMPOBATh, An3acceMbnMpoBaThb,
n3yyaTtb ko nporpaMmel. JTlo6oe Takoe HeneranbHOE UCMoNb30BaHME O3HaYaeT
aBTOMaTMYECKOE M HEMEANEHHOE NpekpalleHne OeACTBUS HAaCTOSILLEro CornatleHms.

LanTopolog pacnpocTtpaHsieTca no npuHumny "AS I1S".

Hukakux rapaHTuin He npegycmatpmBaeTcd. Bol ucnonb3yete LanTopolog Ha CBOM pUCK.
ABTOp He OTBEeYaeT HM 3a Kakue NoTepu Unn NCKaeHne AaHHbIX, Nobyo ynyLweHHyo BbIroay,
Bbl3BaHHbIE MCMOMb30BaHNEM UIM HENPaBUSbHLIM UCMOMb30BaHNEM NporpamMmmbl LanTopolog.

Bbl MOXeTe pacnpocTpaHaTe Demo-Bepcuto LanTopolLog cBob6oaHO npu yCnosun Toro,
YTO HaCTOALWMIN OUCTPUBYTUB HE N3MEHEH.
Bce obHoBneHus LanTopolLog 2 6ecnnaTHbl.

Bce npaBa, siIBHO HE NpeayCMOTPEHHbIE AaHHbIM COrMaLIEHNEM, COXPAHSAKTCS
3a BonokutuHoim KOpurem.

Ecnu Bbl He cornacHbl € 3TUM NULIEH3VOHHBIM CornalleHnem,
BaM Heobxoammo npekpaTuTb ucnonb3oBaHne LanTopolog.
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[TlocTpoeHne cxemMbl ceTH

[1ns NnOCTpoeHns cxembl CETU CrieaynTe MHCTPYKUMAM Ha 3aknagkax Step 1, Step 2, Step 3

Step 1

1. Specify ranges of IP addresses for switch discovery

Beegute ananasoH(bl) IP agpecos, B KOTOpbIX OyaeT npon3BoaMTCs MOMCK KOMMYTaTOPOB.
3apanTe napameTpsbl goctyna no SNMP gns kaxgoro ananasona ("read community string" nnu
user/password B crniydae SNMPv3)

2. Discover the switches

BbInonHMTL NonMck koMmMyTaTopoB BO Bcex ananasoHax ("Discover within all the ranges")
Unn TONbKO B OTMeYeHHbIX ranoykon ("Discover within the checked ranges")

Ecnu kakne-nnbo kommyTaTopbl He OBGHapYXMBaKTCH, NPOBEepPbTE AOCTYN K KOMMYTaToOpy Mo
SNMP ntobon gpyron ytunuton SNMP. Hanpumep aton:
https://www.paessler.com/tools/snmptester

3. Check that all switches are present within the list of discovered devices
Y6eauTtechb, 4TO BCe KOMMYTaTOpbl NOSBUNUCE B Tabnuue cnpasa.

Step 2

1. Collect SNMP data from the switches

Haxmute 3Ty KHOMNKy Ans cbéopa ¢ KOMMYTaTopoB AaHHbIX, HEOH6XOAMMBIX OS5 NOCTPOEHNS
Tononorun cetn. Ecnn gna kakoro-nmbo kommyTaTopa 3HauyeHue B KorioHke "Number of
Learned MACs" (KonnMyecTBo Mak-agpecoB B Tabnuue KoMMyTaTtopa) paBHO HyIHo, TO
npoBepbTe goctyn no SNMP k Betke SNMP MIB OID 1.3.6.1.2.1.17.4.3.1.2n
1.3.6.1.2.1.17.7.1.2.2.1.2) c nomowbto nobon gpyron ytunutel SNMP. Hanpumep aTton:
https://www.paessler.com/tools/snmptester

Step 3

1. Discover the Topology

Haxmute 3Ty KHOMKy A58 3anycka npouecca NOCTPOeHUs TONONornm ceTu.

Mo okoH4YaHMKM Npouecca B 3TOM Xe OKHe MOSIBUTCA CXema CeTU, Kak ee pacrnosHana
nporpamma. Ha aTom aTane Bbl MOXeTe U3MEHUTb BbIOOP KOMMyTaTopa B Ka4eCTBE KOPHEBOIO
yana (root node Ha 3aknagke Step2) n ewe pa3 HaxaTtb "Discover the Topology"

2. Apply the New Topology
HaxxmuTe 3Ty KHOMKY A5l COXpaHEHUS pacno3HaHHOM CXEMbI B KayecTBe paboyen.

PesynbTat NOCTpoeHusi cxembl ceTu - Ha 3aknagke Network Browser
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[losscHeHns K cxeme

Ha cxeme oTobpaxatoTcsi TONbKO Te MOPTbl KOMMYTaATOPOB, KOTOPbLIE MPUCYTCTBYIOT B Tabnuuax
koMMyTauun. To ecTb HeEUCNoNb3yemble NOPTbl He OTOBpaXxkatoTCs.

Mpn ncnonesosaHmm SNMPVv3 ans nonydenunsa gaHHbix VLAN ¢ kommyTaTopoB Cisco
HeobXo4MMO B HACTPOMKax KOMMYTaTOPOB 3adaTth "context” kak onucaHo 34echb:
http://lwww.switchportmapper.com/support-mapping-a-cisco-switch-using-snmpv3.htm

CTek KOMMyTaToOpOB OTOOpaXxaeTcsl Ha CXeMe Kak oauH KOMMyTaTop ¢ ogHuM IP agpecom.
Mpu 3TOM HyMepaums NOPTOB 3TOr0 KOMMYTaTOPOB HapyLlaeTCs.

ANroputm, NPUMEHAEMbIN 5151 NOCTPOEHUS TOMOMOrMK, He rapaHTUpyeT TO4YHOoe
BOCnpousseaeHne hakTnyeckom Tonosnormu.
MpumeHsnTe cnegytowme pekomeHgaumm anga 6onee TO4HOro pacno3HaBaHWUs TONOOMMN:
- yBENU4YbTe BpeMs xpaHeHns anHamudecknx MAC agpecoB Yyepes HaCTPONKN KOMMYTaTopoB
- BO BpeMmsi BbiNonHeHus atana "Step 2","Collect SNMP data from the switches"
BOMbLWMHCTBO KOMMbLIOTEPOB B CETU LOMMKHO BbITh BKIHOYEHO
- B Ka4eCTBE KOPHEBOro y3na B AepeBe Tonosornn Belbrpante KommyTaTop,
Yyepes KOTOPbIN NPOXoauT TpaduK OT HAaMBONbLLEro YNCra KOMMNbIOTEPOB.
OT0 06bIYHO B KaANLININ K MapLLpyTU3aTopy KOMMyTaTop (ECnvn MapLipyTusaTop UMeeTcs).
[nsa Boibopa KoOMMyTaTopa B Ka4eCTBE KOPHEBOro OTMETbTE €ro rasriloykon Ha wware 2.
- )XenartenbHo, YTobbl KOMMNbIOTEP, HA KOTOPOM paboTaeT LanTopolog, 66N NOAKNIYEH
K CETU KaK MOXHO Bnmxe K KOpHEBOMY KOMMYyTaTopy
- BKMo4nMTE Ha KommyTaTopax LLDP (CDP)
- B NOCTPOEHHON cxeme MOryT OblTb COeQUHEHUS, B KOTOPbIX BMECTO HOMEPOB NMOPTOB CTOAT
CMMBOSbI "XX" - 3TK coeanHeHuns LanTopolog He cmor pacno3HarTb.
Bbl MmoxxeTe 006aBUTb B pyYHYHO Tabnuvuy coeMHEHNI Takne Hepacno3HaHHble CoeaMHEHUS
(Options - Discovery - View/edit connection list)
N NOBTOPUTb NoCcTpoeHune (Step 2 - Discover Topology).
Mpumep: 172.16.25.243 port 6 - 172.16.25.248 port 27

lMporpamma oToGpaxkaeT Ha cxemMe BHYTPeHHIo (SNMP) Hymepaunto nopToB, KOTopas MOXeT
OTNMYaTbCH OT HyMepauun NOPTOB Ha NaHenun kommyTaTopa. B cnyyae nyTaHuubl B Hymepauum
NopTOB CMOTPUTE ONMCaHWe nopTa unm nmsa nopta (port description, port name).

[MosicCHEeHUA K HEKOTOPbLIM MONAM:

25Feb - pata nocneaHero ycnewHoro oTBeTa Ha komaHay ping. Ecnun IP agpec komnbroTepa
Hen3BeCTeH, TO 3TO AaTa nocnefHero obHapyxeHus MAC- agpeca B Tabnuuax KOMMyTaTopoB
15:50 - BpeMs nocrnegHero ycrnewwHoro oTeeTa Ha KoMaHay ping (ceroaHs)

18:30y - Bpems nocrnegHero ycnewHoro otBeTa Ha komaHay ping (B4epa)

Ecnu komnbloTep oTBeYaeT Ha KoMaHAy ping, TO Ansl HEFro Ha CXeMe camas npasas uudpa
o3Ha4aeT BpeMsi OTBeTa Ha KoMaHay ping B MUMMMCEKyHAax.
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Ob6Lne HaCTPONKU

Map Display Options

30€ecCb Bbl MOXeTe BKIIOYUTb ONUUKN 1151 OTOBpaXKeHUs Ha CXeMe CrieAyoLWnx JaHHbIX:

- pacrnornoxeHne koMmmyTaTopa (pegaktupyemoe none Location B HaCTporkax KoMMyTaTopa)
- onucaHne kommyTaTopa (Moaefnib KoMMyTaTopa)

- onucaHue nopta

- UMsA nopTa

- BalLM KOMMeHTapun K nopTy (port alias)

- Npoun3BoauTenb ceTeBoro yctponcraa (onpeaensietcs no MAC agpecy)

- VLAN ID

- pasmep wpudTa Ha CXeme ceTu

Map Colors

Bbibop uBeTa ansa doHa u gnarpamm Tpadguka.

Log Options

CobbITus B XXypHane LanTopolog aBTomaTMyecky yoansatTcs,
€CI1 OHW CTapLUe 3a4aHHOro KONMYeCcTBa gHEN.

Database maintenance

MAC agpeca ygansatotca ns 6asbl LanTopolog,
€CI OHW He OBHAapYXXMBAKTCA B TEYEHUUN 3a4aHHOMO KONMYECTBA OHEN.
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HaCTpOVIKM anda NHBeHTapm3aumn KOMrbOTEPOB

Run computer discovery every ... hour(s)
MHTepBan B 4Yacax, C KOTOPbIM MOBTOPSETCA Npouecc obHapyxeHusi B ceTn HoBbIXx MAC
aZipecos, onpeaeneHus x Mecrta Ha cxeme, a Takke IP agpecoB U UMeH KOMMbIOTEPOB.
Ecnu nporpamma He MOXeT TOYHO onpeaenuTb MECTO KOMMbIoTepa Ha CXeMe CeTu,
TO 3TOT KOMIMbIOTEP MOMELLAeTCs B BETKY CXeMbl N0 Ha3BaHUEM
"Pseudo device as temporary location" (nceBgoyCTPONCTBO AS11 BPEMEHHOIO XpaHEHUS).
970 npoucxoauT, ecnv B MOMeHT onpoca MAC agpec komnbloTepa OTCYTCTBYET B Tabnuvue
KOMMyTaTopa, K KOTOpOMY OH noAkntoyeH. NonpobynTe cneayroLmne pekomeHgauunu:
- yBeNnuYbTe BpeMs xpaHeHna auHammyeckux MAC agpecoB Yyepes HaCcTPOorKK
KOMMYyTaTOpOB
- novalle 3anyckanTe npouecc obHapyxeHus B ceTn HoBbix MAC appecos
(No pacnucaHmio Kaxabli Yac Unu BpPY4HY) 1 CO BpeMeEHEM BONbLLUMHCTBO KOMMNbIOTEPOB
BCTaHEeT Ha CBOW MeCTa Ha CxeMme.

LI,VIKJ'I npouecca pe3osiBuHra uUMeH KOMnbloTepoB MOXET 3aHATb HECKOJIbKO YaCOB B
3aBUCMMOCTHU OT YKCI1a KOMMNbOTEPOB B BaLLEN CETU.

WMI credential

- aKkayHT ona cbopa AaHHbIX 0 kKoMnbtoTepax cpegcreamm WMI

Ecnv nons He 3anonHeHbl, TO NPUMEHSAIOTCA NpaBa TeKyLLero nosnb3oBaTens.
OTtcytctBre gaHHbiXx WMI y koMmnbloTepa 06bI4HO roBOpUT 06 OTCYTCTBMM AOCTyNa
K WMI aToro komnbtoTepa. [poBepuTb 4OCTYN MOXHO koMaHgon Windows wmic:

wmic /node:<umsa MK unun IP> ComputerSystem get DNSHostName
OTy KOMaHAy crnenyeT 3anyckaTb Ha KOMMbKTEPE, Ha KOTOpoM paboTtaeT Lantopolog.

Notify when a new MAC address is discovered
- n3pewatb 06 obHapyxeHum B ceTn HoBoro MAC agpeca. Cnocobbl ONOBELLEHNSA CMOTPUTE
30ecb: MeHto - Service - Options - Alarms - Alarm Notification.

Use manually edited connection list

Mpn NOCTpOEHUM TONONOMMN NCNOSb30BaTb TabNULY COeaUHEHWUI, peaaKTUPYEMYIO BPYYHYIHO.
Mcnonb3yinte 3Ty onuuio ecrnv Ha kapTe ocTanucb Hepacno3HaHHbIE COeANHEHNS], OTMEYEHHbIe
Kak 'xx'.

View/edit connection list - pegaktnpoatb 3Ty Tabnuuy.
Mpumep: 192.168.0.1 port 12 - 192.168.0.2 port 50

CneBa oT cumBona '-' AomkeH 6biTb KOMMYTaTOp, PaCMONOXEHHbIV BbilLe B AepeBe
KOMMYTaTOpPOB, CrpaBa - COOTBETCTBEHHO HUXE.
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HacTtponkn ona Web cepBepa

LanTopolLog He MoXeT BbINONHATL ponb Web cepBepa n No3TomMy UCnonb3yeT
BHeLlHUn Web cepBep onst nybnvkaumm cxembl CETH.

Save network map as htm/php in order to publish it on the Web server
Bkntounte aTy onumio 4na noctosstHHOro o6HoBneHus cxembl ceTn Ha Web cepsepe.
3apanTe pacwmpeHune ansa coxpaHsiembix pannos (htm wnu php).

B none 1 ykaxuTe nyTb K nanke, B KOTOPYLO nporpammMa coxpaHsaet htm/php ctpanuubi.

B cnyyae, ecnn Web cepBep pacnonoxeH Ha ApyroM KOMMbOTEPE ceTn, TO 3TO ByaeT nyTb K
obwen nanke Ha komnbtoTepe ¢ Web cepsepom, Hanpumep \\cepeep\obLiaa _nanka

B none 2 ykaxuTe nokanbHbI NyTb K nanke ¢ pannamm LanTopoLog Ha komnbtoTepe ¢ Web
cepBepom. Ecnn Web cepeep HaxoouTcsa Ha TOM e KomnbloTepe, 4To U LanTopolLog To aTo
rnone coenagaet c nonem 1

B none 3 ykaxuTte web agpec ansa nanku ¢ dpanamu LanTopolLog

B none 4 ykaxute HTTP http agpec ansa ckpunTta ltsearch.cgi

dyHKkMa noncka pabortaet, ecnu pann ltsearch.cgi ckonnposaTtb B nanky ans ckpuntos Web
cepBepa. Ecnn Web cepBep HaxoauTcs Ha mawmHe Linux To doann ltsearch.cgi Hy>XHO ckadaTb
oTtctoga: https://www.lantopolog.com/linux/ltsearch.cgi

Mpumep nonen onsa Web cepsepa Apache:

1. C:\Apache24\htdocsl\Itl

2. C:\Apache24\htdocsl\Itl

3. http://hostname.domain/Itl

4. http://hostname.domain/cgi-bin/ltsearch.cgi

Mpumep nonen gns Microsoft IIS Web Server:
1. c:\inetpub\wwwroot\Itl

2. c:\inetpub\wwwroot\Itl

3. http://hostname.domain/Itl

4. http://hostname.domain/scripts/Itsearch.cgi

Mpumep nonen gns Web cepBepa Ha mawunHe Linux
1. \linux_machine\share_name_for_ltl

2. lvar/www/html/Itl

3. http://hostname.domain/Itl

4. http://hostname.domain/cgi-bin/ltsearch.cgi

HTTP agpec ona npocmoTtpa cxembl LanTopolog:
http://hosthame.domain/Itl/nettop.htm(php)

Bbl MOXeTe orpaHnynTb JOCTYN K cTpaHuuam LanTopolog cpeactBammn PHP.

[ns aToro Bam Hy>kHO gobasuTb cBon php koA k dpanam LanTopolog

[ns aToro BcTaBbTe cBOM koA B dhann ..\LanTopoLog2\Import\rename_add_php.txt
N nepemmMmeHymnTe aToT dparn B add_php.txt
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HacTtpounkn moHuTopa Tpaduka

Switch-to-Switch traffic monitoring

[varpammbl nokasblBalOT TpauK Mexay kKomMmyTaTopamn 3a nocrnegH1n vac.
LUndpa(macwutab) Bosne ocu gnarpammbl 3aBUCUT OT CKOPOCTM nopTa:

- ans ckopoctn 10Mbps macwTtab paseH "1" nnu "2" (Mbyte/sec)

- ons ckopoctn 100Mbps macwTab paseH "8" unn "16" (Mbyte/sec)

- ans ckopoctn 1Gbps macwtab paseH "40" unu "80" (Mbyte/sec)

- ans ckopoctn 10Gbps macwtab paseH "400" (Mbyte/sec)

[Na KaXkgon ckopocTu 3aganTe noporu Tpaduka u MHTepBasn BpeEMEHU, B TEHEHUM KOTOPOro
ycpenHsieTcsa 3arpyska Tpadouk. Ecnun ycpegHeHHbIn Tpaduk B TeHEeHUM 3TOro MHTepBana
NPEeBbICUT 3aaHHbIN NOPOr, TO 3TO 3adhnKeupyeTcs B XXypHarne cobbiTun LanTopolog, a ecnu
BkntodeHa onumsa "Notify when average traffic exceeded the configured thresholds”,

TO Takke 06 aTom OyayT OnoBeLLEHBbI aMUHUCTPATOPbI.

Monitoring ifInErrors, ifInDiscards counters
- MOHUTOPMHT OLLIMBOYHBIX N NOTEPSAHHBIX NAKETOB

The number of ifinErrors packets exceeds ... % of input packets

30ecb 3aganTe NpoLEHT KoNMYecTBa BXOAALLMX NaKeTOB, MOMYyYEHHbIX C OLLUMOKON, OT obLiero
yucra BXoasLwmx nakeToB. [1peBbilleHne 3Toro nopora 3adouKCMpyeTcs B XXypHane cobbiTui
LanTopolog, a ecnu BknoveHa onuus

"Notify when the number of invalid or dropped packets exceeds the thresholds",

TO Takke 06 aTom OyayT OnoBeLLEHbI aMUHNCTPATOPbI.

The number of ifInDiscards packets exceeds ... % of input packets

30ecb 3aganTe NPoLEHT KonnyecTBa "NoTepsHHbIX" NakeToB OT obLero ynucna
BXOASLWMX nakeToB. NpeBbileHne 3TOro nopora 3amKCUpyeTcs B XXypHane cobbiTni
LanTopolog, a ecnu BknoveHa onuus

"Notify when the number of invalid or dropped packets exceeds the thresholds",

TO Takke 06 aTom OyayT OnoBeLLEHBbI aMUHNCTPATOPbI.
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HacTtpovka onoseLlieHUi

Alarm Notification

BbibepuTte cnocob onoBeLLeHNA agMUHNCTPATOPOB O COOLITUAX TPEBOMM

(3ByKOBOW CUrHam, 3anyck Ballero CKpunTta unm nporpamMMbl, U3BELLLEHME MO MOYTE).
[ns onoBeweHns no noyTte Hactponte kNueHT SMTP (Send Email Options).

B HacTpowkax no4dtbl B none "Send email to" MOXHO yka3zaTb HECKOSIbKO agpecaToB.

B cnyyae nybnukaumm cxembl LanTopolLog Ha Web cepBepe Bbl Takke MOXeTe nonyvartb
3BYKOBOW CUrHas o notepe AocTtyna K kommyTaTtopy. [1ns atoro B Web HacTponkax LanTopolog
BblbepeTe paclumpenne php gna sanncm Web ctpanny Ha Web cepsep. Kpome Toro B Web
Opay3sepe, MCnonb3yeMomM Afisi NPocMoTpa CTpaHuy, LanTopolog, AomkeH ObiTb paspeLleH
npuem cookies 1 paspelLueHO aBToMaTU4eCKoe NpourpbiBaHMe 3BYKOB.
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HacTpouka Ping Monitor

Time interval between two consecutive checks of a monitored object

- Nep1oa NoBTOpa LMKNa NpoBepKn AOCTYNa K KOMMNbOTEPaM CeTH.

[ns obHapyxeHns 0gHOBPEMEHHOrO NponagaHusa gocTyna K rpynne
KOMMNblOTEPOB (M3-3a HEMONAAOK CETEBOro 060pya0BaHUS) HE peKoMeHayeTCs
3agaBaTb 3Ty BENUYMHY BonbLue 5 MUHYT.

Number of ping attempts before marking a device as "down"
- YMCNO HeyaayHbIX MOMbITOK PiNg, MOCNe KOTOPbIX FreHepMpyeTcs CoobLLEeHNne agMUHCTPaTopy.
Onumn onoBeLLIEHNSA HAcTpamBatoTCA Ha 3aknaake "Alarm”.

Notify when ping test fails (set notify options on the "Alarm" ' tab)
- BKJIIOYMTb OMOBELLEHNE aMUHUCTPATOPOB.

Haxmute "Edit list of monitored hosts" ans peaaktnpoBaHusa cnmcka 06bLEKTOB MOHUTOPUMHrA.
XOTs KOMMyTaTopbl OTCYTCTBYHOT B 3TOM cnucke, Ping Monitor Takke KOHTponupyeT 4OCTyn K
HUM ¢ nomoLubto ICMP. NHoraa xxenatenbHO OTKMNIYUTL OMOBELLLEHUS O NponagaHumM OTBETOB
OT HEKOTOPbIX KOMMYTaTOPOB.

[ns atoro gobasbTe IP agpec Takoro kommyTaTopa B "list of monitored hosts", Ho nepea
agpecom BcTasbTe cumBon "-". MNpumep: -192.168.0.1

Ha cxeme oTtobpaxkaeTcs Bpemsi oTBeTa Ha komaHay ping (undpa cnpasa B MUNNCEKYHAAX)
ANs TEX KOMNbIOTEPOB, Y kKoTopbix LanTopolog cmor onpeaenuts IP agpec.

Indirectly determining hub or unmanaged switch failure

- onpegenexHne oTkasa xaba unu HeynpaBnAeMoro KOMmMmyTaTopa KOCBEHHbIM Crocobom
CuvrHan TpeBorv B3BOAUTCS, €CNY NPOUCXOAUT OAHOBPEMEHHOE NponagaHne Aoctyna

K rpynne KOMNbOTEPOB, NOAKMOYEHHBLIX K OAHOMY 1 TOMY Xe xaby unun HeynpasnseMmomy
KoMMyTaTopy. 34ecCb Bbl MOXETE 3aaTh NOPOroBble 3HAYEHMSA KONMYecTBa NponaBLUmnX
komnbtoTepoB (The number of computers that stop responding is more than)

N NX NPOLLEHT OT obLLero Yncna B rpynne

(The percentage of computers that stop responding is more than)

Mpw NpeBbILLEHNM 3TUX MOPOroB COObLITUE PUKCUPYETCS B XKypHane u

NMPOMCXOANT OMOBELLEHNE aOMUHUCTPATOPOB, ECNM BKIIOYEHA OMnums

Notify when ping test fails

Kpome Toro Ha cxeme NpoGneMHbIn NOPT MOMEYaETCH XENTbIM 3HAYKOM B BUAE KOJTOKOMbYMKA.
Ecnn kakon-nnbo kKoMmyTaTop NepecTaeT OTBeYaTb Ha KOMaHAy ping, TO 3TO COObITME Takke
duKcMpyeTcs U KOMMyTaToOp NOMEYaETCA KPACHbIM 3HAYKOM B BUAE KOJTOKOMbYMKA.
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mnopT SkcnopT

IP, Hostname Import
- Umnopt Tabnuubl MAC-IP-Hostname

Ecnn y Bac ectb Tabnnua MAC-IP nnn MAC-IP-Hostname, TO Bbl MOXETE MMNOPTUPOBATb 3Ty
Tabnuuy (meHto - File - Import - IP, Hostname Import)).

OTO MOXET NOMOYb B Criyvasix, Korga nporpammMma He MOXeT aBToMatuyecku onpegenuts IP
aZipec 1 UMA KoMnbroTepa.

dann gna nmnopTta AoMKEH BbITb B TEKCTOBOM dhopMate ¢ pasgenurtenem npoben, ;" unmn ","
Takxe BoamoxxeH umnopT IP n Hostname n3 canna, cosgaHHoro ytunuton Nmap
(https://nmap.org). B onumsax ytunutel nmap 3agante BblBOA pe3yNbTaToB CKAHMPOBaHWUA B hann B
dopmare "normal” (onuusa -oN <dgann>). Takke Bo3amoxeH nmnopt IP n Hostname n3 daiina,
cosgaHHoro nporpammon Advanced IP Scanner. [Ins 3TOro coxpaHuTe pesynbTaT CKaHUPOBaHNUSA
Kak csv cpann. [lomeH(workgroup) n norvH Takke nmnopTupyrotca una danna Advanced IP Scanner.

Import Custom Data
- UmnopT ntobbIX AaHHbIX

Ecnun y Bac ectb Tabnuua, B KOTOPOW ANSA KaX40ro mac agpeca ectb Kakue-To JaHHble
(Hanpumep ammnna nonb3oBaTens, NOrvH, 3gaHne, NOMeLLEHME), TO Bbl MOXET 406aBUTb
3TN AaHHble B cxemy ceTn (MeHio - File - Import - Custom Data Import).

dann ana nmnopTta AosmkeH O6bITb B hopmaTe Csv ¢ pasgenutenem npoben, ;" nnn ","
XoTsa 6bl oguH ctonbel B uMnopTMpyemom danne gormkeH cogepxatb MAC agpec.
LnpnHy cTONGLOB Ha CXemMe MOXHO 3afaTb B HACTPOMKaxX MMMOpTa.

Export
- 9kcnopT

30ecb Bbl MOXeTe 9KCNopTUPOBaTb CMIUCOK KOMMbIOTEPOB, CIIMCOK KOMMYTATOpOB, Tabnvuy
COeaVHEHMI KOMMYTaTOPOB, CNMCOK BCex noptos, cnucok VLAN B chann .csv

Bce npouenypbl nmnopTa 1 aKkcnopTa MOryT BbINOMHATCS aBTOMaTUYECKU MO pacnucaHuio (CM.
Options - Discovery - Computer Discovery) wnnu 3anyckaTbC BPYYHYIO.
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OrpaqueHMﬂ OemMo-BepCcunmn

[lemo-Bepcus nmeeTt cneayrowme orpaHNYeHus:

Uepes HeEKOTOpPOE Bpems nocrne 3anycka nporpamMmel:

- Anarpammbl Tpaduka He oTobBpaxatoTcs

- HEBO3MOXHO U3MEHUTb LUMPUHY NpaBoro okHa 6paysepa cxemMbl ceTu
- HEBO3MOXHa Nybnunkauunsa Beb-cTpaHuL Ha Beb-cepBepe

- Homepa VLAN He oTobpaxatTca Ha cxeme

- (byHKUMS noucka npekpallaeT paboTaTb

- YacCTb AaHHbIX Ha KapTe CeTu 3aMeHseTcs cnosom "demo”

[leMo-Bepcusi JaeT BO3MOXHOCTb OLeHWUTb BCHO (PYHKLMOHANBHOCTb NMPOrpamMMbl.

Mocne nokynkn LanTopolog Bbl NonNy4nTe pernctpaunoHHbIA KIto4eBon dhans, KOTopbIn
npeBpaTuUT 4EMO-BEPCUIO B MOSTHOMYHKLMOHAMNbHYO BEPCUIO
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Kak NoJ1y4YnTb NULLEH3UOHHbIW KITHo4

Mocne nokynkn LanTopolog Bbl NONy4YMTe NIMLUEH3MOHHbIW KntoYeBown dais,
KOTOpPbIN NPeBPaTUT A4EMO-BEPCUIO B MONHOMYHKLNOHANBHYO BEPCUIO.

Ansi nonyyYeHns NULEH3MOHHOTO KrtoYva criefynTe MHCTPYKLUN:

1. BeinonHuTte pacno3HaBaHMe CXeMbl CETU C MOMOLLbIO AeMO Bepcun LanTopolog 2
n coxpaHute ee (Haxmute "Apply the New Topology")
OTtkponite chopmy pernctpaunm (meHto - Help - How to Get a License Key).
B nosiBmBLLUEMCS CUCKe OTMETbTE ranoykon ot 1 o0 3 KOMMYTaToOpPOB.
Bal nnueH3noHHbIN KNoY ByaeT NpuBsA3aH K 3TMM KOMMYyTaTopaM.
XoTs Obl 04MH U3 3TUX KOMMYTaTOPOB AOSMKEH ByaeT Bcerga NnpucyTCTBOBaTh Ha CXxeme
LanTopoLog (xoTs BpeMEHHO MOXET ObITb M BbIKITOYEH), MHaYe Balla konus LanTopolog
OyneTt cuntaTbCa He3aperncTpupoBaHHON.

2. B none Hwxe nossutcs naeHtudukatop sBawewn cetn (Network 1D string).
BolwnuTe noyTton aToT ngeHtudumkatop Ha agpec sales@lantopolog.com
(ckonunpynTe 1 BCTaBbTE B MUCbMO)

3. [pousBeanTe NOKYMNKy NULEH3NN.
Ccbinkn ansa nokynku npueeaeHbl Ha www.lantopolog.com/rus/buy.html
Mokynante LanTopolLog Tonbko y NpoaaBLOB, NepeyYncrneHHbix Ha www.lantopolog.com

4. [Nocne nonyyeHus onnatbl BaM 6yaeT BbICNaH NMNLEH3NOHHLIN KtoyeBon doann.
CkonnpynTe 3TOT dhann B narky, KoTopas OTKPOETCS NPU HaXxaTum
Ha ccbinky "this folder" Ha dbopme permncTpaumm n nepesanyctmute LanTopolog.
[nsa Bepcun ¢ MHCTaNNATOPOM 3Ta narnka 34ech:
C:\Users\<user>\AppData\Local\LanTopoLog?2\lantopolog.lic
[ns nopTaTMBHOW BepCcUM 3Ta Narnka 3gechb:
.\nanka kyga pacnakoBaH ckadaHHbin zip dann\lantopolog2xx\LanTopoLog2\lantopolog.lic

3ameTbTe, YTO NIMLUEH3NOHHBIN KNtod npuBsasaH K MAC agpecy kommyTaTopa,

TO €CTb Bbl MOXETE MEHATb NObIe HAacTponkn kommyTtartopa (IP agpec, uma n 1.4.) -
npv 3TOM BaLla NULEH3NA OCTaHEeTCSA AENCTBUTESTbHON.

B nanbHenwem Bbl MOXeTe 00aBNSATL HOBblIE KOMMYTATOPbI K BaLLEn CETU -

npy 3TOM Balla NUUEH3NS Takke OCTaHeTCs O4eACTBUTENbHON
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O6HoBReHMe nporpammsbl. [llepeHoc AaHHbIX.

OGHoBMNEeHWE NporpamMmmMbl 40 HOBOW BEpCUn

Bce obHoBReHua becnnaTHbI.

Bepcuna ¢ nictannsaropom
OcTtaHoBUTE NporpamMmmy, ecriv oHa 3anyLleHa. YCTaHOBUTE HOBYIO BEPCUIO.
Mpwn aTOM BCe AaHHbIE N HACTPOMKN COXPAHATCS

[MopTatnBHaga Bepcus

Pacnakynte dann c noptaTuBHON Bepcuen B N0Oyro nanky.

Ecnv HeoxoanMo coxpaHuUTb NPeXHWe AaHHble, TO NepemMecTUTe CTapyto narnky ¢ AaHHbIMK
\LanTopoLog2\ B HOBOe MeCTO (CM. HUXE)

[lepeHoCc OaHHbIX.

Bepcusa ¢ nHctannatopom
danrnbl ¢ gaHHLIMW PacnorioXeHbl 30eCb:
C:\Users\<user>\AppData\Local\LanTopoLog?2\

MopTabenbHasa Bepcus
danrnbl ¢ gaHHLIMW PacnorioXeHbl 30eCb:
.\nanka Kkyaa pacnakoBaH ¢ann ¢ noptatmeHon Bepcuen\lantopolog2xx\LanTopolLog2\

Manka ..\LanTopolLog2\ co3gaeTcsa npu NepBoM 3arnycke nporpammbi.
Ecnun HeoxoguMo nepeHecTu AaHHble, TO 3aMeHUTE COAEPKMMOE HOBOW Nanku
.\LanTopolog2\ cogepxunmbiM cTapon nanku ..\LanTopolLog2\
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3Ha4YeHne MKOHOK Ha cxeme

KoMmMmyTaTop, oTBET Ha KOMaHay ping yCrneLHbI.

..—ﬂ

Sl KommyTaTtop, Ha Komanay ping He oTBevaer.

—mm Pa3bem nogkntoveHus

F=====]J Xab, HeynpaBnsembli KOMMyTaTOp, 6€ecnpoBOAHas Touka AOCTyNa,..
Mporpamma oToOpaxaeT 3Ty UKOHKY, eCniu OOHapyXmnBaeT, YTo K
NOpTY KOMMYyTaTOpa NoaKNtoYeHbl 2 1 6onee komnboTEpa.

KomnbtoTep, npuHTEp, MobunbHoe ycTponcTBo. OTBET Ha KOMaHAy
ping yCNeLlHbIN.

-

@ KowmnbtoTep,... Ha komanay ping He oTBevaerT.

[El KomnbtoTep,... ECTb faHHble nHBeHTapusauum WMI.
NHCTpyMEHTbI

4. VlkoHka TpesBoru. Ping Monitor oTobpaxaeT 3Ty MKOHKY, ecru
KOMMYTaTOp Ha OTBEYaeT Ha KoMaHAy ping.

MkoHka Tpesorn. MoHUTOp Tpaduka oTobpaxaeT 3Ty UKOHKY, eCnu
3arpyska Tpacdvka npesbicuna 3agaHHble B onuuax noporu. Takke
3Ty MKOHKY oTobpakaeT Ping Monitor, ecnn Ha KomaHay ping He
OTBEeYaeT XOCT U3 Crncka MOHUTOPUHTA.

A KommyTaTtop unm xocT 13 cnmcka MOHUTOpWHra BO30GHOBWM OTBET
Ha KomaHay ping.

& OOHapyxeH HoBbiIh MAC agpec. Yoanutb 3Ty NOMETKY MOXHO, eCNnu
Ha)kaTb KHOMKy "Show New", a 3atem "Clear New"

'I I |'-IEI HOwarpamma Tpadumka Ha nopTy 3a nocnegHun vac. Uudpa y ocu (40)
- 3T0 MacwTab anarpammel (40 Mbyte/sec)
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