CCNA Packet Tracer Lab Understanding RIP
This CCNA Packet Tracer lab has been provided to help you gain a better understanding of how to configure and troubleshoot RIP version 2 in this lab we will configure a basic lab topology, enable RIPv2 on the routers and configure them to advertise their networks. We will also learn to use Cisco IOS show and debug commands to verify and troubleshoot our lab.
Learning Objectives: 
· Review basic router and switch configuration.
· Enable RIPv2 on a router.
· Advertise networks using RIPv2.
· Disable RIPv2 automatically summarizes
· Configure Passive Interfaces.
· Summarizing Routes with RIPv2.
· Verify RIPv2 configuration.
· Use debug to verify RIPv2 updates

The Routing Information Protocol (RIP) is one of the oldest distance-vector routing protocols, which uses the hop count as a routing metric. RIP avoids routing loops by employing a limit on the number of hops permitted in a path from the source to a destination. The maximum number of hops permitted for RIP is 15. A hop count of 16 is considered an infinite distance, in other words the route is considered unreachable. Despite this limitation, RIP works great for basic route communications between devices.
Here are some important RIP facts:
· RIP's administrative distance is 120 for both RIPv1 and RIPv2.
· RIPv2 sends routing updates via multicast address 224.0.0.9.
· Cisco routers don't enable RIPv2 by default. To use RIPv2, you must use the ver 2 command in RIP Router Configuration Mode.
· RIP automatically summarizes routing updates. You can disable this by using the no auto-summary command.
· RIP uses hop count as it’s metric.
How RIP works
With RIP, a router sends its full routing table to all other connected routers every 30 seconds. Triggered updates can also occur if a router goes down before the 30-second timer has expired.
RIP performs "routing by rumor" and is more prone to loops than other routing protocols. That's because a RIP router sends its entire routing table to every other router. All other routers do the same, and because there's no real neighbor relationship or calculation of routes, the routers have little firsthand knowledge of available networks.
What is different in RIP version 2?
RIPv2 boasts the following enhancements:
· Support for variable length subnet masks (VLSM) (Because of this, RIP doesn't assume that all networks are classful.)
· Multicast routing updates
· Authentication with an encrypted password for routing updates.

[bookmark: _GoBack]Tasks:
Basic Configuration:
1. Configure the hostnames on all routers as illustrated in the topology.
2. Configure the hostnames on all switches as illustrated in the topology.
3. Configure no domain-lookup on all routers and switches.

LAN Configuration:
1. Assign IP address and subnet to GigabitEthernet interfaces of R1, R2 and R3 as illustrated in the topology. 
2. Insure GigabitEthernet interfaces are not administratively down. 

WAN Configuration:
1. Assign IP address and subnet to serial interfaces of R1 and R2 as illustrated in the topology. 
2. Assign IP address and subnet to serial interfaces of R2 and R3 as illustrated in the topology. 
3. Configure R2 interface Serial0/0/0 and Serial0/0/1 as DCE to provide clocking to R1 and R3 at a clock speed of 2Mbps. 
4. Insure GigabitEthernet interfaces are not administratively down. 
5. Using ping insure connectivity to the conned ports.

R2#ping 192.168.1.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.3, timeout is 2 seconds:
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 6/7/8 ms

R2#ping 192.168.2.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.3, timeout is 2 seconds:
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

RIP Configuration:
1. Enable RIPv2 on R1, R2 and R3.
2. Configure RIPv2 routing for the GigabitEthernet and the Serial interfaces of R1, R2 and R3.
3. Verify that RIPv2 has been enabled on R1, R2, and R3 using the appropriate commands.

R1#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 6 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  Loopback100           2     2     
  Loopback101           2     2     
  GigabitEthernet0/0    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
	10.0.0.0
	172.16.0.0
	192.168.0.0
Passive Interface(s):
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.0.2          120      00:00:16
Distance: (default is 120)

R1#show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/8 is variably subnetted, 5 subnets, 4 masks
R       10.0.0.0/8 [120/2] via 192.168.0.2, 00:01:40, Serial0/0/0
C       10.10.100.0/27 is directly connected, Loopback100
L       10.10.100.1/32 is directly connected, Loopback100
C       10.10.101.0/26 is directly connected, Loopback101
L       10.10.101.1/32 is directly connected, Loopback101
     172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks
R       172.16.0.0/16 [120/2] via 192.168.0.2, 00:01:40, Serial0/0/0
C       172.16.10.0/24 is directly connected, GigabitEthernet0/0
L       172.16.10.1/32 is directly connected, GigabitEthernet0/0
     192.168.0.0/24 is variably subnetted, 3 subnets, 3 masks
R       192.168.0.0/24 [120/3] via 192.168.0.2, 00:00:18, Serial0/0/0
C       192.168.0.0/30 is directly connected, Serial0/0/0
L       192.168.0.1/32 is directly connected, Serial0/0/0
R    192.168.1.0/24 is possibly down, routing via 192.168.0.2, Serial0/0/0
R    192.168.2.0/24 [120/1] via 192.168.0.2, 00:00:18, Serial0/0/0

R2#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  Serial0/0/1           2     2     
  GigabitEthernet0/0    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
	192.168.0.0
	192.168.1.0
	192.168.2.0
Passive Interface(s):
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.0.1          120      00:00:02
	192.168.2.3          120      00:00:16
	192.168.1.3          120      00:00:16
Distance: (default is 120)

R2#show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

R    10.0.0.0/8 [120/1] via 192.168.0.1, 00:00:26, Serial0/0/0
                [120/1] via 192.168.2.3, 00:00:11, GigabitEthernet0/0
                [120/1] via 192.168.1.3, 00:00:11, Serial0/0/1
R    172.16.0.0/16 [120/1] via 192.168.0.1, 00:00:26, Serial0/0/0
                   [120/1] via 192.168.2.3, 00:00:11, GigabitEthernet0/0
                   [120/1] via 192.168.1.3, 00:00:11, Serial0/0/1
     192.168.0.0/24 is variably subnetted, 3 subnets, 3 masks
R       192.168.0.0/24 is possibly down, routing via 192.168.1.3, Serial0/0/1
                       is possibly down, routing via 192.168.2.3, GigabitEthernet0/0
C       192.168.0.0/30 is directly connected, Serial0/0/0
L       192.168.0.2/32 is directly connected, Serial0/0/0
     192.168.1.0/24 is variably subnetted, 3 subnets, 3 masks
R       192.168.1.0/24 is possibly down, routing via 192.168.2.3, GigabitEthernet0/0
C       192.168.1.0/29 is directly connected, Serial0/0/1
L       192.168.1.2/32 is directly connected, Serial0/0/1
     192.168.2.0/24 is variably subnetted, 3 subnets, 3 masks
R       192.168.2.0/24 [120/1] via 192.168.1.3, 00:00:11, Serial0/0/1
C       192.168.2.0/27 is directly connected, GigabitEthernet0/0
L       192.168.2.2/32 is directly connected, GigabitEthernet0/0

R3#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 5 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  Loopback100           2     2     
  Loopback101           2     2     
  GigabitEthernet0/1    2     2     
  GigabitEthernet0/0    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
	10.0.0.0
	172.16.0.0
	192.168.1.0
	192.168.2.0
Passive Interface(s):
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.2.2          120      00:00:03
	192.168.1.2          120      00:00:03
Distance: (default is 120)

R3#show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/8 is variably subnetted, 4 subnets, 3 masks
C       10.30.100.0/29 is directly connected, Loopback100
L       10.30.100.1/32 is directly connected, Loopback100
C       10.30.101.0/25 is directly connected, Loopback101
L       10.30.101.1/32 is directly connected, Loopback101
     172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
C       172.16.30.0/24 is directly connected, GigabitEthernet0/1
L       172.16.30.1/32 is directly connected, GigabitEthernet0/1
R    192.168.0.0/24 [120/1] via 192.168.2.2, 00:00:04, GigabitEthernet0/0
                    [120/1] via 192.168.1.2, 00:00:04, Serial0/0/0
     192.168.1.0/24 is variably subnetted, 3 subnets, 3 masks
R       192.168.1.0/24 is possibly down, routing via 192.168.2.2, GigabitEthernet0/0
C       192.168.1.0/29 is directly connected, Serial0/0/0
L       192.168.1.3/32 is directly connected, Serial0/0/0
     192.168.2.0/24 is variably subnetted, 3 subnets, 3 masks
R       192.168.2.0/24 [120/1] via 192.168.1.2, 00:00:04, Serial0/0/0
C       192.168.2.0/27 is directly connected, GigabitEthernet0/0
L       192.168.2.3/32 is directly connected, GigabitEthernet0/0

NOTE: The routes marked R signify RIP routes. The [120/1] that follows the subnet specifies [Administrative Distance/Metric]. By default, the Administrative Distance for RIP is 120. The metric for the route, is based on the RIP metric -- which is hop count, a metric of 1 means that the route is 1 hop away. The largest value you will ever see for RIP is 15, since this is the maximum amount of hops allowed in the RIP routing protocol. 

RIPv2 Automatic Summarization
In your studies, you learned that RIPv2 performs automatic summarization at Classful boundaries.
1. Disable automatic summarization on R1, R2, and R3. Remember to clear the IP routing tables.
2. Display the routing tables of R2 and R3 and verify that the 10.10.100.0/27 and  10.10.101.0/26 routes from R1 are now present. 

R2#show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/8 is variably subnetted, 4 subnets, 4 masks
R       10.10.100.0/27 [120/1] via 192.168.0.1, 00:00:18, Serial0/0/0
R       10.10.101.0/26 [120/1] via 192.168.0.1, 00:00:18, Serial0/0/0
R       10.30.100.0/29 [120/1] via 192.168.2.3, 00:00:14, GigabitEthernet0/0
                       [120/1] via 192.168.1.3, 00:00:14, Serial0/0/1
R       10.30.101.0/25 [120/1] via 192.168.2.3, 00:00:14, GigabitEthernet0/0
                       [120/1] via 192.168.1.3, 00:00:14, Serial0/0/1
     172.16.0.0/24 is subnetted, 2 subnets
R       172.16.10.0/24 [120/1] via 192.168.0.1, 00:00:18, Serial0/0/0
R       172.16.30.0/24 [120/1] via 192.168.2.3, 00:00:14, GigabitEthernet0/0
                       [120/1] via 192.168.1.3, 00:00:14, Serial0/0/1
     192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C       192.168.0.0/30 is directly connected, Serial0/0/0
L       192.168.0.2/32 is directly connected, Serial0/0/0
     192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C       192.168.1.0/29 is directly connected, Serial0/0/1
L       192.168.1.2/32 is directly connected, Serial0/0/1
     192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks
C       192.168.2.0/27 is directly connected, GigabitEthernet0/0
L       192.168.2.2/32 is directly connected, GigabitEthernet0/0

R3#show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/8 is variably subnetted, 6 subnets, 5 masks
R       10.10.100.0/27 [120/2] via 192.168.1.2, 00:00:03, Serial0/0/0
                       [120/2] via 192.168.2.2, 00:00:03, GigabitEthernet0/0
R       10.10.101.0/26 [120/2] via 192.168.1.2, 00:00:03, Serial0/0/0
                       [120/2] via 192.168.2.2, 00:00:03, GigabitEthernet0/0
C       10.30.100.0/29 is directly connected, Loopback100
L       10.30.100.1/32 is directly connected, Loopback100
C       10.30.101.0/25 is directly connected, Loopback101
L       10.30.101.1/32 is directly connected, Loopback101
     172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
R       172.16.10.0/24 [120/2] via 192.168.1.2, 00:00:03, Serial0/0/0
                       [120/2] via 192.168.2.2, 00:00:03, GigabitEthernet0/0
C       172.16.30.0/24 is directly connected, GigabitEthernet0/1
L       172.16.30.1/32 is directly connected, GigabitEthernet0/1
     192.168.0.0/30 is subnetted, 1 subnets
R       192.168.0.0/30 [120/1] via 192.168.1.2, 00:00:03, Serial0/0/0
                       [120/1] via 192.168.2.2, 00:00:03, GigabitEthernet0/0
     192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C       192.168.1.0/29 is directly connected, Serial0/0/0
L       192.168.1.3/32 is directly connected, Serial0/0/0
     192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks
C       192.168.2.0/27 is directly connected, GigabitEthernet0/0
L       192.168.2.3/32 is directly connected, GigabitEthernet0/0

Display the routing table of R1 and verify that the 10.30.100.0/29 and 10.30.101.0/25 routes from R3 are now present.

R1#show ip route 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
       * - candidate default, U - per-user static route, o - ODR
       P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/8 is variably subnetted, 6 subnets, 5 masks
C       10.10.100.0/27 is directly connected, Loopback100
L       10.10.100.1/32 is directly connected, Loopback100
C       10.10.101.0/26 is directly connected, Loopback101
L       10.10.101.1/32 is directly connected, Loopback101
R       10.30.100.0/29 [120/2] via 192.168.0.2, 00:00:18, Serial0/0/0
R       10.30.101.0/25 [120/2] via 192.168.0.2, 00:00:18, Serial0/0/0
     172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
C       172.16.10.0/24 is directly connected, GigabitEthernet0/0
L       172.16.10.1/32 is directly connected, GigabitEthernet0/0
R       172.16.30.0/24 [120/2] via 192.168.0.2, 00:00:18, Serial0/0/0
     192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C       192.168.0.0/30 is directly connected, Serial0/0/0
L       192.168.0.1/32 is directly connected, Serial0/0/0
     192.168.1.0/29 is subnetted, 1 subnets
R       192.168.1.0/29 [120/1] via 192.168.0.2, 00:00:18, Serial0/0/0
     192.168.2.0/27 is subnetted, 1 subnets
R       192.168.2.0/27 [120/1] via 192.168.0.2, 00:00:18, Serial0/0/0

Verifying RIP version 2 Updates Using Debug
RIPv2 update debugging is a required skill to pass the CCNA exam and is used by network engineers to troubleshoot network and routing problems. Like RIPv1,RIPv2 in a distance vector protocol that uses hop count with a maximum of 15 hops, but unlike RIPv1, RIPv2 sends updates using Multicast.

Enable debugging on R1 and R2 and verify that RIPv2 updates are being sent out of all RIPv2-enabled networks. Keep in mind that by default RIP sends updates every 30 seconds, so you will typically see updates within that time frame. Familiarize yourself with the output of the debugs. 

Real World Tip: you may wish to start a capture on your terminal session to capture the debug output to a file so you can review it later.

R1#debug ip rip events
RIP event debugging is on
R1#RIP: received v2 update from 192.168.0.2 on Serial0/0/0
      10.30.100.0/29 via 0.0.0.0 in 2 hops
      10.30.101.0/25 via 0.0.0.0 in 2 hops
      172.16.30.0/24 via 0.0.0.0 in 2 hops
      192.168.1.0/29 via 0.0.0.0 in 1 hops
      192.168.2.0/27 via 0.0.0.0 in 1 hops
RIP: sending  v2 update to 224.0.0.9 via Loopback100 (10.10.100.1)
RIP: build update entries
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0
RIP: sending  v2 update to 224.0.0.9 via Loopback101 (10.10.101.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0
RIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/0 (172.16.10.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0

R2#debug ip rip events 
RIP event debugging is on
R2#RIP: received v2 update from 192.168.2.3 on GigabitEthernet0/0
      10.30.100.0/29 via 0.0.0.0 in 1 hops
      10.30.101.0/25 via 0.0.0.0 in 1 hops
      172.16.30.0/24 via 0.0.0.0 in 1 hops
      192.168.1.0/29 via 0.0.0.0 in 1 hops
RIP: received v2 update from 192.168.1.3 on Serial0/0/1
      10.30.100.0/29 via 0.0.0.0 in 1 hops
      10.30.101.0/25 via 0.0.0.0 in 1 hops
      172.16.30.0/24 via 0.0.0.0 in 1 hops
      192.168.2.0/27 via 0.0.0.0 in 1 hops
RIP: received v2 update from 192.168.0.1 on Serial0/0/0
      10.10.100.0/27 via 0.0.0.0 in 1 hops
      10.10.101.0/26 via 0.0.0.0 in 1 hops
      172.16.10.0/24 via 0.0.0.0 in 1 hops
RIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/0 (192.168.2.2)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 2, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 2, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 2, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via Serial0/0/0 (192.168.0.2)
RIP: build update entries
      10.30.100.0/29 via 0.0.0.0, metric 2, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 2, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 2, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via Serial0/0/1 (192.168.1.2)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 2, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 2, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 2, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0

Disable debugging on R1 and R2.

NOTE: There are two other options available when it comes to debugging RIP. 
R1#debug ip rip ? 
database RIP database events
events RIP protocol events
trigger RIP trigger extension
 <cr> 

Play around with these options and acquaint yourself with the information they provide. Also, remember that debugging is very processor intensive, and can do more harm than good in a live network, so always make sure you disable debugging when you have captured the information you were looking for.

Passive Interfaces for RIPv2 Updates:
In this part of our lab we will learn and understand how to prevent RIPv2 from sending unnecessary updates by using passive interfaces.

By default, RIPv2 sends updates via Multicast on all interfaces for which RIPv2 has been enabled. For example, it is not possible to ever have another device connected to a Loopback interface, so it is a waste of router processing power to have RIPv2 continuously send updates to a Loopback interface.

1. Using the show ip protocols command verify which interfaces RIPv2 is sending updates on.

R1#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 0 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  Loopback100           2     2     
  Loopback101           2     2     
  GigabitEthernet0/0    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
	10.0.0.0
	172.16.0.0
	192.168.0.0
Passive Interface(s):
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.0.2          120      00:00:25
Distance: (default is 120)

2. Enable debugging on R1 and verify that RIPv2 updates are being sent on all RIPv2-enabled interfaces. When you have verified this, disable debugging.

R1#debug ip rip events 
RIP event debugging is on
R1#RIP: received v2 update from 192.168.0.2 on Serial0/0/0
      10.30.100.0/29 via 0.0.0.0 in 2 hops
      10.30.101.0/25 via 0.0.0.0 in 2 hops
      172.16.30.0/24 via 0.0.0.0 in 2 hops
      192.168.1.0/29 via 0.0.0.0 in 1 hops
      192.168.2.0/27 via 0.0.0.0 in 1 hops
RIP: sending  v2 update to 224.0.0.9 via Loopback100 (10.10.100.1)
RIP: build update entries
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0
RIP: sending  v2 update to 224.0.0.9 via Loopback101 (10.10.101.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0
RIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/0 (172.16.10.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0
RIP: sending  v2 update to 224.0.0.9 via Serial0/0/0 (192.168.0.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 1, tag 0

R3#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 10 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  Loopback100           2     2     
  Loopback101           2     2     
  GigabitEthernet0/0    2     2     
  GigabitEthernet0/1    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
	10.0.0.0
	172.16.0.0
	192.168.1.0
	192.168.2.0
Passive Interface(s):
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.1.2          120      00:00:15
	192.168.2.2          120      00:00:15
Distance: (default is 120)

RIP event debugging is on
R3#undebug allRIP: sending  v2 update to 224.0.0.9 via Loopback100 (10.30.100.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 3, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 3, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 1, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 2, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via Loopback101 (10.30.101.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 3, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 3, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 3, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 1, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 2, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/0 (192.168.2.3)
RIP: build update entries
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/1 (172.16.30.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 3, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 3, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 2, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via Serial0/0/0 (192.168.1.3)
RIP: build update entries
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0

NOTE: that RIPv2 is sending updates via the Loopback interfaces as illustrated: 

*Mar 1 03:09:53.248: RIP: sending v2 update to 224.0.0.9 via Loopback101 (10.10.101.1) 
*Mar 1 03:10:09.070: RIP: sending v2 update to 224.0.0.9 via Loopback100 (10.10.100.1) 

Loopback interfaces are logical interfaces that have the bulk of the same characteristics of physical interfaces. Yet, one important thing to remember is that no host can ever exist on a subnet configured for a Loopback interface. If you assign a Loopback interface as /24 subnet mask, for example, you are wasting valuable IP address space. Given the fact no host can ever exist in the same subnet as a Loopback interface; it is a waste of router resources to have a routing protocol send updates to a Loopback interface.  Best practice is to disable routing protocols sending updates on them using the passive-interface command.

3. Prevent RIPv2 from sending updates on the Loopback interfaces of R1 and R3. 
4. Verify your configuration by using the show IP protocols command and enabling debugging. Disable debugging when done.

R1#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 15 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  GigabitEthernet0/0    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
	10.0.0.0
	172.16.0.0
	192.168.0.0
Passive Interface(s):
	Loopback100
	Loopback101
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.0.2          120      00:00:06
Distance: (default is 120)


RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 3, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 3, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 2, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 2, tag 0
RIP: sending  v2 update to 224.0.0.9 via Serial0/0/0 (192.168.0.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 1, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 1, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 1, tag 0
RIP: received v2 update from 192.168.0.2 on Serial0/0/0
      10.30.100.0/29 via 0.0.0.0 in 2 hops
      10.30.101.0/25 via 0.0.0.0 in 2 hops
      172.16.30.0/24 via 0.0.0.0 in 2 hops
      192.168.1.0/29 via 0.0.0.0 in 1 hops
      192.168.2.0/27 via 0.0.0.0 in 1 hops

R3#show ip protocols 
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 23 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
  Interface             Send  Recv  Triggered RIP  Key-chain
  GigabitEthernet0/0    2     2     
  GigabitEthernet0/1    2     2     
  Serial0/0/0           2     2     
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
	10.0.0.0
	172.16.0.0
	192.168.1.0
	192.168.2.0
Passive Interface(s):
	Loopback100
	Loopback101
Routing Information Sources:
	Gateway         Distance      Last Update
	192.168.1.2          120      00:00:01
	192.168.2.2          120      00:00:01
Distance: (default is 120)

R3#debug ip rip events 
RIP event debugging is on
R3#undebug allRIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/0 (192.168.2.3)
RIP: build update entries
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 1, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via GigabitEthernet0/1 (172.16.30.1)
RIP: build update entries
      10.10.100.0/27 via 0.0.0.0, metric 3, tag 0
      10.10.101.0/26 via 0.0.0.0, metric 3, tag 0
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.10.0/24 via 0.0.0.0, metric 3, tag 0
      192.168.0.0/30 via 0.0.0.0, metric 2, tag 0
      192.168.1.0/29 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0
RIP: sending  v2 update to 224.0.0.9 via Serial0/0/0 (192.168.1.3)
RIP: build update entries
      10.30.100.0/29 via 0.0.0.0, metric 1, tag 0
      10.30.101.0/25 via 0.0.0.0, metric 1, tag 0
      172.16.30.0/24 via 0.0.0.0, metric 1, tag 0
      192.168.2.0/27 via 0.0.0.0, metric 1, tag 0
RIP: received v2 update from 192.168.1.2 on Serial0/0/0
      10.10.100.0/27 via 0.0.0.0 in 2 hops
      10.10.101.0/26 via 0.0.0.0 in 2 hops
      172.16.10.0/24 via 0.0.0.0 in 2 hops
      192.168.0.0/30 via 0.0.0.0 in 1 hops
      192.168.2.0/27 via 0.0.0.0 in 1 hops
RIP: received v2 update from 192.168.2.2 on GigabitEthernet0/0
      10.10.100.0/27 via 0.0.0.0 in 2 hops
      10.10.101.0/26 via 0.0.0.0 in 2 hops
      172.16.10.0/24 via 0.0.0.0 in 2 hops
      192.168.0.0/30 via 0.0.0.0 in 1 hops
      192.168.1.0/29 via 0.0.0.0 in 1 hops

Note: From the above outputs you are no longer sending RIPv2 updates on Loopback interface 100 or 101 of R1 and R3.

Real World Tip: If you had a router with numerous Loopback interfaces configured and a single serial or Ethernet connection it would be very time consuming to create a passive interface for each loopback interface. I a case like this you might consider implementing the following:

R1#conf 
R1(config)#router rip 
R1(config-router)#passive-interface default 
R1(config-router)#no passive-interface serial0/0 
R1(config-router)#end

This concludes this CCNA Packet tracer lab.

