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Calisma-01

Bu ¢alismamizda switchlerin icinde minik, kiiglik, birbirinden yalitilmis switchcikler olusturacagiz. Adina VLAN
dedigimiz bu kiguk switchcikleri olusturabilmek igin yapmamiz gereken switchin vari yogu olan ve en temel
kararlarini alirken kullandigi MAC adres tablosunu ¢oklamaktir. Evet bir switch icerisinde “vlan 5” demek heniiz hig
bir portu icerisine dahil edilmemis bir MAC adres tablosu demektir. Bir sonraki asamada istedigimiz portlari bu
VLAN’a dahil etmek suretiyle minik switchcigin portlarini olusturmus yada yeni MAC adres tablomuza portlar dahil
etmis oluruz. Bilinmesi gereken bir diger husus ise Cisco switchlerin baslangi¢ta biitin portlarinin VLAN 1 e lye
durumda gelmesidir. Ozel bir vlan olan VLAN 1 silinemez kaldirlamaz ve degistirilemez. Lakin cesitli glivenlik
aciklarindan endise ettigimiz icin biitlin portlari VLAN 1 den ¢ikartip hi¢ kullanmadigimiz bir VLAN’a lye yapabiliriz.

SW-01>enable
SW-0l#show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
1 0000.0cc4.eb01 DYNAMIC Gig0/2
1 00d0.58bb.9319 DYNAMIC Gig0/1
SW-01#

SW-0l#show vlan brief

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, FaO/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
SW-01+#
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Goruldigu gibi bitiun portlar VLAN 1 igerisinde yer almaktadir. Simdi sirasiyla VLAN-10, VLAN-20 ve VLAN-30'u
olusturalhm.

SW-0l#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-01 (config) #vlan 10

SW-01 (config-vlan) #name pis_satiscilar

SW-01 (config-vlan) #exit

SW-01 (config) #vlan 20

SW-01 (config-vlan) #name alcak_ IK

SW-01 (config-vlan) #exit

SW-01 (config) #vlan 30

SW-01 (config-vlan) #name en_kral muhendisler

SW-01 (config-vlan) #end

SW-01#

$SYS-5-CONFIG I: Configured from console by console
SW-01l#show vlan brief

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, FaO/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gig0/1, Gig0/2

10 pis satiscilar active
20 alcak IK active
30 en _kral muhendisler active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

SW-01#

VLAN olustururken, olusturdugumuz VLAN’a isim vermek tamamen opsiyonel bir durumdur. VLAN’in ismi ileride bu
VLAN’da kimlerin oldugunu hatirlamak icin bir agiklamadan ibarettir. Onemli olan nokta VLAN ID dedigimiz numerik
degerdir. Bu deger switchlerin modeline gore degisiklik gosterse de maximum 4096 ya kadar cikabilir. Ciktida
gorildig gibi bir takim VLAN'lar da rezerve edilmis 6zel VLAN'lardir.

Simdi sira geldi portlarin VLAN'lara liye edilmesine. Cisco switchlerde bir port li¢ farkli durumda kullanilabilir. Bunlar:
Access, Trunk, Dynamic seklindedir. Defaultda Cisco switchler Dynamic modda gelir ve bu sayede iki siwtch birbirine
baglanirsa ilgili portlar otomatik olarak Tunk moda gecger. Bu islemi saglayan DTP adli protokol, Cisconun tescilli
Grlna olup ciddi bir glivenlik zafiyeti dogurmaktadir. Genel olarak kullaniimasi tavsiye edilmeyen ve mutlak suretle
kapatilmasi gereken bu protokold, cisco da buldugu giinl hayirla yaad etmektedir.

Bizde calismamizda manul konfigurasyon yaparak portlarin Access yada Trunk olmalarini saglayacagiz. Simdi sirasiyla
portlarimizi ilgili VLAN’lara lye edelim.
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SW-0Ol#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-01 (config) #interface range fastEthernet 0/1-2

SW-01 (config-if-range) #switchport mode ?

access Set trunking mode to ACCESS unconditionally
dynamic Set trunking mode to dynamically negotiate access or trunk mode
trunk Set trunking mode to TRUNK unconditionally
SW-01 (config-if-range) #switchport mode dynamic ?
auto Set trunking mode dynamic negotiation parameter to AUTO

desirable Set trunking mode dynamic negotiation parameter to DESIRABLE
SW-01 (config-if-range) #switchport mode access
SW-01 (config-if-range) #switchport access wvlan 20
SW-01 (config-if-range) #exit
SW-01 (config) #interface range fastEthernet 0/3-4
SW-01 (config-if-range) #switchport mode access
SW-01 (config-if-range) #switchport access vlan 10
SW-01 (config-if-range) #
SW-01 (config-if-range) #interface range fastEthernet 0/5-6
SW-01 (config-if-range) #switchport mode access
SW-01 (config-if-range) #switchport access wvlan 30
SW-01 (config-if-range) #
SW-01 (config-if-range) #end
SW-014#
$SYS-5-CONFIG I: Configured from console by console

. o o o o e o
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SW-0l#show vlan brief

VLAN Name Status Ports

1 default active Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0O/l16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fal0/22
Fa0/23, Fa0/24, Gig0/1, Gig0/2

10 pis_satiscilar active Fa0/3, Fa0/4

20 alcak_ IK active Fa0/1, Fa0/2

30 en_kral muhendisler active Fa0/5, Fa0/6

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

SW-01#
Simdi ayni VLAN’da bulunan PC’lerden birbirlerine ping atalim
PC>ping 192.168.20.20

Pinging 192.168.20.20 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

192.
192.
192.
192.

168
168
168
168

.20.
.20.
.20.
.20.

20:
20:
20:
20:

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 192.168.20.20:
Received =
Approximate round trip times in milli-seconds:
Maximum = Oms,

Packets:

Minimum =
PC>

Sent

Oms,

= 4,

PC>ping 192.168.10.40

Pinging 192.168.10.

Reply from
Reply from
Reply from
Reply from

192.
192.
192.
192.

168.
168.
168.
168.

40

10.
10.
10.
10.

with 32 bytes of data:

40:
40:
40:
40:

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 192.168.10.40:

time=0ms
time=0ms
time=0ms
time=0ms

4, Lost =

Average =

time=0ms
time=0ms
time=0ms
time=0ms

TTL=128
TTL=128
TTL=128
TTL=128

0 (0%

Oms

TTL=128
TTL=128
TTL=128
TTL=128

loss),

Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms
PC>

(0% loss),
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PC>ping 192.168.30.
Pinging 192.168.30.

Reply from
Reply from
Reply from
Reply from

192.
192.
192.
192.

168.
168.
168.
168.

60

60

30.
30.
30.
30.

with 32 bytes of data:

60:
60:
60:
60:

bytes=32
bytes=32
bytes=32
bytes=32

time=0ms
time=0ms
time=0ms
time=0ms

TTL=128
TTL=128
TTL=128
TTL=128

ICND-1 LAB-103

Ping statistics for 192.168.30.60:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0Oms
PC>

(0% loss),

Simdi Switch-01’e donip MAC adres tablosuna baktigimizda farkli VLAN’lara ait MAC bilgilerinin farkl tabloda
tutuldugunu gérmekteyiz.

SW-0l#show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
1 0000.0cc4.eb01 DYNAMIC Gig0/2
1 00d0.58bb.9319 DYNAMIC Gig0/1
10 0001.c976.4d02 DYNAMIC Fa0/3
10 0060.4751.2de4 DYNAMIC Fa0/4
20 0001.43b5.b071 DYNAMIC Fa0/2
20 0002.1663.9a58 DYNAMIC Fa0/1
30 0001.c7b1.5b79 DYNAMIC Fa0/5
30 0001.c954.2¢cc7 DYNAMIC Fa0/6
SW-01#
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Benzer islemleri Switch-02 de yapalim.

SW-02>enable

SW-02#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-02 (config) #vlan 10

SW-02 (config-vlan) #name pis_satiscilar

SW-02 (config-vlan) #vlan 20

SW-02 (config-vlan) #name alcak_ IK

SW-02 (config-vlan) #vlan 30

SW-02 (config-vlan) #name en_kral muhendisler
SW-02 (config-vlan) #exit

SW-02 (config) #interface range fastEthernet 0/1-2
SW-02 (config-if-range) #switchport mode access
SW-02 (config-if-range) #switchport access vlan 10
SW-02 (config-if-range) #

SW-02 (config-if-range) #interface range fastEthernet 0/3-4
SW-02 (config-if-range) #switchport mode access

SW-02 (config-if-range) #switchport access vlan 20

SW-02 (config-if-range) #

SW-02 (config-if-range) #interface range fastEthernet 0/5-6
SW-02 (config-if-range) #switchport mode access

SW-02 (config-if-range) #switchport access wvlan 30

SW-02 (config-if-range) #end

SW-02#

SW-02#show vlan brief

VLAN Name Status Ports

1 default active Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, FaO/l6, Fa0O/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gig0/1, Gig0/2

10 pis_satiscilar active Fa0/1, Fa0/2
20 alcak_ IK active Fa0/3, Fa0/4
30 en_kral muhendisler active Fa0/5, Fa0/6
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

SW-02#
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SW-02# show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
1 0090.2148.7d19 DYNAMIC Gig0/1

1 0090.2b69.071a DYNAMIC Gig0/2

10 0060.3e22.8d87 DYNAMIC Fa0/2
10 0060.47dd.c210 DYNAMIC Fa0/1
20 0060.5cd0.d9d8 DYNAMIC Fa0/4
20 0090.21bd.708e DYNAMIC Fa0/3
30 000a.4149.cebl DYNAMIC Fa0/5
30 000a.f3dc.26a8 DYNAMIC Fa0/6

SW-02#
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Calisma-02

Bu ¢alismamizda Switchlerin vari yogu olan MAC adres tablolarini kot niyetli kullanicilar tarafindan dnline gegmek
icin koruma altina alacagiz. Sayet art niyetli bir kullanici her frame’de Source MAC adresini farkli gosterecek sekilde
switch’e frame’ler génderirse, RAM (izerinde yer alan ve sinirh bir kapasitesi olan MAC adres tablosu bu yalan
bilgilerle dolacak ve gercek kullanicilarin bilgilerine yer kalmayacaktir. Bu hale gelmis olan bir switch tipki HUB gibi
cahisacak ve aldigi frame’leri geri kalan her porttan Flood edecektir.

Switchimiz asagidaki ¢alisma ile konfig yaptigimiz portlardan artik maximum 2 farklh MAC adresi 6grenecektir.
Ugiincii bir MAC adres bilgisi bu portlardan gelirse, port shutdown olacaktir.

SW-Ol#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-01 (config) #interface range fastEthernet 0/1-6

SW-01 (config-if-range) #switchport port-security

SW-01 (config-if-range) #switchport port-security maximum 2

SW-01 (config-if-range) #switchport port-security violation shutdown
SW-01 (config-if-range) #end

SW-01#

Asagidaki calismada ise mevcutta kullanilan MAC adreslerinin kayit altina alinmasi ve bu MAC adresinden baska hig
bir adresin ilgili portlardan 6grenilmemesi saglanmistir. Bu ¢calisma daha kati ama daha glivenli bir uygulama
olmustur. Lakin burada ufak bir fark vardir. Belirledigimiz MAC adresinin disinda bir adres bu porta geldiginde izin
verilmemis olan frame’ler drop edilir ve ihlal olduguna dair log gonderilir. Restrict yerine Protect kullansaydik bu
seferde ayni durum olacak ama log gonderilmeyecekti.

SW-02#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SW-02 (config) #interface range fastEthernet 0/1-6

(
SW-02 (config-if-range) #switchport port-security
SW-02 (config-if-range) #switchport port-security mac-address sticky
SW-02 (config-if-range) #switchport port-security maximum 1
SW-02 (config-if-range) #switchport port-security violation restrict
( )

SW-02
SW-02#

config-if-range) #end

Yeri gelmisken deginmemizde fayda olan bir husus da kullanilmayan portlarin kullaniimayan bir VLAN’a iye edlip
shutdown yapilmasidir. Bildiginiz gibi switchlerin portlari defaultta no shutdown gelmektedir.

SW-0l#conf t
Enter configuration commands, one per line. End with CNTL/Z.

SW-01 (config) #vlan 999

SW-01 (config-vlan) #name Black-Hole

SW-01 (config-vlan) #interface range fastEthernet 0/7-24
SW-01 (config-if-range) #switchport mode access

SW-01 (config-if-range) #switchport access vlan 999
SW-01 (config-if-range) #shutdown
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SW-02#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-02 (config) #vlan 999

SW-02 (config-vlan) #name Black-Hole

SW-02 (config-vlan) #interface range fastEthernet 0/7-24

SW-02 (config-if-range) #switchport mode access

SW-02 (config-if-range) #switchport access vlan 999

SW-02 (config-if-range) #shutdown

10
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Calisma-03

Simdi sirada farkli switchlerde ama ayni VLAN’larda bulunan hostlarin haberlesmesinde. Bu ihtiyaci gidermek igin
switchlerin arasina VLAN adedince kablo gekil bu portlari ilgili VLAN’lara atayabiliriz. Lakin bdyle bir ¢alismanin ne
hayri nede faydasi olur. Biz switchler arasinda tek bir kablo tzerinden, frame'lerin VLAN bilgilerini lizerlerine alarak
tasinmalarini istiyoruz. Switchler arasindaki bu port 6yle olmali ki, burdan gecen framler ait olduklari VLAN’In
bilgisiyle beraber karsi tarafa gitmeli. Boylelikle bu tek port Gzerinde bir farkllastirma olusturabiliriz. Biliyoruz ki
frame icerisindeki bir bitin bile degistirilmesi bitiunligl bozacak ve frame'i islemez hale getirecek. Peki ya biz
frame’lere VLAN bilgisini eklersek bu butinlik bozulmayacak mi? Elbette bozulacak. Ve bu degismis format
PC’lerden g¢ikan ve Access portlara giren 802.3 Ethernet frame’i olmayacak artik. Bu degisik frameleri okuyacak,
anlayacak ve yorumlayabilecek yeni bir protokole ihtiyacimiz var. iste VLAN bilgisini lizerine alarak degismis
frame’leri anlayabilen protokoliin adi 802.1q, bu protokolii konusan portlarin adi ise Trunk’dir. Uzerine VLAN
bilgisini alipda bu 6zel interfaceden gecmekte olan frame’lere ise tagged frame diyoruz.

Trunk portlardan biitiin VLAN’lara ait frameler etiketli (tagged) olarak gecerken sadece bir adet VLAN’a ait framelerin
etiketsiz (untagged) gecme hakki vardir. Cisco switchlerde bu VLAN tahmin edebileceginiz gibi VLAN 1 dir. Ayrica
Cisco bu boyasiz, etiketsiz, untagged frame’lere native frame adini vermektedir. Dogal halinde bozulmadan yada
degismeden yola devam ettigiicin. Native frame elbette degistirebilir. Ve degistirmeninde faydali bir glivenlik 6nlemi
olacagini belirtmek isterim. Son bir hususda karsilikli trunk bagh iki switchin native VLAN’larinin farkli olabilecegi
hususudur. Bir taraf VLAN 10’u etiketlemeden gonderirken diger taraf VLAN 20'yi etiketlemeden gonderebilir. Boyle
bir durumda biz iki farkli broadcast domain’i Layer-2 de birlestirmis oluruz. ilging bir calisma olsa da kullnildig
yerlerler ¢cok cok nadir olsa da boyle bir secenek her zaman mevcuttur.

Simdi Switch-01 ve Switch-02 arasindaki baglantiy1 Trunk yapalim ve ayni VLAN’da bulunup farkh Switchlerde yer
alan PC’lerin haberlesmelerini saglayalim.

SW-Ol#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-01 (config) #interface gigabitEthernet 0/1

SW-01 (config-if) #switchport mode trunk

SW-01 (config-if) #switchport trunk native wvlan 900

SW-01 (config-if) #switchport trunk allowed vlan 10,20,30

SW-01 (config-if) #end

SW-01#

SW-02#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-02 (config) #interface gigabitEthernet 0/1

SW-02 (config-if) #switchport mode trunk

SW-02 (config-if) #switchport trunk native wvlan 900

SW-02 (config-if) #switchport trunk allowed vlan 10,20,30

SW-02 (config-if) #end

SW-02#

Cisco switchler Trunk portlardan default’da bitiin VLAN'larin gecmesine izin verir (allowed vlan all) isterseniz bunu
konfigure edebilir ve ancak belirli VLAN’larin gecmesine izin verebilirsiniz.

11
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Artik farkh Switchlerde ama ayni VLAN’da olan PC’ler birbirleri ile haberlesebilirler.

PC-3’den PC-8’e

PC>ping 192.168.10.80

Pinging 192.168.10.

Reply from
Reply from
Reply from
Reply from

192.
192.
192.
192.

168.
168.
168.
168.

80

10.
10.
10.
10.

with 32 bytes of data:

80:
80:
80:
80:

bytes=32
bytes=32
bytes=32
bytes=32

time=0ms
time=1ms
time=1ms
time=0ms

Ping statistics for 192.168.10.80:

Packets: Sent = 4,
Approximate

Minimum = Oms, Maximum
PC>
PC-2’den PC-10’a
PC>ping 192.168.20.100

Pinging 192.168.20.

Reply from
Reply from
Reply from
Reply from

192.
192.
192.
192.

168.
168.
168.
168.

Received = 4,
round trip times in milli-seconds:
Average =

= 1lms,

Lost =

TTL=128
TTL=128
TTL=128
TTL=128

0 (0%

Oms

100 with 32 bytes of data:

20.
20.
20.
20.

100:
100:
100:
100:

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 192.168.20.100:

Packets:

Sent

4,

Received = 4,

time=0ms
time=0ms
time=0ms
time=0ms

Lost =

TTL=128
TTL=128
TTL=128
TTL=128

0 (0%

Approximate round trip times in milli-seconds:

Minimum =

PC>

Oms,

Maximum = Oms,

Average =

Oms

ICND-1 LAB-103

loss),

loss),

12
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PC-5’den PC-12’ye
PC>ping 192.168.30.120

Pinging 192.168.30.120 with 32 bytes of data:

ICND-1 LAB-103

Reply from 192.168.30.120: bytes=32 time=Ilms TTL=128
Reply from 192.168.30.120: bytes=32 time=0ms TTL=128
Reply from 192.168.30.120: bytes=32 time=0ms TTL=128
Reply from 192.168.30.120: bytes=32 time=0ms TTL=128

Ping statistics for 192.168.30.120:

Packets:

Sent

4,

Received = 4,

Lost =

Approximate round trip times in milli-seconds:
= 1lms, Average = Oms

Minimum

PC>

Oms,

Maximum

13
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Calisma-04

Sira geldi farkh VLAN’larda bulunan PC’lerin birbirleri ile haberlesmesine. Bu problem aslinda farkh broadcast
domain’lerin bir birleri ile haberlesmesi yada farkli networklerin brbirleri ile haberlesmesi problemidir. Coziim ise
routing yapabilen bir cihaz lizerinden haberlesmenin saglanmasidir.

ilk calismamizda bu problemi gidermek icin R-01 adh routerdan bu amagla istifade edecegiz. R-01 ile Switch-01 in
aralarindaki baglantiyi Trunk yapip R-01’in de 802.1q encapsulation’indan anlamasini saglayacagiz. Yani interface’in
default’da konustugu 802.3 protokoliinii degistirecegiz. Farkli VLAN’larin farkli interfacelerde farkli IP adresi
alabilmeleriicin R-01’'de Sub-Interface’ler olusturacagiz. Sanal birer interface olan Sub-Interface’ler farkh VLAN'larin
default-gateway’leri olacaklar.

SW-0Ol#conf t

Enter configuration commands, one per line.
SW-01 (config) #interface GigabitEthernet0/2
SW-01 (config-if) #switchport trunk native wvlan 900

SW-01 (config-if) #switchport trunk allowed vlan 10,20,30
SW-01 (config-if) #switchport mode trunk

SW-01 (config-if) #end

SW-01#

End with CNTL/Z.

R-01>enable

R-0l#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R-01 (config) #interface gigabitEthernet 0/0.100

R-01 (config-subif) #encapsulation dotlQ 10

R-01 (config-subif) #ip address 192.168.10.1 255.255.255.0
R-01 (config-subif) #

R-01 (config-subif) #interface gigabitEthernet 0/0.200
R-01 (config-subif) #encapsulation dotlQ 20

R-01 (config-subif) #ip address 192.168.20.1 255.255.255.0
R-01 (config-subif) #

R-01 (config-subif) #interface gigabitEthernet 0/0.300
R-01 (config-subif) #encapsulation dotlQ 30

R-01 (config-subif) #ip address 192.168.30.1 255.255.255.0
R-01 (config-subif) #

R-01 (config-subif) #end

R-01#

Goruldigu gibi tg farkli sanal Sub-Interface Ug farkli VLAN ile iliskilendirilip Gg farkh IP blogundan IP adresi aldilar.
Bunadan sonra R-01'in yapacagi is directly-connected networkler arasinda routing yapmak olacaktir.

14
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R-0Ol#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.10.0/24 is directly connected, GigabitEthernet0/0.100
L 192.168.10.1/32 is directly connected, GigabitEthernet0/0.100
192.168.20.0/24 is variably subnetted, 2 subnets, 2 masks

Q

C 192.168.20.0/24 is directly connected, GigabitEthernet0/0.200

L 192.168.20.1/32 is directly connected, GigabitEthernet0/0.200
192.168.30.0/24 is variably subnetted, 2 subnets, 2 masks

Cc 192.168.30.0/24 is directly connected, GigabitEthernet0/0.300

L 192.168.30.1/32 is directly connected, GigabitEthernet0/0.300

R-01+#

Artik farkh VLAN’larda yer almis olan PC’ler birbirleri ile haberlesebilirler.
PC-3’den PC-12’ye

PC>ping 192.168.30.120

Pinging 192.168.30.120 with 32 bytes of data:

Request timed out.

Reply from 192.168.30.120: bytes=32 time=0ms TTL=127
Reply from 192.168.30.120: bytes=32 time=0ms TTL=127
Reply from 192.168.30.120: bytes=32 time=lms TTL=127

Ping statistics for 192.168.30.120:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = 0Oms

PC>
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PC-2’den PC-8’e

PC>ping 192.168.10.

Pinging 192.168.10.

Request timed out.

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

80

80

10.

10.
10.

with 32 bytes of data:

80: bytes=32 time=0Oms
80: bytes=32 time=0ms
80: bytes=32 time=0ms

Ping statistics for 192.168.10.80:

Packets: Sent

4,

Received = 3, Lost =

ICND-1 LAB-103

TTL=127
TTL=127
TTL=127

1 (25% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms,
PC>

PC-5’den PC-7’ye

PC>ping 192.168.10.

Pinging 192.168.10.

Request timed out.

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

10.
10.
10.

Maximum = Oms, Average =
70
70 with 32 bytes of data:

70: bytes=32 time=0ms
70: bytes=32 time=0ms
70: bytes=32 time=0ms

Ping statistics for 192.168.10.70:

Packets: Sent

4,

Received = 3, Lost =

Oms

TTL=127
TTL=127
TTL=127

1 (25% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms,

PC>

Maximum = Oms,

Average =

Oms
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Calisma-05

Son ¢alismamizda da yine Inter-VLAN Routing konfigurasyonunu yapacagiz. Bu sefer Router kullanmak yerine
Switch-00 adli Layer-3 Routing yapabilen switch’i kullanacagiz. Oncelikle karisiklik olmamasi i¢in Switch-01’in R-01’e
bakan portunu shutdown yapalim ve router’i devre disina alahim.

SW-0l#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-01 (config) #interface GigabitEthernet0/2

SW-01 (config-if) #shutdown

SW-01 (config-if) #end

SW-01#

Layer-3 Switchler Routing yapabilen switchlerdir. Routing yaparken kullandiklari Layer-3 interfacelere SVI adi verilir.
Switch Virtual Interface. Bu sekilde sdylenince havali duruyor olsada bu interfaceler aslinda ve sadece VLAN
interfacelerinden 6te birsey degildir. Bu switchlerin kabiliyeti ise bu interfaceler arasinda Routing fonksiyonunu
gerceklestirebiliyor olmasidir. Simdi sirasiyla Gg farkli VLAN igin SVI olusturup IP adreslerini verelim. Tabiki 6nce
Switch-00 da gerekli VLAN’lari olusturalim ardindan Switch-00 ile Switch-02 arasindaki baglantinin Trunk olmasini
saglayalim.

SW-02#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW-02 (config) #interface GigabitEthernet0/2

SW-02 (config-if) #switchport trunk native wvlan 900

SW-02 (config-if) #switchport trunk allowed vlan 10,20,30

SW-02 (config-if) #switchport mode trunk

SW-02 (config-if) #end

SW-02#

SW-00>enable
SW-00#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SW-00 (config) #vlan 10
SW-00 (config-vlan) #vlan 20
SW-00 (config-vlan) #vlan 30
SW-00 (config-vlan) #exit
SW-00 (config) #interface gigabitEthernet 0/2
SW-00 (config-if) #switchport trunk encapsulation dotlqg
(
(
(
(
(

SW-00 (config-if) #switchport mode trunk

SW-00 (config-if) #switchport trunk allowed vlan 10,20,30
SW-00 (config-if) #switchport trunk native wvlan 900

SW-00 (config-if) #exit

SW-00 (config) #

—_— — ~— ~—
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Cisco Switchlerin bazi modelleri hala Cisconun 802.1q heniiz piyasada yokken yazmis oldupu ISL’i desteklemektedir.
Bu modellerde Trunk protokoliiniin manuel olarak belirlenmesi gerekir. Alti ¢izili komutun sebebi budur. Simdi SVI
interfacelerimizi olusturalim ve IP adreslerini verelim. Ama yine O6nce bir seyi aktif hale getirmemiz gerekiyor.
Cisconun bir kisim Layer-3 switchleri defaultta IP routing disable oalrak gelmektedir. Bizim bu siwitchte manuel
olarak routing 6zelligini ektif etmemiz gerekmektedir.

SW-00 (config) #ip routing
SW-00 (config) #
SW-00 (config) #interface vlan 10
SW-00 (config-if) #ip address 192.168.10.1 255.255.255.0
SW-00 (config-if) #
SW-00 (config-if) #interface vlan 20
SW-00 (config-if) #ip address 192.168.20.1 255.255.255.0
(
(
(
(
(

SW-00 (config-if) #interface vlan 30

SW-00 (config-if) #ip address 192.168.30.1 255.255.255.0
SW-00 (config-if) #exit

SW-00 (confiqg) #

)

)

)
SW-00 (config-1if) #

)

)

)

Artik Switch-00 Uc farkh networke directly-connected olarak baglanmis durumdadir. Routing tablosuna bakarsak bu
durumu daha net bir sekilde gorebiliriz

SW-00#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

o 192.168.10.0/24 is directly connected, V1anlO
Cc 192.168.20.0/24 is directly connected, V1an20
Cc 192.168.30.0/24 is directly connected, V1an30
SW-00#

Yine farkli VLAN’larda bulunan PC’lerin birbirlerine erisebildigini gorebiliriz.
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PC-4’den PC-12’ye
PC>ping 192.168.30.120
Pinging 192.168.30.120 with 32 bytes of data:

Request timed out.

Reply from 192.168.30.120: bytes=32 time=0ms TTL=127
Reply from 192.168.30.120: bytes=32 time=0ms TTL=127
Reply from 192.168.30.120: bytes=32 time=0ms TTL=127

Ping statistics for 192.168.30.120:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

PC>

PC-2’den PC-7’ye

PC>ping 192.168.10.70

Pinging 192.168.10.70 with 32 bytes of data:

Request timed out.

Reply from 192.168.10.70: bytes=32 time=0ms TTL=127
Reply from 192.168.10.70: bytes=32 time=1lms TTL=127
Reply from 192.168.10.70: bytes=32 time=10ms TTL=127

Ping statistics for 192.168.10.70:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = llms, Average = 7ms

PC>
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PC-5’den PC-8’e
PC>ping 192.168.10.80
Pinging 192.168.10.80 with 32 bytes of data:

Request timed out.
Request timed out.
Reply from 192.168.10.80: bytes=32 time=0ms TTL=127
Reply from 192.168.10.80: bytes=32 time=0ms TTL=127

Ping statistics for 192.168.10.80:

Packets: Sent = 4, Received = 2, Lost = 2 (50% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

PC>
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Router’in ve Switch’lerin son config’leri

R-0l#show running-config
Building configuration...

Current configuration : 948 bytes

|

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

[

hostname R-01
|

ip cef

no ipvé6 cef

|

license udi pid CISC02901/K9 sn FTX15243407
|
no ip domain-lookup

|

spanning-tree mode pvst

|

interface GigabitEthernet0/0

no ip address

duplex auto

speed auto

|

interface GigabitEthernet0/0.100
encapsulation dotlQ 10

ip address 192.168.10.1 255.255.255.0
|

interface GigabitEthernet0/0.200
encapsulation dotlQ 20

ip address 192.168.20.1 255.255.255.0
|

interface GigabitEthernet0/0.300
encapsulation dotlQ 30

ip address 192.168.30.1 255.255.255.0
|

interface GigabitEthernet0/1

no ip address

duplex auto

speed auto

shutdown
|

ICND-1 LAB-103
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interface Vlanl
no ip address
shutdown

|

ip classless
|

ip flow-export version 9
|
line con O

exec-timeout 0 O
logging synchronous

[

line aux O
|

line vty 0 4

login
[

end

ICND-1 LAB-103
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SW-00#show running-config
Building configuration...

Current configuration : 1505 bytes

[

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

hostname SW-00

ip routing
[

no ip doma
|

spanning-t
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface
|

interface

in-lookup

ree mode pvst
FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7
FastEthernet0/8
FastEthernet0/9
FastEthernet0/10
FastEthernet0/11
FastEthernet0/12
FastEthernet0/13
FastEthernet0/14

FastEthernet0/15
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interface FastEthernet0/16

interface FastEthernet0/17

interface FastEthernet0/18

interface FastEthernet0/19

interface FastEthernet0/20

interface FastEthernet0/21

interface FastEthernet0/22

interface FastEthernet0/23

interface FastEthernet0/24

interface GigabitEthernet0/1

interface GigabitEthernet(0/2
switchport trunk native vlan 900

switchport trunk allowed vlan 10,20,30

switchport trunk encapsulation dotlg

switchport mode trunk
[

interface Vlanl

no ip address
shutdown

[

interface Vl1anlO

ip address 192.168.10.

interface Vl1an20

ip address 192.168.20.

interface V1an30

ip address 192.168.30.

ip classless
|

ip flow-export version
|

1 255.255.255.0

1 255.255.255.0

1 255.255.255.0

ICND-1 LAB-103
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line con O
exec—timeout 0 O
logging synchronous
|

line aux 0

|

line vty 0 4
login

|

[

|

end

ICND-1 LAB-103
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SW-0l#show running-config
Building configuration...

Current configuration : 3099 bytes
|

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname SW-01

|

no ip domain-lookup

|

spanning-tree mode pvst

|

interface FastEthernet0O/1
switchport access vlan 20
switchport mode access

switchport port-security
switchport port-security maximum 2
|

interface FastEthernet0/2
switchport access vlan 20
switchport mode access

switchport port-security
switchport port-security maximum 2
|

interface FastEthernet0/3
switchport access vlan 10
switchport mode access

switchport port-security
switchport port-security maximum 2
|

interface FastEthernet0/4
switchport access vlan 10
switchport mode access

switchport port-security
switchport port-security maximum 2
|

interface FastEthernet0/5
switchport access vlan 30
switchport mode access

switchport port-security
switchport port-security maximum 2

ICND-1 LAB-103

26



Ali Aydemir ICND-1 LAB-103

interface FastEthernet(0/6
switchport access vlan 30
switchport mode access
switchport port-security
switchport port-security maximum 2
|

interface FastEthernet0/7
switchport access wvlan 999
switchport mode access
shutdown

|

interface FastEthernet(0/8
switchport access vlan 999
switchport mode access
shutdown

[

interface FastEthernet0/9
switchport access vlan 999
switchport mode access
shutdown

[

interface FastEthernet0/10
switchport access vlan 999
switchport mode access
shutdown

[

interface FastEthernet0/11
switchport access vlan 999
switchport mode access
shutdown

[

interface FastEthernet0/12
switchport access vlan 999
switchport mode access
shutdown

[

interface FastEthernet0/13
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/14
switchport access vlan 999
switchport mode access

shutdown
|
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interface FastEthernet0/15
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/16
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/17
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/18
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/19
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/20
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/21
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet(0/22
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/23
switchport access vlan 999
switchport mode access

shutdown
|

ICND-1 LAB-103
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interface FastEthernet0/24
switchport access vlan 999
switchport mode access
shutdown
|
interface GigabitEthernet0/1
switchport trunk native vlan 900
switchport trunk allowed wvlan 10,20,30
switchport mode trunk
[
interface GigabitEthernet0/2
switchport trunk native vlan 900
switchport trunk allowed vlan 10,20,30
switchport mode trunk
shutdown
[
interface Vlanl
no ip address
shutdown
[
line con O
logging synchronous
exec-timeout 0 O
[
line vty 0 4
login
line vty 5 15
login
[
!

end
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SW-02#show running-config
Building configuration...

Current configuration
|

3785 bytes

ICND-1 LAB-103

version 12
no service
no service
no service

.2

timestamps log datetime msec
timestamps debug datetime msec
password-encryption

hostname SW-02

no ip domain-lookup

spanning-tree mode pvst

interface FastEthernet0/1

switchport
switchport
switchport
switchport
switchport
switchport

access vlan 10

mode access

port-security

port-security mac-address sticky

port-security violation restrict

port-security mac-address sticky 0060.47DD.C210

interface FastEthernet0/2

switchport
switchport
switchport
switchport
switchport
switchport

access vlan 10

mode access

port-security

port-security mac-address sticky

port-security violation restrict

port-security mac-address sticky 0060.3E22.8D87

interface FastEthernet(0/3

switchport
switchport
switchport
switchport
switchport
switchport

access vlan 20

mode access

port-security

port-security mac-address sticky

port-security violation restrict

port-security mac-address sticky 0090.21BD.708E

interface FastEthernet0/4

switchport
switchport
switchport
switchport
switchport
switchport

access vlan 20

mode access

port-security

port-security mac-address sticky

port-security violation restrict

port-security mac-address sticky 0060.5CD0.D9SDS8
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interface FastEthernet0/5

switchport
switchport
switchport
switchport
switchport

switchport
|

access vlan 30

mode access

port-security

port-security mac-address sticky

port-security violation restrict

port-security mac-address sticky 000A.4149.CEB1

interface FastEthernet(0/6

switchport
switchport
switchport
switchport
switchport
switchport

access vlan 30

mode access

port-security

port-security mac-address sticky

port-security violation restrict

port-security mac-address sticky 000A.F3DC.26A8

interface FastEthernet0/7
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/8
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/9
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/10
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/11
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/12
switchport access vlan 999
switchport mode access

shutdown
|
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interface FastEthernet0/13
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/14
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/15
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/16
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/17
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/18
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/19
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/20
switchport access vlan 999
switchport mode access
shutdown

|

interface FastEthernet0/21
switchport access vlan 999
switchport mode access

shutdown
|

ICND-1 LAB-103
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interface FastEthernet0/22
switchport access vlan 999
switchport mode access

shutdown

|

interface FastEthernet0/23
switchport access vlan 999
switchport mode access

shutdown

[

interface FastEthernet0/24
switchport access vlan 999
switchport mode access

shutdown

[

interface GigabitEthernet0/1
switchport trunk native vlan 900
switchport trunk allowed vlan 10,20,30
switchport mode trunk

[

interface GigabitEthernet(0/2
switchport trunk native vlan 900
switchport trunk allowed vlan 10,20,30
switchport mode trunk

[

interface Vlanl

no ip address

shutdown

[

line con O

logging synchronous

exec-timeout 0 O

[

line vty 0 4

login

line vty 5 15

login

|

end

https://go0o.gl/86mbOS

ICND-1 LAB-103

33


https://goo.gl/86mbOS

Ali Aydemir

Umarim faydali bir LAB calismasi olmustur.
Soru ve yorumlariniz ig¢in,
aliaydemir80@gmail.com
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