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Common Attacks 
 

 CAM Table Flooding 

 

 DHCP Starvation 

 

 Roughe DHCP Server 

 

 VLAN Hopping 

 

 STP Spoofing 

 

 ARP Spoofing 

 

 DNS Spoofing 

 

 Gateway Spoofing 

 

 Mac Spoofing 

 

 IP Spoofing 

 

Common Preventions 
 

 Port Security 

 

 Port ACLs 

 

 VLAN ACLs 

 

 Private VLANs 

 

 BPDU and ROOT Guards 

 

 DHCP Snooping 

 

 IP Source Guard 

 

 Dynamic ARP Inspection (DAI) 

 

 802.1x 

 

 NAC 


