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In the Beginning…was IOS 

RAM Flash 
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ROM 

MOST NETWORK PROFESSIONALS KNOW CISCO IOS 

Released 
Circa 
1984 

Over 2M 

Certified 

People 
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Discontinued/Obsolete Cisco OS’s 

FastHub OS C1900 OS CSS11501 OS 

Catalyst OS 

6 
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Centralized OS Development 

IOS & IOS-XE 

NX-OS 

IOS-XR 

One PI Development 

Team for all 

Platforms: 
Behavioral Consistency 

Operational Consistency 

Release Timing and 

Lifecycle 

Specific Focus 

Areas: 

Programmability, 

Integration, Investment 

Protection 

* Adapted From, BRKARC-2007 IOS Strategy and Evolution, multiple years 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKCRT-2001 Cisco Public 

NX-OS 

IOS 

Cisco IOS Family 

IOS-XR 

Common 

Code 
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IOS XR 

IOS 

Cisco 

Technologies  

AAA 

IPSLA 

TCP 

OSPF 

EVC 

EIGRP L2VPN 

NXOS 

MPLS 

Cisco IOS Family 

Optimized for 

Service Providers 

Optimized for 

Data Centers 

Optimized for 

Borderless Networks 

* Adapted From, BRKARC-2007 IOS Strategy and Evolution, multiple years 
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NX-OS 

IOS 

Cisco IOS Family 

IOS-XR 

Common 

Code 

What about…. 

…IOS XE? 
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NX-OS 

IOS 

Cisco IOS Family 

IOS-XR 

Common 

Code 

What about…. 

…IOS XE? 

IOS 

IOS-XE 

IOS-XE is the 
FUTURE of IOS 



IOS Origins 
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Leonard  

Bosack 

Kirk 

Lougheed 

William  

Yeager 

Greg 

Satz 

IOS Trivia Questions 

The original software program that 
became Cisco IOS was written by: 

13 
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C Java Linux Unix 

IOS Trivia Questions 

IOS itself was created in what 
Assembler? 

14 
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Trademark 

Issues 

Unlucky 
Numbers 

Testing 
Versions 

Failed 
Software 

IOS Trivia Questions 

Why did IOS jump from version 12.4 
to 15.0? What happened to 13 & 14? 

15 
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Early Versions of Cisco Hardware 

16 

Early Prototype at Rutgers University 
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Early Versions of “Cisco OS” (forerunner to IOS) 

17 
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Early Versions of “Cisco OS” (forerunner to IOS) 

System Software Manual 

One of the earliest 

officially available 

examples of hardware 

and software 
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Cisco Router Architecture 
Early Software-Based Devices 

19 

DRAM CPU Flash, 

CON,

AUX, 

Etc. 

INTERCONNECT IF IF 

* Adapted From, BRKSPG-2772, Anatomy of Internet Routers, 2013 
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Cisco Router Architecture 
Process Switched Devices 

20 

Flash, 

CON,

AUX, 

Etc. 

INTERCONNECT IF IF 

DRAM CPU 

Interrupt 

Level 

Process 

Level 

* Adapted From, BRKSPG-2772, Anatomy of Internet Routers, 2013 
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Cisco Router Architecture 
Software Based Modern Routers (e.g., ISR) 

21 

Flash, 

CON,

AUX, 

Etc. 

INTERCONNECT IF IF 

DRAM CPU 

Interrupt 

Level 

Process 

Level 

I/O 

Region 

Process 

Region 
Control 

Packets 

Data 

Packets 

* Adapted From, BRKSPG-2772, Anatomy of Internet Routers, 2013 
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Cisco IOS Facts 

Early IOS Versions Had NO CLI 

IOS 9.2 Introduced Line Editing Features 

Originally Only Used on Routing Products 

Introduced on Catalyst Switches in 11.2(8) SA 

Version Numbering Based on TOPS20 OS 

22 
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Cisco IOS Facts 

Early IOS Versions Had NO CLI 

IOS 9.2 Introduced Line Editing Features 

Originally Only Used on Routing Products 

Introduced on Catalyst Switches in 11.2(8) SA 

Version Numbering Based on TOPS20 OS 

Terry Slattery 

Created IOS CLI 

Improvements 
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The IOS CLI 

 

User Access Verification 

 

Password: 

Router> 

Router>enable 

Password: 

Router#config terminal 

Enter configuration commands, one per 

line.  

End with CNTL/Z. 

Router(config)# 

24 



Cisco OS Architectures 
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OS Fundamentals: Computer Architecture  

Core 
Components 

26 
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OS Fundamentals: Computer Architecture  

STORAGE 

CPU 

M
E

M
O

R
Y

 

PERIPHERALS 
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OS Fundamentals: OS Architecture  

STORAGE 

CPU 

M
E

M
O

R
Y

 

PERIPHERALS Hardware 

* Adapted From, Haldar, Operating Systems, 2010 28 
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OS Fundamentals: OS Architecture  

Applications 

OS 

Hardware 

Kernel 

* Adapted From, Haldar, Operating Systems, 2010 29 
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Original IOS Architecture 

30 

Kernel Device Drivers 

Hardware 

Packet 

Buffers F
a

s
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Processes 

* Adapted From, Bollapragada, Inside Cisco IOS Software Architecture, 2000 
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IOS-XE Architecture 

Operational Infrastructure 

IOSd 

 

IOS 15 

31 
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* Adapted From, BRKARC-2007 IOS Strategy and Evolution, multiple years 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKCRT-2001 Cisco Public 

NX-OS Architecture 

32 

F
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Device Drivers 

Kernel 

F
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 Management 

Infrastructure 

Kernel 
Hardware 

Drivers 

High 

Availability 

Infrastructure 

Netstack 

Feature 

* Adapted From, BRKARC-3471, Cisco NX-OS Software Architecture, multiple years 
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IOS-XR Architecture 

33 
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Scheduler 
Synch. 

Services 
IPC Mech 

Memory 

Mgmt 

Checkpoint DB Multicast IPC System DB 

Distributed Infrastructure 

S
S

H
 

Control Plane Data Plane Mgmt Plane 

Kernel System 

Services 

* Adapted From, BRKARC-3980, Introduction to Cisco IOS XR , multiple years 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKCRT-2001 Cisco Public 

IOS-XR Architecture (2) 

34 
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Sys 

Mgr 

Sys 

DB 
Qnet Etc… 

BGP OSPF RIB 
Net 

I/O 

Process 

Manager 

OS Process 

Inter-Process Communication Bus 

Micro-Kernel 

Restartable 

Processes 

* Adapted From, BRKARC-3980, Introduction to Cisco IOS XR , multiple years 



IOS & NX-OS: Comparison/Contrast 
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IOS/NX-OS Similarities 

The Relationship of IOS and NX-OS… 

…Can be likened to that of brothers 

36 
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IOS/NX-OS Similarities 

Hostname & Prompts 

CLI Format/EXEC Modes 

CLI Shortcuts 

Startup/Running Config 

Many Config/Show Commands 

IOS NX-OS 

37 
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IOS/NX-OS Similarities 

Hostname & Prompts 

CLI Format/EXEC Modes 

CLI Shortcuts 

Startup/Running Config 

Many Config/Show Commands 

IOS NX-OS 
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IOS/NX-OS Similarities 

Hostname & Prompts 

CLI Format/EXEC Modes 

CLI Shortcuts 

Startup/Running Config 

Many Config/Show Commands 

IOS NX-OS 
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IOS/NX-OS Similarities 

Hostname & Prompts 

CLI Format/EXEC Modes 

CLI Shortcuts 

Startup/Running Config 

Many Config/Show Commands 

IOS NX-OS 
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IOS/NX-OS Similarities 

Hostname & Prompts 

CLI Format/EXEC Modes 

CLI Shortcuts 

Startup/Running Config 

Many Config/Show Commands 

IOS NX-OS 
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IOS/NX-OS Similarities 

Hostname & Prompts 

CLI Format/EXEC Modes 

CLI Shortcuts 

Startup/Running Config 

Many Config/Show Commands 

IOS NX-OS 
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IOS/NX-OS Feature Parity 

IOS 

• IPv4/IPv6 

• Static 

• RIP 

• OSPF 

• EIGRP 

• ISIS 

• BGP 

• PBR 

• Route Maps 

IP Routing NX-OS 

43 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKCRT-2001 Cisco Public 

IOS/NX-OS Feature Parity 

IOS 

• IGMP 

• PIM 

• MSDP 

• IGMP Snooping 

• SSM 

Multicast NX-OS 

44 
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IOS/NX-OS Feature Parity 

IOS 

• HSRP 

• VRRP 

• GLBP 

High Availability NX-OS 

45 
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IOS/NX-OS Feature Parity 

IOS 

• (R)ACLs 

• MAC ACLs 

• PACLs 

• Port Security 

• DHCP Snooping 

• DAI 

• PVLAN 

• MPLS 

• 802.1X/AAA 

Security NX-OS 
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IOS/NX-OS Feature Parity 

IOS 

• CDP 

• LLDP 

• Netflow 

• VTP 

• SNMP 

• Port-Channels 

• 802.1Q Trunks 

• NTP 

• Many More! 

Other Features NX-OS 

47 
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IOS/NX-OS Differences 

IOS System Access 

• Admin User 

• Setup Utility  

• SSH enabled 

• Default Prompt 

& Mode 

• License installs 

• RBAC 

NX-OS 

48 
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IOS/NX-OS Differences 

IOS NX-OS System Operation 

• Two OS images 

• No write mem! 

• VDCs 

• Explicit Feature 

Enablement 

• Configuration 

Rollback 

• Different defaults 

• No do command 
49 
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IOS/NX-OS Differences 

IOS NX-OS Interfaces 

• Ethernet (no 

speed reference) 

• No traditional 

WAN interfaces 

• OOB Management 

• Port profiles 

• No PoE support 

• FC Interfaces 

• FEX-Link 
50 
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IOS/NX-OS Differences 

IOS NX-OS IP Routing 

• Redistribution 

behavior 

• No network 

commands 

• Syntax 

differences 

• Other varied 

differences 
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IOS/NX-OS Differences 

IOS NX-OS Other 

• No voice support 

• No NAT 

• Many data-center 

only features 

• No service 

modules 

• Additional 

variations (see 

handouts) 
52 



IOS vs. NX-OS CLI DEMO 
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IOS/NX-OS Lab Demo 
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IOS & IOS-XR: Comparison/Contrast 
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IOS/IOS-XR Similarities 

The Relationship of IOS and IOS-XR… 

…Can be likened to that of cousins 

56 
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IOS/IOS-XR Similarities 

IOS IOS-XR CLI Format/EXEC Modes 

Naming 

CLI Prompts/Shortcuts 

Running Config 

Some Config/Show Commands 
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IOS/IOS-XR Similarities 

IOS IOS-XR CLI Format/EXEC Modes 

Naming 

CLI Prompts/Shortcuts 

Running Config 

Some Config/Show Commands 
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IOS/IOS-XR Similarities 

IOS IOS-XR CLI Format/EXEC Modes 

Naming 

CLI Prompts/Shortcuts 

Running Config 

Some Config/Show Commands 
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IOS/IOS-XR Similarities 

IOS IOS-XR CLI Format/EXEC Modes 

Naming 

CLI Prompts/Shortcuts 

Running Config 

Some Config/Show Commands 
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IOS/IOS-XR Similarities 

IOS IOS-XR CLI Format/EXEC Modes 

Naming 

CLI Prompts/Shortcuts 

Running Config 

Some Config/Show Commands 
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IOS/IOS-XR Feature Parity 

IOS 

• IPv4/IPv6 

• Static 

• RIP 

• OSPF 

• EIGRP 

• ISIS 

• VRF Support 

IP Routing IOS-XR 
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IOS-XR 

IOS/IOS-XR Feature Parity 

IOS 

• IPv6/IPv6 

• IGMP 

• PIM 

• MSDP 

• SSM 

• Auto-RP 

Multicast 
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IOS-XR 

IOS/IOS-XR Feature Parity 

IOS 

• HSRP 

• VRRP 

• Multiple Route 

Processors 

High Availability 

64 
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IOS-XR 

IOS/IOS-XR Feature Parity 

IOS 

• AAA (RADIUS & 

TACACS+) 

• ACLs 

• uRPF 

• MPP 

• MPLS/VPN 

• IPsec VPN 

• DAI 

Security 

65 
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IOS-XR 

IOS/IOS-XR Feature Parity 

IOS 

• CDP 

• LLDP 

• VTP 

• SNMP 

• 802.1Q VLANs 

• NTP 

• IP-SLA 

• QoS (CBWFQ) 

• IRB 

Other Features 

66 
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IOS/IOS-XR Differences 

IOS System Access 

• User login 

• Default Prompt 

& Mode 

• Hostname 

• Line configs 

• Admin mode 

• License installs 

• RBAC 

IOS-XR 

67 
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IOS/IOS-XR Differences 

IOS IOS-XR System Operation 

• PIE images 

• SDRs 

• Two-stage config 

• No write mem! 

• Configuration 

Rollback 

• Management 

interface 

• Boot options 
68 
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IOS/IOS-XR Differences 

IOS IOS-XR Interfaces 

• DWDM/Optical 

• Carrier Ethernet 

• SIP/SPA* 

• Packet over 

SONET 

• 100 GB Ethernet 

• No PoE support 

• No voice ports 

• Link bundling 
* Model/platform dependent 
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IOS/IOS-XR Differences 

IOS IOS-XR IP Routing 

• Must specify 

IPv4/IPv6 address 

• Address-family 

• Route Policy 

Language (RPL) 

• No network 

statements 

• Unique router 

config commands 
70 
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IOS/IOS-XR Differences 

IOS IOS-XR Other 

• No voice support 

• Carrier grade NAT 

• Many carrier only 

features 

• LPTS 

• SFTP support 

• CLI Utilities 

• Numerous others 

71 



IOS vs. IOS-XR CLI DEMO 
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IOS/IOS-XR Lab Demo 
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Conclusion/Q&A 
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Tying It All Together 

NX-OS 

IOS 

IOS-XR 

Common 

Code 

Borderless 

Networks 

Data 

Centers 

Service 

Providers 

Feature 

Consistency 
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Tying It All Together 

IOS 

NX-OS IOS-XR 

Similarities Differences 
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Things to Remember 
About IOS/IOS-XE 

77 

• User experience (CLI/UI)  

 virtually identical 

• Very different architectures 

• IOS daemon running in 

 Linux 

• IOS traditionally monolithic, XE 

 is highly modular 

• Platforms supporting XE are 

 increasing in number 
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Things to Remember 
About NX-OS 

78 

• Explicit feature enablement 

• Same running/startup config 

 setup as IOS 

• No interface speed  

 references (ethernet) 

• CIDR addressing format 

• No Do command needed for 

 exec commands in config 

• No wr mem command 

 (must create alias) 
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Things to Remember 
About IOS-XR 

79 

• Two-stage config commit 

• CIDR addressing format 

• Secure Domain Router 

• Admin CLI mode 

• Vastly different CLI syntax 

• Route Policy Language (RPL) 

• System access and prompts 

• Software installation and 

 updates (e.g., PIE) 

• Configuration rollback 
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Additional Resources 

80 
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Additional Resources 

81 
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Learning Services 

Taught by Leading Educators/Experts 

Premium High Touch Service 

Open/Closed Enrollment, Virtual & Self Paced Options 

Uniquely Connected to Cisco Initiatives 

Includes Unique Specialized Content 

Large Hands-On Component 

Custom/Tailored Content Development Available 
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Learning Services 

http://www.cisco.com/go/ase 
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Questions? 

84 
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Participate in the “My Favorite Speaker” Contest 

• Promote your favorite speaker through Twitter and you could win $200 of Cisco 
Press products (@CiscoPress) 

• Send a tweet and include  

– Your favorite speaker’s Twitter handle <Speaker – enter your twitter handle here> 

– Two hashtags: #CLUS #MyFavoriteSpeaker  

• You can submit an entry for more than one of your “favorite” speakers  

• Don’t forget to follow @CiscoLive and @CiscoPress 

• View the official rules at http://bit.ly/CLUSwin  

 

Promote Your Favorite Speaker and You Could be a Winner 

85 

http://bit.ly/CLUSwin
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Complete Your Online Session Evaluation 

• Give us your feedback and you 
could win fabulous prizes. Winners 
announced daily. 

• Complete your session evaluation 
through the Cisco Live mobile app 
or visit one of the interactive kiosks 
located throughout the convention 
center. 

Don’t forget: Cisco Live sessions will be available 
for viewing on-demand after the event at 
CiscoLive.com/Online  

86 

https://www.ciscolive.com/online
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Continue Your Education 

• Demos in the Cisco Campus 

• Walk-in Self-Paced Labs 

• Table Topics  

• Meet the Engineer 1:1 meetings 
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