
































ICND1 and ICND2—Combined Lab Topology
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The full lab consists of eight pods;

four pods are shown here.
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Perform switch startup 

and initial configuration.
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Verify the router 

and its settings.
Perform router 

initial configuration.

Use Cisco Discovery 

Protocol to discover how 

devices are interconnected.
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Configure NAT 

with PAT.
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Configure static and DHCP-

obtained IP addresses.
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• Add password protection

• Enable SSH

• Configure a login banner

• Add password protection

• Enable SSH

• Limit access with an ACL

• Configure a login banner





• Disable unused ports

• Configure port security

• Disable Cisco Discovery Protocol

• Configure NTP client
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client and server
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Configure and verify

basic IPv6
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Enable and verify IPv6 

stateless autoconfiguration
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default route
Enable OSPFv3
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