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Cisco Validated Designs (CVDs) present systems that are based on common use cases or engineering priorities.
CVDs incorporate a broad set of technologies, features, and applications that address customer needs. Cisco
engineers have comprehensively tested and documented each design in order to ensure faster, more reliable,
and fully predictable deployment.

CVDs include two guide types that provide tested design details:

- Technology design guides provide deployment details, information about validated products and
software, and best practices for specific types of technology.

- Solution design guides integrate existing CVDs but also include product features and functionality
across Cisco products and sometimes include information about third-party integration.

Both CVD types provide a tested starting point for Cisco partners or customers to begin designing and deploying
systems.

CVD Foundation Series

This CVD Foundation guide is a part of the August 2014 Series. As Cisco develops a CVD Foundation series,
the guides themselves are tested together, in the same network lab. This approach assures that the guides in a
series are fully compatible with one another. Each series describes a lab-validated, complete system.

The CVD Foundation series incorporates wired and wireless LAN, WAN, data center, security, and network
management technologies. Using the CVD Foundation simplifies system integration, allowing you to select
solutions that solve an organization’s problems—without worrying about the technical complexity.

To ensure the compatibility of designs in the CVD Foundation, you should use guides that belong to the same
release. For the most recent CVD Foundation guides, please visit the CVD Foundation web site.

Comments and Questions

If you would like to comment on a guide or ask questions, please use the feedback form.


http://cvddocs.com/fw/1000-c
http://cvddocs.com/feedback/?id=210-14b

The CVD Navigator helps you determine the applicability of this guide by summarizing its key elements: the use cases, the
scope or breadth of the technology covered, the proficiency or experience recommended, and CVDs related to this guide.
This section is a quick reference only. For more details, see the Introduction.

Use Cases

This guide addresses the following technology use cases: Related CVD Guides

- Allowing Only Employees Access to the Network—An
organization wants to require all devices accessing the
network to be authenticated before being allowed access. aoie L Gampus Wired LAN

. Controlling the Services a User Can Access Based on Group “u4°) Technology Design Guide
Membership—An organization wants to correlate network
access policies with business groups.

For more information, see the “Use Cases” section in this guide. e | Campus Wireles.s LAN.
+ee) Technology Design Guide

Scope

This guide covers the following areas of technology and products:
- LAN access layer switching
- Onsite and remote-site wireless LAN controllers
- Data center firewalls

- Management and user authentication, authorization, and policy

For more information, see the “Design Overview” section in this
guide.

Proficiency

This guide is for people with the following technical proficiencies—or
equivalent experience:

- CCNP Routing and Switching—3 to 5 years planning,
implementing, verifying, and troubleshooting local and wide-
area networks

- CCNP Security—3 to 5 years testing, deploying, configuring,
maintaining security appliances and other devices that
establish the security posture of the network

- CCNP Wireless—3 to 5 years designing, installing, and
troubleshooting wireless LANs

To view the related CVD guides, click the titles
or visit the CVD Foundation web site.


http://cvddocs.com/fw/1000-c
http://www.cvddocs.com/fw/220-14b
http://www.cvddocs.com/fw/355-14b

Technology Use Cases

With an increasingly mobile workforce and a diverse number of platforms used to gain access to the network,
organizations are looking for ways to monitor and control network access. An organization needs to know not
only who is accessing their wired and wireless networks, but also when the networks were accessed and
from where. In addition, with the wide adoption of devices such as smart phones and tablets and with people
bringing their own devices to access the network, organizations need to know how many of these devices are
connecting. With this information, the organization can create a policy to prevent connection by nontraditional
devices, limit connection to approved devices, or make access to network resources easier for these
nontraditional devices.

Organizations are being driven by industry and regulatory compliance (PCl, Sarbanes-Oxley) to be able to report
on who is accessing the organization’s information, where they are accessing it from, and what type of device
they are using to access it. Government mandates such as Federal Information Processing Standard (FIPS) and
Federal Information Security Management Act (FISMA) are also requiring agencies and entities working with
government agencies to track this information. In some cases, an organization may choose to limit access to
certain information in order to adhere to these regulations.

This information is also key data that can be used to generate advanced security policies. Organizations see this
as a daunting task requiring the use of several advanced technologies and often delay implementing a solution
simply because they don’t know where to begin.

This guide is the first step in deploying a complete identity-based architecture. Future projects will address
additional use cases that will focus on the features that will provide for things such as enforcement, guest
access, and confidentiality.

Use Case: Allowing Only Employees Access to the Network

An organization wants to require all devices accessing the network to be authenticated before being allowed
access.

This design guide enables the following network capabilities:
Identify the types of devices accessing the network

- Authenticate by using 802.1X authentication on the wired and wireless networks for both users and
devices

Monitor the users and devices that are accessing the network, and when they are accessing the
network

Use Case: Controlling the Services a User Can Access Based on Group Membership

An organization wants to correlate network access policies with business groups. However, employees can use
one of several mobile devices to log in to the wireless network. Additionally, device IP addresses can change as
employees move throughout the campus to attend meetings during the day.

This design guide enables the following network capabilities:
Identify the types of devices accessing the network

Limit access to the network using access lists and Security Group Tag Access Lists (SGACLs), based on

the group to which the employee belongs



Design Overview

Cisco Identity Services Engine (ISE) is an identity and access control policy platform that enables organizations to
enforce compliance, enhance infrastructure security, and streamline their service operations. Cisco ISE is a core
component of Cisco TrustSec. Its architecture allows an organization to gather real-time contextual information
from the network, users, and devices to make proactive policy decisions by tying identity into network elements
such as access switches, wireless controllers, and VPN gateways. For more information about Cisco TrustSec,
go to:

http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.htm!

This deployment uses Cisco ISE as the authentication, authorization, and accounting server for the wired and
wireless networks using RADIUS. Cisco ISE acts as a proxy to the existing Active Directory (AD) services to
maintain a centralized identity store for all network services.

In addition to authentication, this deployment uses Cisco ISE to profile devices in order to determine the specific
type of devices that are accessing the network. This is done by examining network traffic for certain criteria,
based on certain characteristics. Cisco ISE currently has probes for Dynamic Host Configuration Protocol
(DHCP), HTTP, RADIUS, Domain Name System (DNS), Simple Network Management Protocol (SNMP) traps

and queries, Network Mapper (Nmap) scans, and Cisco I0S NetFlow. To analyze the traffic, the engine can be
deployed as an inline policy enforcement device, or the traffic can be forwarded to the engine. As an example,
the network infrastructure is configured to send DHCP and Cisco Discovery Protocol (CDP) data via RADIUS to
Cisco ISE for analysis. The engine then evaluates the RADIUS data and can identify the device based off of the
data in the RADIUS packet. For example, Cisco IP Phones are identified by their DHCP class identifier.

In the LAN, there are three modes for deploying Cisco TrustSec: monitor mode, low-impact mode, and closed
mode. Cisco recommends a phased deployment model that can allow for limited impact on network access
while gradually introducing authentication/authorization on the network. An organization’s goals might be met

by implementing only some of the overall functionality of Cisco TrustSec and a successful deployment does not
require all three modes to be deployed. This document covers the deployment phases of monitor mode and
low-impact mode both at the headquarters site and the remote sites, with Cisco ISE being centralized in the data
center.

The deployment in use deploys two features within Cisco IOS on the switches in the access layer at both

the headquarters sites as well as the remote sites. The first is MAC Authentication Bypass (MAB), which
authenticates the device on the switch port by the MAC address. Monitor mode logs the MAC addresses

that connect and grant access to any device that connects. The second feature is 802.1X open mode, which
allows the switch port to give unrestricted access to the network even though authentication and authorization
have not been performed. This enables the deployment of identity without affecting existing connectivity. This
phased approach allows you to prepare for moving to another mode in the future. In addition to these features,
this deployment also deploys the Security Group Access (SGA) features of Security Group Tags (SGT) and
Security Group Exchange Protocol (SXP) in low-impact mode in order to enforce the access policy. Packets for
a particular group are marked with an SGT in the TrustSec header. SXP is used to pass tagged packets across
devices that do not support marking SGTs by binding the IP address of the device to the SGT and then passing
the packets along to a device that does support SGTs. Devices then enforce a security policy using these tags.


http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html

Introduction

You accomplish integrating Cisco ISE into the wireless network by using Cisco ISE as the RADIUS server for

wireless 802.1X authentication, authorization, and accounting. You configure this on every wireless LAN controller

(WLC) in the network, at both headquarters and the remote sites. The one exception is for the controller used for
guest access. You can also configure the WLCs to forward DHCP requests to Cisco ISE in order to enable the

profiling of wireless endpoints.

Figure 1 - Cisco ISE integration into CVD
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How to Read Commands

This guide uses the following conventions for Commands at a CLI or script prompt:
commands that you enter at the command-line Router# enable
interface (CLI).

Long commands that line wrap are underlined.
Commands to enter at a CLI prompt: Enter them as one command:

configure terminal police rate 10000 pps burst 10000
packets conform-action

Commands that specify a value for a variable:

ntp server 10.10.48.17 Noteworthy parts of system output (or of device
configuration files) are highlighted:
Commands with variables that you must define: interface Vlan64
class-map [highest class name] ip address 10.5.204.5 255.255.255.0

The deployment described here bases all IP addressing off of the Campus Wired LAN Technology Design Guide.
IP addresses used in this guide are examples; you should use addressing that is applicable to your architecture.

Cisco ISE has different personas, or modes, for which it can be configured: administration, policy service,

and monitoring. For a standalone configuration where the appliance is all personas, the maximum number of
endpoints that can be supported is 10,000—dependent upon the installation hardware. To support a greater
number of endpoints, to add additional resiliency, or to distribute policy services, you divide the personas across
multiple appliances. In this example, there are four nodes. Two nodes run both Administration and Monitoring
personas: one is primary for these personas and one is secondary. Two additional nodes run the Policy Service
persona. This configuration offers resiliency, and allows the deployment to scale to 10,000 endpoints, for some
hardware choices. To scale beyond 10,000 endpoints, all personas must be deployed on dedicated appliances.

You can use shorthand references for the nodes. A node that runs the Administration persona is called a Policy
Administration Node (PAN). A node that runs the Monitoring persona is called a Monitoring and Troubleshooting
Node (MnT). A node that runs the Policy Service persona is called a Policy Service Node (PSN).

Table 1 - Cisco ISE node IP addresses and hostnames

Device Persona Shorthand IP address Hostname
Cisco ISE primary Policy Administration Node and Primary PAN/MnT 10.4.48.41 ise-1.cisco.local
primary Monitoring and Troubleshooting node

Cisco ISE secondary Policy Administration Node and | Secondary PAN/MnT | 10.4.48.42 ise-2.cisco.local
secondary Monitoring and Troubleshooting node

Cisco ISE Policy Service Node First PSN 10.4.48.43 ise-3.cisco.local
Cisco ISE additional Policy Service Node Additional PSN 10.4.48.44 ise-4.cisco.local



http://cvddocs.com/fw/220-14b

Enable Authentication

Deploying Cisco ldentity Services Engine

1. Install primary engine

Install the remaining nodes

Configure certificate trust list

Configure Cisco ISE deployment nodes

Add RADIUS profiling to the Cisco ISE deployment nodes
Install Cisco ISE license

Configure network devices in Cisco ISE

© N O U W N

Configure Cisco ISE to use Active Directory

Procedure 1 Install primary engine

Step 1:

Step 2:

Step 3:

Boot the Cisco ISE and then, at the initial prompt, enter 1.

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 1.2.1.198

Available boot options:
[1] Cisco ISE Installation (keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] Recover administrator password (keyboard/Monitor)
[4] Recover administrator password (Serial Console)

<Enter> Boot existing OS from hard disk.

Enter boot option and press <Enter>.
boot: 1

At the localhost login prompt, enter setup. The installation begins.

R R R S R b e S S I e R I R I S I b I Y

Please type ‘setup’ to configure the appliance

R R R R S S S S S e I I I e I I R i S S I I Y

localhost login: setup

Enter the host name, IP address, subnet mask, and default gateway of the engine.

Enter hostname([]: ise-1

Enter IP address[]: 10.4.48.41

Enter IP netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.4.48.1




Step 4: Enter DNS information.

Enter default DNS domain[]: cisco.local
Enter primary nameserver[]: 10.4.48.10

Add secondary nameserver? Y/N [N]: N

Step 5: Configure time.

Enter NTP server|[time.nist.gov]: ntp.cisco.local
Add another NTP server? Y/N [N]: N
Enter system timezone[UTC]: PST8PDT

1 | Tech Tip

Time zone abbreviations can be found in the Cisco Identity Services Engine CLI
Reference Guide, Release 1.2.

Step 6: Configure secure shell access and the administrator account.

You must configure an administrator account in order to access to the CLI console. The password must have at
least one uppercase character. You also enable SSH access to the CLI.

Enable SSH service? Y/N [N]: Y

Enter username[admin]: admin

Enter password: [password]

Enter password again: [password]

1 | Tech Tip

The Cisco ISE administrator password expires by default every 45 days. You can
reconfigure the default lifetime for administrator passwords. You can reset the
password from the CLI by using SSH to issue the application reset-password ise
[user account] command

Cisco ISE completes the installation and reboots. This process takes from several minutes to over an hour,
depending on available resources. Do not press Control-C during the installation, or the installation aborts.

The first ISE node is now installed.

Install the remaining nodes

The procedure for setting up the remaining nodes is the same as for the first, with the only difference being the
IP address and host name configured for the node. To set up the remaining nodes, follow Procedure 1, “Cisco
ISE integration into CVD,” and use the values supplied in Table 1 for the remaining nodes.


http://www.cisco.com/c/en/us/td/docs/security/ise/1-2/cli_ref_guide/ise_cli/ise_cli_app_a.html#2366125
http://www.cisco.com/c/en/us/td/docs/security/ise/1-2/cli_ref_guide/ise_cli/ise_cli_app_a.html#2366125

Configure certificate trust list

The nodes use public key infrastructure (PKI) to secure communications among them. Initially in this deployment,
you use local certificates, and you must configure a trust relationship among all of the nodes. To do this, you
import the local certificates from the secondary PAN/MnT and the two PSNs into the primary PAN/MnT.

Step 1: In your browser, connect to the secondary node GUI (Example: https://ise-2.cisco.local). If the browser
displays any certificate warnings, acknowledge them and continue.

Step 2: Login using the administrator account previously created, and then in Administration > System, select
Certificates.

Step 3: In the Local Certificates window, select the local certificate by selecting the box on the row containing
the name of the secondary node, ise-2.cisco.local, and then click Export.

Step 4: Choose Export Certificate Only, and then click Export.

Step 5: When the browser prompts you to save the file to a location on the local machine, choose where to
store the file and make a note of it. You will be importing this file into the primary PAN/MnT.

Step 6: In a browser, access the primary engine GUI (Example: https://ise-1.cisco.local).
Step 7: In Administration > System, select Certificates.
Step 8: In the Certificate Operations pane on the left, click Certificate Store, and then click Import.

Step 9: Next to Certificate File, click Browse, and then locate the certificate exported from the secondary
engine. It has an extension of .pem. Click Submit.

Step 10: Repeat this procedure for the remaining nodes, ise-3.cisco.local and ise-4.cisco.local, by importing
the certificates from the additional nodes into ise-1.cisco.local.

Configure Cisco ISE deployment nodes

You can configure the personas of Cisco ISE—=Administration, Monitoring, and Policy Service—to run all on a single
server or to be distributed amongst several servers. For this example installation, you deploy a pair of servers to
run both the Administration persona and the Monitoring persona, with one serving as primary, the other serving
as secondary, and another pair of servers to run the Policy Service persona.

Step 1: Connect and login to the server for the primary Administration and primary Monitoring personas
(Example: https://ise-1.cisco.local).



Step 2: From the Administration menu, choose System, and then choose Deployment. A message appears
notifying you that the node is currently stand-alone. Click OK.

o This node is in Standalone mode. To
register other nodes, you must first edit
this node and change its Administration

Role to Primary

Step 3: In the Deployment pane on the left, expand Deployment. A list of the current deployment nodes appears.

Step 4: Click ise-1. This enables you to configure this deployment node.

Step 5: On the General Settings tab, in the Personas section, next to the Administration Role, click Make
Primary.

ise-t | admin |
/) Home  Operations| v Policy | v administration |
—_— —
ofo cystem | &% Identity Management [ Metwaork Resources Web Portal Management Feed Service
Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings
Deployment Deployment Modes List = ise-1
Edit Node
[CRAR = fo General Settings Profiing Configuration
= =i Deployment A
&t

Hostname ise-1
FQDM ise-1.ciscollocal
1P Address 10.4.48.41
MNode Type Identity Services Engine (ISE)

Personas

| Adrmiristration Role STANDALONE | Make Primary@

Step 6: In the Personas section, clear Policy Service, and then, at the bottom, click Save.

ise-d | admin |
) Home  Operations | v Policy | *  Administration | v
—— —
te System S8 Identity Management B Metwork Resources Wl Portal Management Feed Sarvice
Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings
DETIG Deployment Modes List = ise-1
Edit Node
[CRAR = . General S
= ofs Deployment A
ﬁ ise-1
Hostname ise-1
FQDM ise-1.ciscollocal
1P Address 10.4.48.41
MNode Type Identity Services Engine (ISE)
Personas
| Adrmiristration Role PRIMARY Make Standalone
Monitaring Role | pRIMORY Other Monitoring Node

%Pnhtyﬁerwce S

Enable Session Services i
Include Mode in Node Group | Hone > @

Enable Profiing Service

n &
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Step 7: You do not need acknowledge the notification that you will be logged out and the server will reboot to
update the engine persona, because even without an acknowledgement, the reboot happens automatically.

o Node was updated successfully. In a few
moments, the application server will be
restarted on the node due to the Policy
Service persona change. The restart may
take up to 10 minutes. As you are on this
node you will be logged out now
s

Step 8: After the server has finished rebooting, connect and login to the ISE primary PAN/MnT node (Example:
https://ise-1.cisco.local).

Step 9: From the Administration menu, choose System, and then choose Deployment.

Step 10: Under Deployment Nodes, select Register, and then select Register an ISE Node.

ise-1 | admin | Logou

SoSlo DLELNLS 2EREES SIL /) Home  Operations | v Policy | *  administration |

=le System S Identity Management B Metwork Resources |2t weh Partal Management |k Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes

Deployment
= Selected 0 | Total 1 G 43
G e . .
Fas
O Hustr‘ Register an 1SE Node Personas Rolers) Services Node Status
Regists Inline Posttre Mo
O ise1 egiter an ine US, = e Administration, Monitoring PRI(®), PRI(MY

Step 11: Enter the secondary PAN/MnT node FQDN (Example: ise-2.cisco.local), User Name and Password
credentials, and then click Next.

ise-1 | admin | Logout

© Home Operations | Policy| v Acministration | v

—_— -
%= System &L Identity Management B Metwork Resources |24 Web Portal Management |6, Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Modes List = Specify Hostname

Deployment
@ = b Register ISE Node - Step 1: Specify Node Host FODN (hostname.domain-name) and Credentials
» =% Deployment

* Host FQDN fse-2.Cisco. Jocal

* User Mame admin

* Password ssssssss

Ce N

Deployment Details August 2014 Series .
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Step 12: In Register ISE Node - Step 2: Configure Node, under General Settings, clear Policy Service, and then
click Submit.

ise-l | admin | Logout

) Home Operations| v Policy [ v administration | »

—_—_ —
=% System £ Identity Management B Metwork Resources |24 ‘Web Portal Management |E, Feed Service

Deployment  Licensing  Certificates  Logging  Mantenance  Backup & Restors  Admin Access  Settings

Deployment Modes List = Configure Noda
Deployment Flen &

B Register ISE Node - Step 2: Configure Node
& e % | iEECEE.

» = Deployment

Hostname ise-2
FODN ise-2.cisco.local
1P Address 10.4.48.42
Mode Type Identity Services Engine (ISE)

Personas
Administration Role SECONDARY
Monitoring Role | SECOMDERY COther Moritoring MNode | ise-1

Q}PD\IWSEWEE S

Enahls Session Services i
Include Mode in Node Group | Hone - (&

Enable Profiing Service

4 I, (3

Caneel |

The newly added node registers to the primary PAN/MnT, and a success message is displayed.

o Node was registered successfully. Data
will be sync'ed to the node, and then the
application server will be restarted on the

node. This processing may take several

minutes to complete.

Step 13: Click OK. The node reboots. The Deployment Nodes list is displayed. This list is also available from the
Administration > System > Deployment.

Step 14: Click the circular arrow button at the top right and refresh the Deployment Nodes view until you see a
green checkmark for the additional server under Node Status.

The Administration and Monitoring servers are now synchronized.

ise-1 | admin | Logout

]ﬁ] Home  Operations | v Policy | v Administration | v

—_—_ —
=% System &L Identity Management B Metwork Resources |24 'Web Portal Management |E, Feed Service

Deployment  Licensing  Certificates  Logging  Mantenance  Backup & Restors  Admin Access  Settings

Deployment Nodes

Deployment
[CRAR = o Selectzd 0 | Total 2 {D“S v
J Edt [Eregister v &) syncup | [ Deregister Shiow _A\I |%

» oo Deployment

[ Hosthame a Node Type  Petsonas Role(s) Services Mode Status
O el ISE Adrninistration, Monitoring PRI(A), PRICM)
O ise-2 ISE Administration, Monitoring SEC(A), SEC(M)

You now add the first PSN to the ISE deployment configuration.

Deployment Details August 2014 Series .
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Step 15: From the Administration menu, choose System, and then choose Deployment.

Step 16: In the Deployment pane, click the gear icon, and then select Create Node Group.

ise-l | admin | Logout

Operations | ¥ Palicy | v Administration | v

[ﬁ] Harne:
£ Identity Management B8 Metwork Resources web Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes
Selected 0 | Total 2 G 535

Er B @:}.
%reate NUdEjGrUup Register = &) Syncup | [ Deregister Show | 3

» 2% Deployment

[] Hostname a MNode Type  Personas Roleis) Services Mode Status
O ise-1 ISE Administration, Monitoring PRI{&), PRI{M)
O isez ISE Administration, Monitoring SEC(A), SEC(M)

In order for the two Cisco ISE PSNs to replicate information efficiently and to support recovery of orphaned
posture pending sessions, they must be in a node group. In this version of ISE, the nodes use IP multicast to
distribute this information, so the nodes need to be able to communicate via IP multicast.

Step 17: Configure the node group with the node group name ISE_Group and the default multicast address of
228.10.11.12, and then click Submit.

ize-l | admin | Logout

Operations | v Policy | v Administration | v

ﬁ] Horme
o% System L Identity Management B Metwork Resources ‘Web Portal Management Feed Service

Deployment  Licensing  Certificates  Logging  Mantenance  Backup & Restors  Admin Access  Settings

Deployment

L . Create Node Group
» = Deployment

* Node Group Name: | ISE_Group ‘

* Multicast Address: [ 226.10.11.12 ]

Example: 228.10.11.12. Please make sure you are not using a
reservedfalready-used multicast P Address.

Description: |

Note: Please make sure that all of the Session Services nodes that would be
part of this Node Group can communicate over IP multicast, Typically,
these nodes are connected to the same switch and ars in the sarme WLAN,

[ Subrrutl: Reset

Step 18: After the pop-up window lets you know the group was created successfully, click OK.

o Node Group "ISE_Group™ was created

successfully.

Step 19: Under Deployment Nodes, select Register, and then select Register an ISE Node.

ise-l | admin | Logout

Operations | v Policy | »  Administration | v

ﬁ] Home

—_— -
ofo cystem &R Identity Management [ Metwaork Resources Web Portal Management Feed Service

Deployrnert Licensing Certificates Logaging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes

G = s Selected 0 | Total 1 W G,
- Elregister ~ | &) syncup | [ Dereqister Shiow | 3

» o Deployment /e
] Hostr Redister an ISE Node Personas Role(s) Services Node Status
Register an Inline Postirs Node
O s o2 1o Adrrinistration, Monitaring FRI(A), PRI(M)
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Step 20: Enter the first PSN FQDN (Example: ise-3.cisco.local), User Name and Password credentials, and then
click Next.

ise-l | admin | Logout

) Home Operations| v Policy [ v administration | »

—_—_ —
=% System £ Identity Management B Metwork Resources |24 ‘Web Portal Management |E, Feed Service

Deployment  Licensing  Certificates  Logging  Mantenance  Backup & Restors  Admin Access  Settings

Deployment Modes List = Specify Hostname

Deployment
G = by Register ISE Node - Step 1: Specify Node Host FODN (hosthame.domain-name) and Credentials
» = Deployment

* Host FQDN fse-3.cisco. Jocal

* User Mame admin

* Password ssssssss

Ce N

Step 21: In Register ISE Node - Step 2: Configure Node, under the General Settings tab in the Personas section,
clear Administration, and clear Monitoring.

Step 22: Next to Include Node in Node Group in the drop-down list, select the node group you created
(Example: ISE_Group), leave the other default selections, and then at the bottom, click Submit. The newly added
node registers to the primary PAN, and a success message appears.

ise-l | admin | Logout

/) Home  Operations| v Policy | v administration |

I8 Identity Management B Metwork Resources [ Web Portal Management ) Feed Service

Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings

Deployment Modes List = Configure Node
B Reqgister ISE Node - Step 2: Configure Node
LA rer eneral 5 5

» oo Deployment

Deployment

Hastname ise-3
FOOM ise-3.cisco.local
1P Address 10.4.48.43
Mode Type Identity Services Engine (ISE)

Personas
[ adrministration Role] SECOMNDARY
[ Moriitaring Role  cECoMDERY Other Monitoring Node

Policy Service

Enahls Session Services i

Include Mode in Node Group | Mone |v i
Mone
Enable Profiing Service I5E_Giroun s
A=
< . 3
Caneel |

o Mode was registered successfully. Data
will be sync'ed to the node, and then the
application server will be restarted on the
node. This processing may take several
minutes to complete.
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Step 23: Click OK. The node reboots. The Deployment Nodes list is displayed. This list is also available from
the Administration > System > Deployment. Click the circular arrow button at the top right and refresh the
Deployment Nodes view until you see a green checkmark for the additional server under Node Status.

The primary PSN is now synchronized.

s | admin

/) Home  Operations | v Policy | *  administration |

=le System S Identity Management B Metwork Resources |2t weh Partal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes

@ B & Selected 0 | Totals b &3
» ngDe;wmnt J ede [Biregster » | ) Syncup | [ Deregister Show _| il g
E

[ Hostname a  Node Type  Personas Roleis) Services Mode Status
O ise1 ISE Administration, Monitoring PRI(®), PRI(MY
O ise2 ISE Administration, Monitoring SEC(A), SEC(M)
O ise3 ISE Palicy Service all

You now add the additional PSN in order to complete the ISE deployment configuration.

Step 24: Under Deployment Nodes, select Register, and then select Register an ISE Node.

ise-1 | admi ogout | Feedback

) Home  Operations | v Policy | *  Administration | v

ale System S8 Identity Management B Metwork Resources |24 wah Partal Management Feed Service

Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings

Deployment Deployment Nodes

[CRAR = e Selected 0 | Total 1 & 3

» & Deployment J Edt [Eregister v &) syncup | [ eregister Shiowe | 3

| Hostr Register an ISE Nndeﬂ'pg Personas Roleiz) Services Nods Status
Reqists Inline Py Mok
O] pse.q EGHStE! an nine Pos jode PRI, PRI(M)

o Adrministration, Monitoring

Step 25: Enter the additional PSN FQDN (Example: ise-4.cisco.local) and User Name and Password credentials,
and then click Next.

5=l | admin

/> Home  Operations | v Policy [ v Administration | =

ofe System | Sl Identity Management B Metwork Resources % wyeb Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List = Specify Hostname

Deployment
@ k= @_ Register ISE Node - Step 1: Specify Node Host FQDN (hostname.domain-name) and Credentials
» o% Deployment

* Host FQDM ise-4 cisco Jocal

* User Mame admin

* Password ssssssss

Step 26: In Register ISE Node - Step 2: Configure Node, under the General Settings tab in the Personas section,
clear Administration and Monitoring.
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Step 27: Next to Include Node in Node Group in the drop-down list, select the node group you created
(Example: ISE_Group), leave the other default selections, and then at the bottom, click Submit.

ise-l | admin | Logout

) Home Operations| v Policy [ v administration | »

—_—_ —
=% System £ Identity Management B Metwork Resources |24 ‘Web Portal Management |E, Feed Service

Deployment  Licensing  Certificates  Logging  Mantenance  Backup & Restors  Admin Access  Settings

Deployment Modes List = Configure Noda

Deployment |
B Register ISE Node - Step 2: Configure Node
& e % | iEECEE.
» = Deployment -

Hostname ise-4
FODN ise-4.cisco.local
1P Address 10.4.48.44
Mode Type Identity Services Engine (ISE)

Personas
[ adrministration Role| SECOMNDARY
[ Moritaring Role  SECoMDERY Other Monitoring Node

Policy Service

Enable Session Services )

Include Mode in Mode Group | None |- i
Mone
Enable Profiing Service 15E_Group s
f
<[ m N

Caneel |

The newly added node registers to the primary PAN, and a success message appears.

o Mode was registered successfully. Data
will be sync'ed to the node, and then the
application server will be restarted on the
node. This processing may take several
minutes to complete.

Step 28: Click OK. The node reboots.

The Deployment Nodes list is displayed. If you have navigated away while the node is booting, this list is also
available from the Administration > System > Deployment. Click the circular arrow button at the top right and
refresh the Deployment Nodes view until you see a green checkmark for the additional server under Node Status.

After a few minutes, all servers are synchronized.

ise-1 | admin | Logout

/) Home  Operations | v Policy | *  administration |

=le System S Identity Management B Metwork Resources |2t weh Partal Management |k Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes

Deployment
Ar Ev .
» % Deployment J ede [Biregster » | ) Syncup | [ Deregister Show
[ Hostname a Node Type  Personas Roleis) Services Mode Status
O ise1 ISE Administration, Monitoring PRI(®), PRI(MY
O ise2 ISE Administration, Monitoring SEC(A), SEC(M)
O ise3 15E Falicy Service 2l
O ised 15E Palicy Service 2l
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Add RADIUS profiling to the Cisco ISE deployment nodes

You now configure the methods that are used to profile network endpoints.
Step 1: Navigate to Administration > System > Deployment. The Deployment Nodes list is displayed.

Step 2: Select the first PSN (Example: ise-3), and then click Edit.

isel | admin |
3 S e /iy Home  Operations | Policy | administration | v
—— —
ole System Z2 Identity Management BE Netwark Resources weh Portal Managernent Feed Service
Deployrment Licensing Certificates Logging Maintenance Backup & Restore Adrnin Arcess Settings
Deployment Deployment Nodes
a- e 5 Selected 1| Total 4 ! 400
= . Lo
[] Ho:tname »  Mode Type | Personas Role(s) Services Mode Status
O ie-1 I5E Adrministration, Monitoring PRI(A), PRI(M)
O ez ISE Adrninistration, Monitoring SECIA), SEC(M)
ise-3 ISE Palicy Service Al

Step 3: At the top, under Edit Node, select the Profiling Configuration tab.

Step 4: Select HTTP. Leave the default parameters unchanged.

ize-1 | admin |

Operations | ¥ Palicy | v aAdministration | v

[ﬁ] Harne:

L Identity Management BB Metwark Resources web Partal Management Feed Service

—
ofe System
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Modes List > ise-3

Edit Node

ar e . General Settings Frofilng Configuration
» 2% Deployment =
» METFLOWY

Deployment

O
Oy e
O

P DHCPSFAMN

|

¥ HTTP

Interface| GigabitEthernet O -

Description| The HTTP probe receives and
parses HTTR packets.

mn

[

¥ RADIUS

Description| The Radius probe collects
Radfius session attributes as wel
a5 COP, LLOP from 105 Sensor.

¥ Metwork Scan (NMAP) W

O O

» DNS

~1
4

Step 5: Select RADIUS. Leave the default description unchanged, and then at the bottom, click Save.

The new policy configuration is saved.

ver Response

Mode was updated successFully,
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Step 6: Navigate to Administration > System > Deployment. The Deployment Nodes list is displayed.

Step 7: Select the additional PSN (Example: ise-4), and then click Edit.

ize-l | admin | Logout
) Home  Operations | v Policy [ v administration | v
£ Identity Management B8 Metwork Resources web Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes

- E & Selected 1 | Total 4 G 535
[ Hostname a  Node Type  Personas Roleis) Services Mode Status
O ise1 ISE Administration, Monitoring PRI(®), PRI(MY
O isez ISE Administration, Monitoring SEC(A), SEC(M)
O ise3 ISE Palicy Service all
ise-4 ISE Palicy Service Al

Step 8: At the top, under Edit Node, select the Profiling Configuration tab.

Step 9: Select HTTP. Leave the default parameters unchanged.

ime=l | admin | Logout

Operations | ¥ Policy [ administration | =

ﬁ] Horme

— .
=% System £ Identity Management B Metwork Resources ‘Web Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Modes List = ise-4

Ediit Node

L @v General Settings Profiling Configuration
» =% Deployment ~
b NETFLOMWY

Deployment

]
Oy ohee
Oy ohcpepen

v HTTP

Interface| GigabitEthernet O -

Description| The HTTP probe receives and
parses HTTP packets.

¥ RADIUS

Description | The Radius probe collects
Raclius session attributes as wel
as COP, LLOP fram [0S Sensar.

¥ Metwork Scan (NMAF) b

O o

» ONS

-
1

Step 10: Select RADIUS. Leave the default description unchanged, and then at the bottom, click Save.

The new policy configuration is saved.

E5p0Onse

as updated successFully.
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You have now deployed all Cisco ISE nodes: a redundant pair of servers for the PAN/MnT personas and a
redundant pair of servers for the PSN persona.

1 | Tech Tip

After you have finished software installation, you should check the release notes to see
if there are patches available to apply that are appropriate for the requirements of your

organization. After you download any required patches, you can automatically distribute
and apply them to all nodes by navigating to Administration > System > Maintenance,

selecting Patch Management, and following the instructions.

Install Cisco ISE license

Cisco ISE comes with a 90-day demo license for both the Base and Advanced packages. To go beyond 90 days,
you need to obtain a license from Cisco. In a redundant configuration, you only need to install the license on the
primary administration node.

1 | Tech Tip

When installing a Base license and an Advanced license, the Base license must be
installed first.

Step 1: Navigate to Administration > System > Licensing.
Notice that you only see one node here since only the primary administration node requires licensing.

Select the primary Cisco ISE server, and then click Edit. The Licensed Services details are displayed.

ise-1 | admin | Logout | Feedback

/) Home  Operations | v Policy | *  administration |

=le System S Identity Management B Metwork Resources |2t weh Partal Management |k Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

License Operations Current Licenses
&7 Current Licenses Selactad 1 | Total 1 B 435
J Edic
{brmnlstratlum Mode « 1D (PID,WID,SMN) License Type Licensed To Base {active/allowed) Advanced (Active.
ise- TSE-4M- o q Base - Eval (37 Days) )
® el PID:ISE-YM-D, WID:WOL, SHiBOKS. . advanced - Eval (37 Days) Cisco 0y100 0100
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Step 2: Under Licensed Services, click Add Service.

s | adi

/) Home  Operations| v Policy | »  administration | v

ofo cystem &% Identity Management B Metwork Resources |24 Web Portal Management Feed Service

Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings

- - Current Licenses = ise-1
License Operations
Licensed Services
& Current Licenses

Administration Mode  jge-1 Base License Counter | 107
Product Identifier (PID) | 15E-ym-ka Advance License Counter | 10g
“ersion Identifier (WID) g1 ‘Wireless License Counter | g
Serial Mumber (SN)  aorSEC7DERL wyireless Upgrade License Counter | g
Jeaddservice  ==Remove
Service Installations License File Licerse Expires Counter
O Base Package 0/100
O Basze Package(l) Evaluation License 87 Days
O advanced Package 0/100
(@] Advanced Package(l) Evaluation License 27 Days

Step 3: Click Browse, locate your license file, and then click Import.

s | admin

) Home  Operations | v Policy| v Administration | v

=le System S Identity Management B Metwork Resources |2t weh Partal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

- N < L ise-1
License Operations urrent Licenses > ise-

Import new License File
&7 Current Licenses

*License Fila ise-hase-license.lic

Step 4: If you have multiple licenses to install, repeat the process for each.

Configure network devices in Cisco ISE

Configure Cisco ISE to accept authentication requests from network devices. RADIUS requires a shared secret
key to enable encrypted communications. Each network device that will use Cisco ISE for authentication will need
to have this key.

Step 1: Navigate to Administration > Network Resources > Network Devices.

In the left pane, click Default Device.

s | admin

Operations | v Palicy| ¥ Administration |

[ﬁ) Harne:

=le System S Identity Management B Metwork Resources |2t weh Partal Management Feed Service
MNetwork Devices Metwork Device Groups External RADIUS Servers RADIUS Server Sequences SGA AAR Servers MAC Managers MOk
Network Devices Default Network Device
The default device definition can optionally be used in cases where no specific device definition is found that maiches a device IP address
[ Pl
Default Metwork Device Status Disabls |~
@ - Pratocol  RADILS
[ Network Devices ¥ Shared Secret Show
B Defauk Device Enable Keyifirap L
* Key Encryption Key Show
* Message Authenticator Code Key Show
Key Input Farmat = ASCI HEXADE CIMAL
Save Reset
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1 | Tech Tip

Each network device can be configured individually, or devices can be grouped by
location, by device type, or by using IP address ranges. The other option is to use

the Default Device to configure the parameters for devices that aren’t specifically
configured. All network devices in this example use the same key, so for simplicity, this
example uses the Default Device.

Step 2: In the Default Network Device Status list, choose Enable.

Step 3: Enter the RADIUS shared secret, and then click Save. The default network device RADIUS key is now
saved.

ise-1 | admin | Logout

/) Home  Operations | v Policy| v Administration | v

=le System S Identity Management B Metwork Resources |2t weh Partal Management |k Feed Service
Netwiork Devices Metwiork Device Groups External RADIUS Servers RADIUS Server Sequences SGA AAR Servers MAC Managers [

Network Devices Default Network Device
| 5 ‘ The default device definition can optionally be used in cases where no specific device definition is found that maiches a device IP address
Default Metwork Device Status Enable | =
@ - Pratocol RADILS
[ huetwork Devices ¥ * Shared Secret] sevesnese ] [ show |
i Default Device: Enable Keyitirap [ 7
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Farmat = ASCI HEXADE CIMAL

%@I

Configure Cisco ISE to use Active Directory

Cisco ISE will use the existing AD server as an external authentication server. First, you must configure the
external authentication server.

Step 1: Navigate to Administration > Identity Management > External Identity Sources.
Step 2: In the left panel, click Active Directory.

Step 3: On the Connection tab, enter the AD domain (for example, cisco.local) and the name of the server (for
example, AD1), and then click Save Configuration.

ise-l | admin | Logout

@ Home — Operstions | v Policy| v Administration | v

=fs System £ Identity Management B Netwark Resources |24 Wweb Portal Management | Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

; Active Directory = ADL
External Identity Sources
¥ m Advanced Settings Groups Attributes

G =-

= -

To configure Active Directo
[ Certificate Authentication Profile ¥ : "
e‘i #ctive Directory + Firstenter the required fields: the Domain Name to connect to and the ldentity Store Name to refer to Active Directory in other pages, and click
E LoAP 3 submitto commit the Active Directory configuration to all nodes in the ISE deployment.
+ After the configuration has been submitted, then Join or Leave operations must be perfarmed.

[ RADILS Token ¥
(] RSA SecurlD 3 = Damain Namel cisco.local ‘

* Identity Store Narme | AD1 |
One ar more nodes rnay be selected for Join or Leave operations. If a node is joined then a leave operation s required before a rejoin. Selectone
node for Test Connection

| Save Configuration [} Delete Configuration
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Step 4: Verify these settings by selecting the box next to the node, clicking Test Connection, and then choosing
Basic Test.

ﬁ] Home

Operations | v

Policy | v

Administration | v

ise-l |

Service

Attributes

One or more nodes may be selected far Join or Leave operations. If a node is joined then a leave operation is reguired before a rejoin. Select one

—_——————— —
of System | & Identity Management B Metwark Resources Weh Portal Management Feed
Identities Groups External Identity Sources Identity Source Sequences Settings
- Active Divectory = AD1
External Identity Sources
v w Advanced Settings Groups
a- -
[ Certificate Authentication Profile ¥ * Domain Name [ dsco local
3 Actve Dreckary |dentity Store Mame | 801
[ Lowr B node far Test Connection
[ RADILS Token 2 9 Join o leave 9 Test Comnection v O Refrash
RSA SecurlD
= ' | ISE Nade ISE Nade Role
ise-1 cisco local PRIMARY
[ ise-2ciscolocal SECOMDARY
[ ise-zciscolacal SECOMDARY
[ ise-4.ciscolacal SECONDARY

Status

/A NaotJoined to Domain
/A NaotJoined to Domain
A MatJoined to Domain
/Mot Joined to Domain

Step 5: Enter the credentials for a domain user, and then click OK.

Step 6:

Step 7:

Select the box next each node, and then click Join.

A message appears letting you know whether or not the test was successful. Click Close.

2 Home

Operations | v

Policy | v

Administration | ¥

s |

LR -
[ Certificate Authentication Profie ¥
< Active Directory
[ Loer E node for Test Connection
(5 RADILS Token ¥ o= Toin | o= Leave
RS54 SecurlD ¥
= IS-hode

ise-1.cisco.local
ise-2.cisco.local
ise-3 cisco lacal

ise-4 cisco local

&= Test Connection

——————— .
afe System S Identity Management B Metwork Resources Wk Portal Management Feed
Identities Groups External Identity Sources Identity Source Sequences Settings
- Active Directory = AD1
Exti | Identity Si
#ternal fdentity Sources m Advanced Settings Grauns

Setvice

Attributes

* Domain Namel cisco.local

* Idenlity Store Name [ AD1

One or more nodes may be selected for Join or Leave operations. If a node is joined then a leave operation is required before a rejoin. Selectone

= Refresh

ISE Mode Role
FRIMARY
SECOMDARY
SECOMDARY
SECOMDARY

Status

/ MNotJoined to Domain
/ MNotJoined to Domain
/A NaotJoined to Domain
/A NaotJoined to Domain

Step 8: Enter the credentials for a domain administrator account, and then click OK. Cisco ISE is now joined to

the AD domain.
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Step 9: After the message saying the join was successful, click Close.

Join Cperation Status b

The list below shows the status ofthe requested aperation for each nade.

Status: Successful. Pleaze allow twa minutes for the status to be reflected, then press Refresh.

ISE Mode «  Status

ise-1.ciscalacal Ed cormpleted.
ise-2.ciscalacal 4 completed.
ise-3.ciscalacal Ed cormpleted.
ise-4.ciscalacal 4 completed.

Close L\\s

Next, you select which groups from AD that Cisco ISE will use for authentication.

Step 10: At the top of the same pane, click the Groups tab, click Add, and then click Select Groups from
Directory.

ity Services Engine Y =
i e /) Home  Operations | v Policy| v Administration | v v (&)

=le System S Identity Management B Metwork Resources |2t weh Partal Management |k Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

i Active Direct AD1
External Identity Sources ctive Directory =

Connection Advanced Settings GEroups Attributes
&= g
(] Certificate Authentication Profile ¥ Edt opAdd v M Delste Group
< Active Directory O War Select Groups From Direcmr\f{b .
5 Loar ¥ Add Group Mo data avalable

Step 11: Search for the groups you wish to add. The domain box is already filled in. The default filter is a
wildcard to list all groups. Click Retrieve Groups to get a list of all groups in your domain.

Select Directory Groups X

Thiz dialog is used to select groups fram the Directary. Click Retrieve Groups.. to read diractory
Llse * forwildcard search {i.e. admin®). Search filter applies to group name and not the fully qualified path.

Domain: | cisco.local |

Filter: | # | Retrieve Groups...vﬂ:

] Mame ~  Group Tepe

Deployment Details August 2014 Series .
23



Step 12: Select the groups you want to use for authentication, and then click OK. For example, for all users in
the domain, select the group <domain>/Users/Domain Users.

Select Directory Groups x

This dialog is used to select groups from the Directary. Click Retrieve Groups.. to read directary.

Use * forwildcard search (i.e. admin®. Search filter applies to aroup name and not the fully qualified path.

Diomain: | cisco.local |

Filter: | * | Retrieve Groups... | Mumber of Groups Retrieved: 78 (Limitis 100)

[] Marne A Group Type

[J ciscolocaliUsersiDomain Guests GLOBAL 1

ciscolocalUsersiDomain Users GLOBAL

] ciscolocalflUsersiEnterprise Admins LNMNERSAL

O cizeolocallUsers/Entarprise Read-anly Damain Cantrallers UMINVERSAL

[ ciscolocaliUsersiFinance GLOBAL

| cisco localil)sersiGroup Palicy Creatar Owners GLOBAL

[ ciscolocallJsers/HR GLOBAL

[ ciscolocalMsersiT GLOBAL

O cisco localllsers/Lobhy Adming GLOBAL

[ ciscolocalMsersiPOS-Users GLOBAL

O] ciscolocallsers/RAS and IAS Servers LOCAL

[ ciscolocaliUsersiRead-only Damain Controllers GLOBAL

[ ciscolocaliUsersiResearch GLOBAL 3

[ ciscolocallsersiSchema Admins UNIVERSAL

O cizeo locallsersivpn-administratar GLOBAL =
el

Step 13: Click Save Configuration. The AD configuration is saved.

ource A0 was edited successhully,
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Enabling ISE for Network Visibility

1. Configure MAC Authentication Bypass

2. Configure 802.1X for wired and wireless users

}

Cisco ISE now has a baseline configuration. The next step is to configure Cisco ISE with an authentication policy
and to configure the switches for identity by using the 10S CLI.

Configure MAC Authentication Bypass

MAB allows you to configure specific machine MAC addresses on the switch to bypass the authentication
process. For monitor mode, this is required, since you aren’t enforcing authentication. You configure MAB to
allow any MAC address to authenticate for both the wired and wireless networks.

Step 1: Navigate to Policy > Authentication. The Policy Type is Rule-Based.

There are already two preconfigured rules in place, MAB and Dot1X along with the default rule.

Step 2: For the MAB rule, click Edit.

ise-1 | admin | Logout | Feed

) Home  Operations | v Poloy [ v Admiristration | v

! [2) Authentication ¢ [®) Authorization |, Profiing | Posture [t Client Provisioning |5 Security Group Access & Policy Elermerits

Authentication Policy

Define the Authentication Rolicy by selecting the protocols that 1SE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type (O Simple (8 Rule-Based

MAE o If wired _MAE DR Al Protocols - Default Network Arcess and Edit | =
wirgless_MAB _{jb
Default ‘use  Internal Endpoints
Dotlx o I wyired_202.1X OR Allowy Protocols © Default Metwork Access and Edit |
Wirslass_802, 1%
Default; ‘use Internal Users
Default Rule (If no match)}  : 2llow Protocols 0 Default Network Access and use : Internal Users Edit | *

Step 3: For the MAB policy, click the black triangle to the right of the and. This brings up the identity store used
for the MAB rule.

ise-l | admin | Leogout |
) Home  Operations| v Palicy | v Administration | =

—_—
|&, Authentication | [®) Authorization | Profiing  |®) Posture  |&) dlient Provisioning | Security Group Access &% Policy Elments

Authentication Policy

Define the authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type (O Simple (& Rule-Based

- ‘MAB ‘ o IF | wired_MAB OR Wireless_MAB <> | Allow Protocols : [Default Network Access o] end Ei:] Done
Default . Use | Internal Endpoints < Actions -
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Next, you modify the default options on the Internal Users database, which is used for profiling.

Step 4: Next to Internal Endpoints, click the +.

|4, Buthentication

Authentication Policy

|®) Authorization |4, Profiing Posture |5, Secunity Group Access & Policy Elements

Client Provisioning

Define the Authentication Policy by selecting the pratocols that 1SE should wse to communicate with the netwaork devices, and the identity sources that it should use for authentication,
Palicy Type (O Simple (8 Rule-Based

Wired_MAB OR Wireless_MAB

|Defau|t ‘ o Use | Internal Endpoints & ﬁ| Actions =
U

Step 5: In this example deployment, all endpoints are allowed to authenticate. Set the following values:
If authentication failed—Continue

If user not found—Continue

If process failed—Drop

|4, Authentication | [m) Authorization |2 Profiing Posture Client Provisioning | Security Group Access . Policy Elements

Authentication Policy

Define the authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Paolicy Type (O Simple (8 Rule-Based

Wired_MAB OR WWireless_MAB

Default ¢ Use | Internal Endpoints =| Actionz =

Identity SDurce|Intema\ Endpoints

Options
If authentication falled | Continue
If user not found | Continuel hd

If process faled | Drop e
Rty P 1T MBI hote: For authentications Using FEA, LEAP, EAP-FAST or RADILS MSCHAP 2 Edit | ~
BI85 it is nat possible to continue processing when authentication fails or user is not found.
Diefault ‘use Int| If continue option is selected in these cases, requests will be rejected.

Step 6: Click anywhere in the window in order to continue, and then at the bottom click Save.
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Configure 802.1X for wired and wireless users

There is already a Dot1X rule configured on the engine. Although in this example deployment you aren’t
deploying any wired endpoints with 802.1X supplicants at this point, you should still configure this rule to prepare
for the next phase of an identity deployment. The default identity store is the internal user database. For 802.1X,
use the Active Directory server that you defined earlier.

Step 1: Navigate to Policy > Authentication.

Step 2: For the Dot1X rule, click Edit, and then click the black triangle to the right of the and. This brings up the
identity store used for this rule.

Step 3: Next to Internal Users, click the + symbol. This enables you to edit the identity store and the parameters.

Step 4: In the Identity Source list, choose the previously defined AD server AD1.

ise-1 | admin | Logout | Feedbacl
tity Services Engine —a—
4 i @ Home  Operations | ¥ Policy | v Administration | v it 'B

|4, huthentication | [@) Authorization | Profiing  |@) Posture  |i) ient Provisioning |5 Security Group Access o', Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the pratocols that 1SE should wse to communicate with the netwaork devices, and the identity sources that it should use for authentication,
Palicy Type (O Simple (8 Rule-Based

M2E o I wired_MAE DR Allowy Protocols © Default Metwork Access and Edit | +
wireless_MAE
Default use  Internal Endpoints
i 2 B~ [potix | ¢ I [ wired_a02.1% OR Wirsless_a021x < | Allaw Profocok : [Default Netwerk Access o] ad Done
(-] Default oo Use | Internal Users = Actions =
Icentity SDurce|Intema\ Users ) ]
Options Identity Source List
If authentication falled | Reject hd [ ) ]
If user not found |Reject -
If process faled | Drop - ar =- .
o W Internal Endpoints
Defauit fude (1f no mateh) -+ Alow PrOOC| o, mor aythentications using PEAR, LEAP, EAP-FAST or RADILK Edit |~
it is not. possible to continue processing when authentication fals @ Internal Users
If continue option is selected in these cases, requests will be rajes o Guest Users
o ADL {D
W Guest Portal_Sequence
W Sponsor_Portal_Sequence
W MyDevices_Porkal_Sequence
W Denyaccess

| Resat |

Deployment Details August 2014 Series .
27



Step 5: Do not change the default options for this identity source. Click anywhere in the window to continue,
and then at the bottom click Save.

ise-l | admin | Logout | Feedback

ervices Engine —ou——
- 9 ) Home  Operations| v Palicy | v Administration | =

|&, Authentication | [@) Authorization | Profiing  |@) Posture  |&) Cient Provisioning |5 Security Group Access o', Policy Elements

Authentication Policy

Define the authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type (O Simple (& Rule-Based

MaE oI Wired_MAE DR Allowy Protocols © Default Ketwork Access and Edit | *
wireless_MAE
Default cuse  Internal Endpoints
i # B~ [Dotix | ¢ 1F [wireo_soz1x ORWirelsss_8021x < | Allaw Frotoccls :[Defadlt Network Accass O] ad o Done
Diefault U [ AD1 = Actions =
Identity Source|AD1 ) |
Dptions

If authentication faled|Reject bl

1f user not found |Reject bl

If process faled | Drop hd
Default Rule (1f no match) -+ Alow Protocl ypee, ror aythentications Leing PEAP, LEAP, EAP-FAST of RADIUS MSCHAR Edit | ~

it is not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejected.

m| Resat |

Enabling Visibility to the Wired Network

1. Enable RADIUS in the wired access layer
2. Enable identity on the wired access ports

3. Disable port security timers

Enable RADIUS in the wired access layer

Step 1: Identify switches in the access layer (enabling visibility), connect to the CLI of each access switch, and
configure each with the following RADIUS and AAA global configuration commands.

radius server ise-3

address ipv4 10.4.48.43 auth-port 1812 acct-port 1813
key [radius key]
radius server ise-4

address ipv4 10.4.48.44 auth-port 1812 acct-port 1813
key [radius key]
aaa group server radius ISE_GROUP

server name ise-3
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server name ise-4

aaa

aaa

aaa

aaa

authentication dotlx default group ISE GROUP
authorization network default group ISE_GROUP
authorization configuration default group ISE_GROUP
accounting dotlx default start-stop group ISE_GROUP

radius-server vsa send accounting

radius-server vsa send authentication

1 | Tech Tip

For consistency among this guide and other CVD guides, the guides standardized
on these well-known TCP ports for RADIUS authentication and accounting: 1812
and 1813. The Cisco Identity Services Engine supports both the older IOS default of
1645/1646 ports and the newer standardized 1812/1813 ports.

Enable identity on the wired access ports

Step 1: Connect to the CLI of each access switch, and configure each with the following identify global
configuration commands. The device-sensor command is not available on all switches.

authentication mac-move permit

dotlx system-auth-control

device-sensor accounting

1 | Tech Tip

The device sensor functionality is only available for switches that use specific software
versions and feature sets. If available, it should be enabled to add additional profiling
visibility by gathering data gleaned from traffic coming from endpoints.

To make configuration easier when the same configuration is applied to multiple interfaces on the switch, use
the interface range command. This command allows you to issue a command once and have it apply to many
interfaces at the same time. Since most of the interfaces in the access layer are configured identically, it can
save a lot of time. For example, the following command allows you to enter commands on all 24 interfaces (Gig
0/1 to Gig 0/24) simultaneously.

interface range GigabitEthernet 0/1-24

Step 2: Connect to the CLI of each access switch, and configure all host access ports on each with the
following commands. These commands should not be configured on infrastructure-facing ports, such as uplinks.

interface range [interface type] [port number]-[port number]

authentication host-mode multi-auth

authentication open

authentication order dotlx mab

authentication port-control auto

mab

dotlx pae authenticator



Disable port security timers

The Campus Wired LAN Technology Design Guide incorporates the use of port security to provide a level of
security and prevent rogue devices from being connected. However, 802.1X also provides similar functionality
and there can be conflicts when both are enabled on a port at the same time. As an example, both port
security and 802.1X each have their own set of inactivity timers. Enabling both simultaneously causes 802.1X to
re-authenticate every time the port security timeout is reached. To avoid this issue, disable port security.

Step 1: Enter the CLI commands necessary to remove the port security configuration.
interface range [interface type] [port number]-[port number]
no switchport port-security aging time
no switchport port-security aging type
no switchport port-security violation

no switchport port-security

Enabling Visibility to the Wireless Network

1. Disable EAP-TLS on Cisco ISE
Add ISE as RADIUS authentication server
Add Cisco ISE as RADIUS accounting server

= W

Enable client profiling

To authenticate wireless clients, you need to configure the WLC to use the new Cisco ISE servers as RADIUS
servers for authentication and accounting. The existing entry is disabled so that if there are any issues after
moving to Cisco ISE, you can quickly restore the original configuration. Additionally, you configure the WLCs for
DHCP profiling so that profiling information can be obtained from the DHCP requests from these clients and sent
to the Cisco ISE.

Disable EAP-TLS on Cisco ISE

For wireless deployments that aren’t currently using digital certificates, you need to disable EAP-TLS in order to
allow clients to log in. You will be deploying digital certificates in a later phase of this deployment.

Step 1: Connect and login to the ISE primary administration and monitoring node (Example: http://ise-1.cisco.
local).

Step 2: In the top menu, navigate to Policy > Policy Elements > Results.


http://cvddocs.com/fw/220-14b

Step 3: In the left pane, navigate to Authentication > Allowed Protocols, and then select Default Network
Access.

Folicy | Administration | v

fﬁj Home

Operations | v

v [ Authentication

= [ Allowed Protocols

i Default Network Access &)

v 0 Authowization
v [ Frofilng
v [ Posiure
v [ Chient Prowimioning
v [ Secuty Group Access

|&, Authentication  |[®) Authorization |4, Profiing Posture Clisnt Pravisioning Security Group Access &% Policy Elments
Dictionaries Conditions ResLits

Results

l Al

@~ e- Select ar ftem Fom the fst o the jeft

Step 4: Under Allowed Protocols > Authentication Protocols, clear Allow EAP-TLS.

Operations | ¥ Policy| v Administration |

ﬁ) Harne:

|4, Buthentication Authorization
Dictionaries  Conditions ~ Results

Results

l Al
[CRAR = ©.

+ £ Authentication

= [ Allowed Protocols

i@ Default Network Access

v [ Authorization
v [ Profiing
v [ Posire
» [ dlient Provimioning
v [ Security Group Access

|4, Profiing

Posture Security Group Access &, Policy Elements

Client Provisioning

Allowed Protocols Services List » Defaull Nelwork Access
Allowed Protocols
Name | Dafault Network Access

Description | Default Allowed Protocol Service

+ Allowed Protocols

Process Host Lookup
Authentication Protocols
- Allows PAPIASCI

y [ Detect PAP as Host Lookup @
Allawy CHAP

Allowy ME-CHAPYT
Allows ME-CHAPYZ

QOO0 O

Allows EAP-MDS

» [ Detect EAP-MDS as Host Lookup '@

Allow EAP-TLS
Allow LEAP

mOoO

Allow PEAP

PEAP Inner Methods
Allows EAP-MS-CHAPZ

Allowe Passward Change Retr\es (Walid Rrange 0to 3y
Allow EAP-GTC

Allow Password Change Hetr\es (Walid Range 0to 3)

- Allow EAP-FAST

Allows EAP-TLS
Allawe PEAPYO only for legacy clients

Step 5: Under Allowed Protocols > Authentication Protocols > Allow PEAP, clear Allow EAP-TLS, and then at

the bottom, click Save.
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Perform this procedure for every wireless LAN controller with the exception of the standalone guest WLC, if you
have deployed one.

Step 1: Use a web browser to connect and login to the WLC console (Example: https://wlc1.cisco.local).
Step 2: On the top menu bar, click Security.

Step 3: In the left pane, under the AAA > RADIUS section, click Authentication.

onfiguration  Bing Logout Refresh

CIscCo MONITOR & s CONTROLLER  WIRELESS  SECLRITY gl MEM COl )5 HELP  FEEDBACK
Security RADIUS Authentication Servers Apply New...
v AAA
ficct Call Station 1D Type £ System MAC Address -
General
= RADIUS Auth Call Station ID Type AP MAC Address:SSID -
Authentication
Accounting
Fallback Use AES Key Wrap i} {Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Step 4: Do not make changes to any preexisting RADIUS servers yet. Click New. You can now configure a new
RADIUS Authentication server.

Step 5: In the Server IP Address box, enter your primary ISE policy service node IP address, 10.4.48.43.

Step 6: In the Shared Secret box, enter your RADIUS shared secret, and then in the Confirm Shared Secret
box, re-enter it.

Step 7: Next to Management, clear Enable, and then click Apply.

figuration  Bing Logout Refres|

CIscCo MONITOR CONTROLLER  WIRELESS  SECURITY gl MEM COl HELP  EEEDBACK
Security RADIUS Authentication Servers > New < Back Apply
- G Server Index (Priority) 1.

General
= RADIUS Server [P Address 1044543

Authentication

Accounting Shared Secret Format ASCI -

el et Shared Secret ssssssses

DNE

¥ TACACS+ Confirm Shared Secret ssssesses
LDAP
Lacal et Users Key Wrap . .
MAC Filtering B iDesigned for FIPS customners and requires a key wrap compliant RADIUS server)
Disabled Clients Part Humber 181z
User Login Palicies
AP Policies Server Status Enabled «

Password Policies

Support for RFC 3576 Disabled «
» Local EAP
Server Timeout 2 seconds
¥ Priority Order
v Metwork User Enable
» Certificate
Management [ Enable
» Access Control Lists I%
IPSec Enable

Step 8: Repeat Step 4 through Step 7 in order to add the additional ISE policy service node 10.4.48.44 to the
WLC configuration.

If a RADIUS server was previously configured on the WLC, you disable the preexisting RADIUS server. By
disabling the server instead of deleting it, you can easily switch back, if needed. You perform this step for every
WLC, with the exception of the standalone guest WLC, if you have deployed one.
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Step 9: If you have a preexisting RADIUS server, on the RADIUS Authentication Servers screen under Server
Index, click the number of the preexisting RADIUS server. On the Edit screen, change Server Status to Disabled,

and then click Apply.

You are returned to the RADIUS Authentication Servers screen, where you can see the Admin Status for the

preexisting server is Disabled.

Apply New...

cisco & 0 CONTROLLER
Security RADIUS Authentication Servers
v ARA
Acct Call Station ID Type L System MAC Address -
General
» RADIUS Auth Call Station ID Type AP MAC Address:SSID -
Authentication
Accounting
Fallback Use AES Key Wrap 71 (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
DNS .
Y THCACSE MAC Delimiter Hyphen -
LDAP
Local Net Users Network Server
MAC Filtering User Management Index server Address Port
Disabled Clients [ 2 1044543 1812
Ussr Login Policies
AP Policies ] 3 10.4.46.44 1812

Password Policies

1PSec Admin Status
Disabled Enabled [ -]
Disabled Enabled [ -]

Repeat this procedure for every remaining WLC, with the exception of the standalone guest WLC, if you have

deployed one.

Add Cisco ISE as RADIUS accounting server

Perform this procedure for every WLC, with the exception of the standalone guest WLC, if you have deployed

one.

Step 1: On the menu bar, click Security.

Step 2: In the left pane, under the RADIUS section, click Accounting. Do not make changes to any preexisting

RADIUS servers yet.

Step 3: Click New. You can now configure a new RADIUS accounting server.

Step 4: In the Server IP Address box, enter your primary ISE policy service node IP address, 10.4.48.43.

Step 5: In the Shared Secret box, enter your RADIUS shared secret, and then in the Confirm Shared Secret

box, re-enter it.

figuration  Ping  Logout Refres

HELP  EEEDBACK

< Back Apply [

CIsCo MONITOR, CONTROLLER W] =} ECURITY
Security RADIUS Accounting Servers > Edit
- G Server Index 1
General
= RADIUS Server Address 1044643
Authentication
Aecounting Shared Secret Format ASCIT -
elloeets Shared Secret sssssenee
DNE
» TACACS+ Confirm Shared Secret LXTTIITTTY
LDAP
Local Met Users Port Mumber 1813
MAC Filtering Server Status Enabled -
Disabled Clients
User Lagin Palicies Server Timeout 2 seconds
AF Folicies
Fassword Policies Metwork User Enable
» Local E&P IPSec [T Enable
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Step 6: Repeat Step 3 through Step 4 and add the additional ISE policy service node 10.4.48.44 to the WLC
configuration.

Step 7: If you have a preexisting RADIUS server, on the RADIUS Accounting Servers screen under Server Index,
click the number of the preexisting RADIUS server. On the Edit screen, change Server Status to Disabled, and
then click Apply.

You are returned to the RADIUS Accounting Servers screen, where you can see the Admin Status for the
preexisting server is Disabled.

| I | || | onfiguration  Fing  Logout Refresh
L) L) L)
(o EYof+] MONITOR s CONTROLLER WIRELESS SECURITY GEN co S HELP FEEDBACK
Security RADIUS Accounting Servers Apply New...
- AAR
S MAC Delimiter Hyphen -
- RADIUS
Authentication Network Server Admin
Acocounting User Index Server Address Port IPSec Status
Fallbark 1 1044815 1813 Disabled Disatled @
» TACACS+ 2 10.4.4543 1613 Disabled Enabled [ -]
LR 3 10.4.45 44 16813 Disabled Enabled -]
Local Net Users

Enable client profiling

You need to enable client profiling on the WLC in order to send DHCP and HTTP information to the engine for
endpoint profiling.

Step 1: On the WLC, navigate to WLANSs, and then select the WLAN ID underlined number for an SSID you wish
to monitor.

Step 2: On the Advanced tab, in the Radius Client Profiling section, select DHCP Profiling.

Step 3: Select HTTP Profiling, click Apply, and then click OK in order to acknowledge there may be a WLAN
connectivity disruption.

l|l l|l onfiguration  Ping  Logout Refresh
vifanfn
Cisco MONITOR dLANSs  CONTROLLER  WIRELES URITY £ i COMMANDS  HELP  EEEDBACK
WLANS WLANs > Edit "WLAN-Data’ < Back Apply
+ WLANS " General | Security | QoS | Policy-Mapping | Advanced |
WLANS
Client user idle m Client Band Select o
» Advanced tirmeout{15-100000) i .
Passive Client
Client idle threshold
(o-10ooooony @ Bytes Passive Client &
Off Channel Scanning Defer Yoice
Scan Defer Priority 012345%86 7 Media Session Snooping ] Enabled
OEEE ] Re-anchor Roamed Voice Clients [7] Enabled
Scan Defer Time(msecs) 100 TS based CAC Policy [ Enabled
FlexConnect Radius Client Profiling ||
FlexConnect Local B BIHE PRl
Switching £ Enabled HTTP Profiling k‘
FlexConnect Lacal Auth 22 Enabled Local Client Profiling |
Learn Client IF Address 2 Enabled DHCP Prafiling ]
Wlan based Central e HTTP Profiling 8
Switching 22 Enable PMIP
Central DHCP Processing Enabled PMIP Mobility Type Mone -
Qverride DNS Enabled
PMIP NAI Type Hexadecimal -
NAT-PAT Enabled i
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The network infrastructure is now enabled for monitoring the network to determine what types of devices are
connecting. Additionally, authentication using Cisco ISE is enabled for the wireless network. This is a good place
in the deployment to test the deployment and monitor network access. Some organizations may not need to
implement the next phase and choose to stop here.

Step 4: At the top right, click Save Configuration, and then click OK to confirm.

Ping  Logout Refresh

alvale. I .. W

s LCONTROLLER WIRELESS  SECURITY MEN COMMAMDS  HELP  EEEDBACK

The configuration updates are now saved.

Repeat this procedure for every remaining WLC with the exception of the standalone guest WLC, if you have
deployed one.

Deploying Digital Certificates

—

Install certificate authority

Install trusted root certificate for domain
Install trusted root on AD server

Request a certificate for ISE from the CA
Download CA root certificate

Issue certificate for Cisco ISE

Install trusted root certificate in Cisco ISE

Install local certificate in Cisco ISE

© © N O T s wN

Delete old certificate and request

In this phase of deployment, you configure the infrastructure to support the use of digital certificates for user and
machine authentication. Using digital certificates when deploying 802.1X is a Cisco best practice. In this example
deployment, you deploy digital certificates to Microsoft Windows 7 and Windows 8 endpoints as well as to Apple
Mac OS X devices. The certificate authority (CA) you use is the one built into Windows Server 2012 Enterprise.

Install certificate authority

There are six different role services that can be installed when configuring the certificate authority. For this
deployment, you install all of them.

Step 1: Install an enterprise root certificate authority on a Windows 2012 Enterprise server.

OOy Reader Tip

Active Directory Certificate Services installation guidance is available from Microsoft,
described in Microsoft’s Test Lab Guide: Deploying an AD CS Two-Tier PKI Hierarchy.


http://technet.microsoft.com/library/hh831348.aspx

Install trusted root certificate for domain

Install a trusted root certificate on the AD controller in order to distribute it to the clients so that certificates from
the CA server will be trusted.

Step 1: On the console of the AD controller (Example: ad.cisco.local), launch a web browser, and then connect
to the certificate authority at the following address:
https://ca.cisco.local/certsrv

Step 2: Click Download a CA certificate, certificate chain, or CRL.
Step 3: Verify that the current certificate is selected and the DER encoding method is selected.

Step 4: Click Download CA Certificate, and then save the certificate file (obtained from the CA) on to the AD
controller.

Microsoft Active Directory Certificate Senvices — Issuing-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [Issuing-CA] -~

Encoding method:
= DER

Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Step 5: On the AD console, navigate to Start > Administrative Tools > Group Policy Management.

Step 6: Expand Forest: [local forest] > Domains > [local domain] > Group Policy Objects.



Step 7: Right-click Default Domain Policy, and then choose Edit.

oup Po anage _ O} =
2L File Action View Window Help | =11
ke Al Eal R =R AN 7 Do
| Group Palicy Management Default Domain Policy
=] _ﬁ Forest: dsco.local - - -

1 (2 Domains Scope | Details I Settings I Delegation I
B F3 dsco.local Links
ar/ Default Domain Policy Display links in this location: Ic:isc:o local j
o CitrixXen :

| Erforced [ Link Enabled [ Path

Domain Controllers The following sites, domains, and Ols are linked to this GPO
d I\‘!ia'osoft Exchange Security Groups Location
= viab-byod ﬁ cisco local No
=l [5f Group Palicy Objects :
_j Default Domain Controllers Policy
I8 Default Domain Palicy
& WMI Filters Edit...
5] Starter GPOs GPO Status »
[ Sites
4 Group Policy Modeling Back Up...
4 Group Palicy Results Restore from Backup...
Import Settings...
Save Report...

fes cisco Jocal

The Group Policy Management Editor displays.

Step 8: Within the Group Policy Management Editor, navigate to Computer Configuration > Policies > Windows
Settings > Security Settings > Public Key Policies, right-click Trusted Root Certification Authorities, and then

choose Import.

= Pohaes
| Software Settings
Bl [ ] Windows Settings
~| Name Resolution Policy
Soripts (Startup/Shutdown)
Security Settings
= Account Polides
5| Local Policies
5| Eventlog
4 Restricted Groups
4, System Services
g Reqistry
5 File System
=0 Wired Network (IEEE 802. 3) Policies
:, Windows Firewall with Advanced Security
j Metwark List Manager Policies
-;'LL' Wireless Metwork (IEEE 802. 11) Policies
| Public Key Polides

| Encrypting File System

~| BitLocker Drive Encryption

| Automatic Certificate Request Settings
Trusted Ro
Enterprise Trust
| Intermediate Certification Authorities
~| Trusted Publishers
| Untrusted Certificates

=

HHHHHHHHL&”[

=]

0 ®

B Group Policy Management Editor =] B3
File Action Wiew Help

= |?mE0ld=HE

B Computer Configuration ;I Issued To = | Issued By | Expi

Certification Authorities

All Tasks ‘

There are no items to show in this view.

The Certificate Import Wizard launches.
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Step 9: Click Next, click Browse, locate the trusted root certificate saved in Step 2, and then click Next.

Certificate Import Wizard |

File to Import
Spedfy the file you want to import.

File name:

C:\Downloads\certnew. cer Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #£12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (55T)

Learn more about certificate file formats

< Back | Next = | Cancel

Step 10: Place the certificate in the Trusted Root Certification Authorities certificate store, and then click Next.
Step 11: Click Finish. The certificate imports.

Step 12: Click OK to close the wizard.

Install trusted root on AD server

In addition to configuring the AD server to distribute the trusted root certificate to workstations, you need
to install the certificate directly onto the AD server. A group policy object (GPO) update takes care of this
automatically. In this procedure, you will force the update to run immediately.

Step 1: On the AD console, navigate to Start > Run.

Step 2: Type cmd, and then press Enter. A command window opens.

Step 3: Update the group policy.
C:\> gpupdate
Updating policy.

User Policy update has completed successfully.

Computer Policy update has completed successfully.

C:\>



Request a certificate for ISE from the CA

In order to obtain a certificate from the CA, Cisco ISE needs to generate a certificate signing request that will be
used by the CA to generate the certificate for Cisco ISE.

Step 1: Connect to https://ise-1.cisco.local.

Step 2: Navigate to Administration > System > Certificates, and on the left, under Certificate Operations, select
Local Certificates.

Step 3: Click Add, and then choose Generate Certificate Signing Request.

ise-1 | admin | Logout

) Home  Operations | v Policy [ v administration | v

—_— -
ofe System | ZL Identity Management B8 Metwork Resources web Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Certificate Operations Local Certificates

@ Local Certificates selectedn | Total 1 G L
& Conficas Sgnng Requests Je A o | @t | Xoekte sow [9 ||'$
@ Certificate Store | Frien Import Local Server Certificate 4 Protocal Issued To Issued By alicl
. Generate Self-Signed Certificate
@ SCEP RA Profiles O Defa b s . HTTPS,E&P ise-1 cisco.docal ise-1.cisco.docal Fri, 1
Generate Certificate Signing Request{b
o O EIRES Bind CA signed Certificate

Step 4: In the Certificate Subject box, after the “CN=", enter the fully qualified domain name (FQDN) of the
Cisco ISE server, and then click Submit.

ise-l | admin | Logout | Feedback

/) Home  Operations| v Policy | v administration |

ofo cystem &R Identity Management [ Metwaork Resources Web Portal Management Feed Service

Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings

Lacal Certificates = Generate Certificate Signing Request

Generate Certificate Signing Request

Certificate Operations
@ Lol Certificates

@ Certificate Signing Requests Certificate

* -
@ Certificate Stare Ceraﬂlg};lcil C=ise-1,cisco locall i
@ SCEF RA Profiles
& OCSP Services b Subject Alternative Mame (SAN)
* Key Length [ 2048 [ -]
" Diest toZay
v [5HA-256 [ -]

[ Allow Widcard Certificates

Step 5: On the message acknowledging that the certificate was successfully generated, click OK.

Step 6: On the left, under Certificate Operations, click Certificate Signing Requests.
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Step 7: Select the check box next to the new request, and then click Export.

ise-l | admin | Logout | Fes

) Home Operations| v Policy[»  administration | v

ofe cystem | L% Identity Management [ Metwork Resources |24 Web Portal Management |6 Fesd Service

Deployrment Licensing Certificates Logaging Maintenance Backup & Restore Adrmin Access Settings

Certificate Dperations Certificate Signing Requests

@ Local Certificates selected 1 | Totat 1 B B L
@ Certificate Signing Requests EPEXDDI’t{b 3 Delete Show | 3
@ Certificate Stare [ Friendy Marme Certificate Subject Key Length ~  Timest
& SCEP RA Prafiles ise-1 risco.lncal (M=isa-1.cisco.local 2048 Wed ]

& OCSP Services

Step 8: Save the file to your local machine. You use this file in a later procedure to generate a certificate on the
CA for Cisco ISE.

Download CA root certificate

Step 1: Browse to https://ca.cisco.local/certsrv, and log in using an account with authority to generate
certificates.

Step 2: Click Download a CA certificate, certificate chain, or CRL.
Step 3: Make sure the current certificate is selected and the DER encoding method is selected.

Step 4: Click Download CA Certificate, and then save the certificate file on the local machine.

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method

CA certificate:

Encoding method:

@ DER

© Base 64
Install CA certificate
DownloadiC A certificate
Download A certificate chain
Download latest base CRL
Download latest delta CRL
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Issue certificate for Cisco ISE

Step 1: At the top-right of the browser window, click Home. The CA’'s home screen displays.

Step 2: Click Request a certificate.

Microsoft Active Directory Certificate Services — Issuing-CA

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (GRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:

Request agerllﬁcale
View the switus of a pending certificate request

Download a CA certificate, certificate chain, or CRL

Step 3: Click the option that starts with Submit a certificate request by using a base-64-encoded CMC.

Microsoft Active Directory Certificate Services — Issuing-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submlt@ certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Step 4: In a text editor, such as Notepad, open the certificate file for ISE saved in Procedure 4, “Request a
certificate for ISE from the CA.”

Step 5: Select all the text, and then copy it to the clipboard.

Step 6: In the browser, on the Submit a Certificate Request or Renewal Request page, in the Saved Request
box, paste the certificate contents.

Step 7: In the Certificate Template list, choose Web Server, and then click Submit.

Microsoft Active Directory Cerfificate Services — Issuing-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request box.
Saved Request:

6T4p07/3cSJIEASD ] ewdBCoKLEB2 TmS oByhLTNET 0.
Base-B4-encoded | £zscsTDzQcyZi D1iRC+EMToC+HP1YIOYLLIvaMy . /™
certificate request | oHQUDKDYAHKMI BXkSVEIPS00GTOMY PGHTKUVMSALL

(CMC or mFDaH43uMa¥D13GeDaEvkxkt EXKAXLg3 ] 94WzWzu.
PKCS #10or  |-————- END CERTIFICATE REQUEST---——— W
PKCS #7):
< >

Certificate Template:

N

N
Attributes:

Submit >
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Step 8: Select DER encoded, click Download certificate, and then save the certificate to your local machine.

Microsoft Active Directory Cerificate Services — Issuing-CA

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or O Base 64 encoded

Downloa riificate
== DownloadJertificate chain

Install trusted root certificate in Cisco ISE

Step 1: Connect to https://ise-1.cisco.local.
Step 2: Navigate to Administration > System > Certificates.

Step 3: On the left, under Certificate Operations, select Certificate Store, and then click Import.

ise-1 | admin | Logout

/) Home  Operations | v Policy | *  administration |

=le System S Identity Management B Metwork Resources |2t weh Partal Management |k Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Certificate Operations Certificate Store
Selactad 0 | Totals B 435

@ Local Certificates
# Edic -4}-1mpm® [ Change status | @eExport ¥ Delste Show | 3

Q Certificate Signing Requests

@ Certificate Store [ Status Friendly Name « | Trust For Client Auth | Issued To Issued By Walid F
@ SCEPRA Prafiles O Enabled Baltimore CyberTrust Root#Baltimore CyberTrust R... Baltimore CyberTrust R...  Baltimore CyberTrust R, Fri, 12
@ OCSP Services [0 @ Disabled Cisco CA Manufacturing Cisco Manufacturing CA Cisco Root CA 2048 Fri, 10

Step 4: Click Browse, and then locate and select the root CA certificate saved in Procedure 5, “Download CA
root certificate.”

Step 5: Select Trust for client authentication, and then click Submit. The certificate imports into the Certificate
Store.

ise-1 | admin | Logout

) Home  Operations | Polcy[»  administration | v

te System I8 Identity Management B Metwork Resources |25 wah Partal Management |k, Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Certificabe Store > Import

Import a new Certificate into the Certificate Store

@ Local Certificates
* Certificate File certnew. cer

Q Certificate Signing Requests
Friendhy Namel

Certificate Operations

i

{3 Certificate Store

& SCEP RA Profiles This certificate wil be used to verify ISE ssrver certificates in multi-node deployments, far validating LDAP secure authentication conmections and far secure syslog
& OCSP Services services.
In addition, it can be used to verify the authenticity of client certificates presented to 1SE (for EAP-TLS and administrative authentication) by checking the box
below:

ust for dient authentication or Secure Syslog services
_| Enahle validation of Cartificate Extensions (accept only valid certificate)

Description|

Cancel \
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(ﬁ) Home  Operations|v  Palicy | v Administration | v

ofe System | &L Identity Management [ Network Resources ‘wWeb Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Certificate Operations Certificate Store

& o
@ Local Certificates
Certificate Stahis b
@ Certificate Signing Requests J Edit Import [HChange Status | @ Export 3¢ Delete
This certificate is used to verify the authenticity of client certificates
@ Certfficats Store [ Status Friendly Name ~ Trust For Client AUth | presented to ISE. In additian, It is used to: ]
& SCEP RA Profiles (] Enahled Baltimore CyberTrust Root#Baltimore CyberTrust B @ I
- Werify ISE server certificates in a multi-node deployment,
. B -] - X g =
& OCSP Services [ B Enabled CWD-TssLing-CA #CWD-RODT-CA#00009 [~] ~ Validate o LDAP Secure authentication Conrection. U
[ B Enabled CVD-ROOT-CAFCYD-ROOT-CA #0010 - Download CRLS wia hitps and Idaps. 3
[ @ Disabled Cisco CA Marufacturing =] - Verify a secure syslog server. iy
[0 @ Disabled Cisco Root CA 2048 e v
O Enabled WeriSign Class 3 Public Primary Certification Authari... @ I
] Enabiled WeriSign Class 3 Secure Server CA - G3 @ Werisign Class 3 Secure Server CA - G2 WeriSign Class 3 Publc .. Sun, 7 F
(] Enahled ise-2,cisco.|ocal #ise-2. cisco.local # 00008 @ Ise-2, cisco.local ise-2.cisco.local Tue, 2 ¢
] Enabled ise-3.cisco.local #ise-3. cisco.local #00006 @ ise-3.cisco.local ise-3.clsco./ocal Tue, 2 ¢
O Enabled ise-4 cisco.local #ise-4. cisco.local #00005 @ {52 cisco.local ise-4.cisco./ocal Tue, 2%

1 | Tech Tip

If you are obtaining a certificate from a subordinate certificate authority, then you also
need to obtain the trusted root certificate from every CA in the certificate chain, install
them individually into the ISE certificate store, and trust them for client authentication.
In the above example, the server certificate for ISE was issued by CVD-Issuing-CA,
which is subordinate to CVD-ROOT-CA, and both trusted root certificates are installed.

Install local certificate in Cisco ISE

Step 1: Navigate to Administration > System > Certificates.
Step 2: On the left, under Certificate Operations, select Local Certificates.

Step 3: Click Add, and then choose Bind CA Certificate.

ise-1 | admin | Logout

& Home  Operations | v Policy | v Administration | v

—_— -
ofe System | ZEL Identity Management B Metwork Resources web Portal Management Feed Service

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Certificate Operations Local Certificates

@ Local Certificates selectedn | ot 1 B,
@ Certificate Signing Requests FEdt ohadd v | @eExport | ¥ Delste Showr | "3
@ Certificate Stare ]| Frien Import Local Server Certificate » | Protocol Issued To Issued By Walic Fro
. Generate Self-Signed Certificate
@ SCEPRA Profiles O Defa g HTTPS,E&R ise-1.cisco.local ise-1.cisco.ocal Fri, 181
Generate Certificate Signing Request
o O EIRES Bind Ca signed Certificate),

Step 4: Click Browse and locate the certificate saved from Procedure 6, “Issue certificate for Cisco ISE.”

Step 5: In the Protocol section, select both EAP and HTTPS. Selecting HTTPS requires the Cisco ISE server to
restart, which displays a naotification message.
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Step 6: Click OK to acknowledge the notification, and then click Submit.

Enabling HTTPS protocol for this
certificate will cause an application server
restart on all deployment nodes. This will
result in significant downtime for the
system.

Ear'u:e\ | ok

You are notified that the Cisco ISE appliance is restarting.

Step 7: Wait while the appliance restarts. You do not need to acknowledge the message.

The system will now restart. You will now
be logged out while the restart occurs.

Delete old certificate and request

Now that you have imported the local certificate into Cisco ISE, you need to delete the old self-signed certificate
as well as the certificate signing request generated previously.

Step 1: After the server has finished booting, reconnect to https://ise-1.cisco.local.
Step 2: Navigate to Administration > System > Certificates.
Step 3: On the left, under Certificate Operations, select Local Certificates.

Step 4: Select the box next to the self-signed certificate. This is the certificate issued by the Cisco ISE appliance
and not the certificate issued by the CA that was just imported.

Step 5: Click Delete, and then click OK.

—

) Home Operations | v Policy [ v administration | »

ofo cystem &% Identity Management B Metwork Resources |24 Web Portal Management Feed Service

Deployrnert Licensing Certificates Logaging Maintenance Backup & Restore Admin Access Settings

Certificate Operations Local Certificates

@ Local Certificates selected 1 | Totaiz G @,
@ Certficate Signing Requests JEdt deadd « | @eExport XDeIeteH‘ Showe ’ﬁ| 3
@ Certificate Stare O | Friendly Mame: e ~  Protocal Issued To | Issued By ‘ walid Fro
@ SCEP RA Profiles Default self-signed server certificata Ise-1.cisco.lacal -1 cisco local Fri, 18 :
& OCSP Services [ ise-1.cisco.ocal#1ssuing-CA #00001 HTTPS,EAR ise-1,cisco.local IssLing-CA Thu, 31

The obsolete self-signed certificate is deleted.
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Step 6: On the left, under Certificate Operations, select Certificate Signing Requests.

Step 7: Select the box next to the certificate signing request that was created in Procedure 4, “Request a
certificate for ISE from the CA.”

Step 8: Click Delete, and then click OK. The obsolete certificate signing request is deleted.

ise-l | admin | Logout | Fe
/) Home Operations | v Polcy | v administration | v
—_— —
=% System & Identity Management B Metwork Resources |24 Web Portal Management i, Feed Service
Deployment  Licensing  Certificates Logging  Mantenance  Backup & Restors  Admin Access  Settings
Certificate Operations Certificate Signing Requests
@ Local Certificates selected 1 | Total 1 G
@ Certificate Signing Requests i Export xDe\ete{b Show | 3
@ Certificate Stare [ Friendly Mame a  Certificate Subject Key Length Tirnes
© SCEP RA Profiles ize-1 cisco.local CM=ise-1.ciscolocal 2048 Thu 1
& OC3P Services

Enabling 802.1X Authentication

1. Create user authentication policies

2. Create machine authentication policies

3. Modify authentication policy to use certificates
4. Enable EAP-TLS

In this procedure, you configure Cisco ISE policies to support 802.1X authentication using digital certificates for
both wired and wireless users.

Create user authentication policies

An authentication profile is used to determine how a certificate will be used for authentication. You create an
authentication profile for user authentication using certificates.

Step 1: In Cisco ISE, navigate to Administration > Identity Management > External Identity Sources.

Step 2: In the left pane, click Certificate Authentication Profile, and then click Add.

i1 | admin | Logeut | | Search using Google
) Home  Operations | v Policy | v Admiristration | ¥

—_—
% System &L Identity Management B Metwork Resources |24 'Web Portal Management |E, Feed Service

Identities Groups Externa\ldentlty SDurces i Identity Source Sequences Settings
Certificate Authentication Profile

External Identity Sources )
Selected 0 | Totaln

& E- 8. L )
FEdt eadd | Qyouplicate 3 Delete Show | 3
»

[ Certificats Autheritication Profils
[ Mame a | Description

<4 Active Directory
Mo data avallable

[ wap P
[ RADILS Taken D
[ RSA SecurlD ¥
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Step 3: Give the profile a meaningful name.
Step 4: In the Principal Username X509 Attribute list, choose Subject Alternative Name.

Step 5: Select Perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active
Directory.

Step 6: In the LDAP/AD Instance Name list, choose previously defined AD server AD1, and then click Submit.

ise-1 | admin | Logout

/) Home  Operations | v Policy | *  administration |

=le System S Identity Management B Metwork Resources ‘weh Portal Management Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings

Certificabe Authentication Profiles List > New Certificate Authentication Profile

External Identity Sources
Certificate Authentication Profile

G =T i * Mame | Dot1x_User_Certs

@ Certificate Authentication Profie ¥ Description

<4 Active Directory

5 Loar ¥

(] RADILS Token ¥ Principal Username ¥309 attribute| 5 biect Alternative Name -

[ RSA SecurlD 3 Perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory
LDAP/AD Instance Marne [aD1 [~]
ﬂ Cancel |

L4

1 | Tech Tip

When using certificates for authentication, Cisco ISE does not need to proxy the
authentication request to Active Directory. However, without contacting Active
Directory, you won't get additional information about the user, such as group
membership. By performing the certificate comparison with Active Directory, you can
get that information and use it for policy decisions.

An identity source sequence allows certificates to be used as an identity store and also allows for a backup
identity store if a primary identity store is unavailable.

Step 7: At the top, click the Identity Source Sequences tab, and then click Add.

ise-1 | admin | Logout

/) Home  Operations | v Policy | *  administration |

rnent

=le System B Metwork Resources ‘weh Portal Management Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences

Selactad 0 | Total3 b

o Edic %Add{b [fyoupiicats | 3 Delate Show | B

] Mame 4 | Description Identity Stores

[0 Guest_Portal_Sequence A huilt-in Identity Sequence for the Guest Portal Internal Users,Guest Users
[0 mMyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Portal Internal Users

O sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsar Portal Internal Users
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Step 8: Give the sequence a meaningful name.

ise-1 | admin

fﬁ) Home  Opetations | v Policy| ¥ Administration | v

ofe gystem | &% Identity Management | [ Metwaork Resources Web Portal Management Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

Tdentity Source Sequences List = Meur Identity Source Sequence
Identity Source Sequence

¥ Identity Source Sequence

*Name | Daot1x_Users

Description

¥ Certificate Based Authentication

Select Cerfificate Authentication Profle [| [ +]
Diot1X_User_Certs 'h

¥ suthentication Search List

Step 9: In the Certificate Based Authentication section, select Select Certificate Authentication Profile.
Step 10: In the Available list, choose the profile created in Step 5.

Step 11: In the Authentication Search List section, in the Available list, double-click the AD server. It moves into
the Selected list.

Step 12: In the Advanced Search List Settings section, select Treat as if the user was not found and proceed
to the next store in the sequence, and then click Submit.

ise-1 | admin

© Home  Operations | v Folicy| v Administration | ¥

—_—_——

o% System | & Identity Management B Metwork Resources ‘Web Portal Management Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings

Tderttity Source Sequences List = New Identity Source Sequence

Identity Source Sequence

¥ Identity Source Sequence

*Mame | Dot 1% _Users

Description

¥ Certificate Based Authentication
Select Certificate Authentication Profle |Dat1y User Certs -
¥ suthentication Search List

A 56t ofidentity sources that will be accessed in seguence until first authentication succeeds

Available Selected

Internal Endpoaints - AD1 -
Internal Users
Guest Users

a8
)60

B

¥ Advanced Search List Settings
Selectthe action to be performed if a selected identity store cannot be accessed for authentication

() Do notaccess other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

Treat as ifthe userwas notfound and proceed ta the next stare in the sequence
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Create machine authentication policies

You create an authentication profile for machine authentication using certificates.
Step 1: In Cisco ISE, navigate to Administration > Identity Management > External Identity Sources.

Step 2: In the left pane, click Certificate Authentication Profile, and then click Add.

et | admin

/) Home  Operations | v Policy | *  administration |

————
=le System S Identity Management B Metwork Resources |2t weh Partal Management Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

Certificate Authentication Profile

External Identity Sources
& Selactad 0 | Total 1
@- =- .
e dady| Qyouplcas | Yosete show
@ Certificate Authentication Profile ¥ i -ﬂ: d{b EE X | ?
[ Name | Description

<4 Active Directory
O Dot1X_Lkser_Certs

[ LDar ¥
(] RADILS Token ¥
(1 RSA SecurlD ¥

Step 3: Give the profile a meaningful name.

Step 4: In the Principal Username X509 Attribute list, choose Common Name.

Step 5: Click Submit.

ise-1 | admin

ﬁ) Home  Operations | v Policy | v Administration | v

—_—
o% System | &L Identity Management B Metwork Resources ‘Web Portal Management Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings

Cerlificate Authentication Profiles List = New Certificate Authentication Profile

External Identity Sources
Certificate Authentication Profile

= o * Name| Dot1x_Markine_Certs|
[ Certificate Authentication Profie » Description
<4 Active Directory
[ LDAR B
(2] RADIUS Token ¥ Frincipal Username ¥509 Attribute] S hisct - Cornrmon Narme: ~]
[ RSA SecurlD 3 [ Perform Binary Certificate Comparisan with Certificate retrieved from LDAR or Active Directory

LDAPSAD Instance Marne

An identity source sequence allows certificates to be used as an identity store and also allows for a backup
identity store if the primary identity store is unavailable.

Step 6: At the top, click the Identity Source Sequences tab, and then click Add.

ise-1 | admin

) Home Operations| v Policy [ v administration | »

—_—
£ Identity Management B Metwork Resources ‘Weh Portal Management Feed Service

Settings

% System
Identities Groups External Identity Sources

Identity Source Sequences

Selected 0 | Total 4

# Edit -%-Add{b ouplicate I Delet= Showr | ]

«  Destription Iddentity Stores

[1 Mame

[0 Dot1x_Users Dotl¥_User_Certs,AD1
[0 Guest_Portal_Sequence A built-in Identity Sequence for the Guest Portal Intermnal Users,Guest Users
[0 myDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Portal Intermal Users

[0 sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal Internal Users
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Step 7: Give the sequence a meaningful name.
Step 8: In the Certificate Based Authentication section, select Select Certificate Authentication Profile.

Step 9: In the Select Certificate Authentication list, choose the profile created in Step 5.

ise-d | admin

[E] Home  Opetations | v Policy| ¥ Administration | v

afe System S Identity Management B Metwork Resources Wk Portal Management Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Source Sequences List = New Identity Source Sequence

Identity Source Sequence

¥ Identity Source Sequence

*Name | Dot 1x_Machines

Description

¥ Certificate Based Authentication

Select Certificate Authentication Profile [~
Dot1X_User_Certs

¥ authentication Search List Dot1¥_Maching_Certs p:

Step 10: In the Authentication Search List section, in the Available list, double-click the AD server. It moves into
the Selected list.

Step 11: In the Advanced Search List Settings section, select Treat as if the user was not found and proceed
to the next store in the sequence, and then click Submit.

ise1 | admin

) Home  Operations | v Policy| v Administration | v

—_—,—
=le System S Identity Management B Metwork Resources ‘weh Portal Management Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings

Tderttity Source Sequences List = New Identity Source Sequence

Identity Source Sequence
¥ Identity Source Sequence

T Marme | Dot1x_Machines

Description

¥ Certificate Based Authentication
Select Certificate Authentication Profle | Dot1x Machine Certs -
¥ suthentication Search List

A setof identity sources that will be accessed in sequence until first authentication succeeds

Awailable Selected
Internal Endpoints - AD1 -
Internal Users

Guest Users

S
BB

«

2|7
(<]

¥ advanced Search List Settings
Selectthe action to be performed if a selected identity store cannot be accessed for authentication

O Donotaceess other stores inthe sequence and setthe "AuthenticationStatus” atiribute to "ProcessError"

Treat as ifthe userwas notfound and proceed to the next store in the sequence
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Modify authentication policy to use certificates

Now that you have created certificate authentication profiles and identity source sequences for digital
certificates, you need to enable the 802.1X authentication policies for machine authentication and user
authentication for wired and wireless users.

Step 1: Navigate to Policy > Authentication.

Step 2: In the Authentication Policy list of rules, on the right side of the Dot1X rule, click Edit. The details are
revealed for the identity store used in this rule.

Step 3: In the same Dot1X rule, next to the Default row showing the identity store, click the Actions list, and then
choose Insert new row above.

N 3 ) Home  Operations | Paloy [ v Administration | v
|, Authentication |®) Authorization |4, Profiing Posture Cliert Provisioning Serurity Group Access & Policy Elermerits

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should wse to cormmunicate with the network devices, and the identity sources that it should wse for authentication,
Palicy Type (O Smple (8 Rule-Based

MAE ¢ If Wired_MAB OR Allosy Protocols - Default Network Access and Edit | =
wireless_MAB
Default uze Internal Endpoints
v [Dotix |+ 1F [Cires_suz.1x OR Wireless_s0z1x < | Allw Protocels :[Defadlt Network Access o] ad Done
Default Vol [Aapt Actions

e Insert new row above ‘b

Default Rule (If no match)}  : 2llow Protocols 0 Default Network Access and use : Internal Users Edit | *

Step 4: Give the rule a name, and then next to the Enter Condition box, click the box symbol. The Expression
Builder opens.

Expression Builder

[ Select Existing Candition from Library | & o [ Create Mew Condition (4dwance Option) | 7

m Cancel
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Step 5: Click Create New Condition (Advance Option).

Step 6: In the Expression list, next to Select Attribute, click the arrow.

Expression Builder X

B 2dd &l Conditions Below to Library

Condition Name Expression

& Selact Attribute E S e

3 =)

Step 7: Click Network Access, and then choose EapAuthentication.
Dictionaries Metwork Access

IR o]
— L=l

]

-

> W Device IP Address
[ CERTIRCATE » W MNetworkDeviceMame
| Cio ¥ o UserMame
|| Cico-285n H W ISE Hosk Mame
] Clco-WPAGO00 > W Prokocol
[ oevreE » @ AuthenticationMethod
[ Microsoft > U UseCase
[ Network Accass » @ EapTunnel
[ Radhs it? [E]

EapAuthentication @

Step 8: In the second list, choose Equals, and in the last list, choose EAP-TLS.



Step 9: Click the gear icon at the end of the condition, and then choose Add Attribute/Value.

Expression Builder

B Add all Conditions Below to Library

Condition Narme Exprassion
O | [Metwork Access:... © | [ Eguak -] [EtpTLS Q| £.
Add attributefvalue
Add Condition from Libkafy
Duplicate
Add Condition to Libeary
Delete

Step 10: In the Expression list, next to Select Attribute, click the arrow.

Step 11: Select Radius, and then select User-Name--[1].

Dictionaries Radius
l P | l P |
@ |=- . @ |=- .
[ Aiespace » W User-Mame--[1] -
[ CERFEICATE > o MAS-IP-Address--[4]
[ Giseo » o MAS-Port--[5]
) Cisro-Ga5 > W Service-Type--[6]
[ Ciseo-Pn3a00 » & Framed-Protocol--[7]
33 > W Framed-IP-Address--[3]
] Microsort » W Framed-IP-Metmask--[9]
) Niatwork Access > W Filter-ID--[11]
g Radiug » W Framed-Compression--[13]
b @ Login-IP-Host--[14]
o Callback-Mumber--[19]
W Stake--[24]
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Step 12: In the second list, choose Starts with, and in the last box, type host/ and then click OK.

Expression Builder b 4

B add al Conditions Below to Library

Condition Mame Expression AND -
o |Netw0rk Arcess:,,. L) | |Equals v| |Eﬂ.F‘-TLS (] | AND G,
¢ [Radius:user-Mame £ | [ Starts with +] [hosty] Q | .

@| Cancel |

Step 13: On the new row you are creating for the rule, next to Internal Users, click the + symbol.

# B - [Dotix | ¢ IF [ wires_s0z1x ORwireless_g021x < | Alow Pratocals : [Defalt Network Access O] and Done
- |EAP—TLB_Ma[hines ‘ L if Metwork Access:Eapauthenticati B s Internal Users & ‘h Actions =

Default to ke | aD1 L+ Actions =

Step 14: In the Identity Source list, choose the identity source sequence for machine authentication that you
created in Procedure 2, “Create machine authentication policies.”

Step 15: Use the default options for this identity source, and then click anywhere in the window to continue.

ise-l | admin | Logout | Feedback O
.
Identity Services Engine — e
o Y 4 Home  Operations| v Policy | »  Administration | v Assistant - €3

|£, Authentication |®) Autharization |4, Profiing |7 Posture |5 Clisnt Provisiaring |Z) Security Group Acess & Folicy Elements

Authentication Policy

Define the authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type (O Simple (& Rule-Based

MaE oI Wired_MAE DR Allowy Protocols © Default Ketwork Access and Edit | =
wircless MAE
Default use  Intermnal Endpoints
# B~ [Dotix | 1F [wireo_soz1x ORWirelsss_8021x < | Allaw Frotoccls :[Defadlt Network Accass O] ad Done

v | EAP-TLS_Machines sif MNetwork Access:EapAuthenticati = e Internal Users = Actions =
Default ¢ Use | ADA ) Identity Suurce‘lmtemal Users ) ‘ Actions -

Options Identity Source List
If authentication falled | Reject had [ ) 1
Tf user not found | Reject A
1f pracess falled | Drop A ar|i=E- —
Default Rule (If no match) @ Allow Protocols @ Default Network Access Note: For authentications Lsing FEAR, LEAR, EAP-FAST or RADILE @ Internal Endpaints
it is nat possiole to continue processing when authentication fals & Inkernal Users
If continue option is selected in these cases, requests wil be rejer o Guest Users
A0l
W Guest_Portal_Sequence
& Sponsor_Portal_Sequence
W MyDevices_Portal_Sequence
@ Dot1¥_Users
& DokiX_Machines
W Dotly_User_Certs
(mBe5E ] & Dot1%_Machine_Certs
u DenyAccess {b

You also create an additional row within the rule for user authentication.

53



Step 16: Next to the Default row showing the identity store, click the Actions list, and then choose Insert new
row above.

{2 B~ [potw |+ 1 [ wired_s02.1% OR Wireless_s02.1% <> | Al Prafocos : [Default Netwark Access o] ad . Done

|EAP-TL57Mach\nes | s if |Netwurk Access:EapAuthenticati |§ Use | Dot1¥_hachine_Certs <> | Actions =

|Default | Couse A | Actions

ﬁ\i'& Insert new row above 'h

Step 17: Give the rule a name, and then next to the Enter Condition box, click the box symbol. The Expression
Builder opens.

Expressin Builder

[ Select Existing Condition from Library ] i oor [ Create Mess Condition (Advance Option) J i

B (e

Step 18: Click Create New Condition (Advance Option).

Step 19: In the Expression list, next to Select Attribute, click the arrow.
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Step 20: Select Network Access, and then select EapAuthentication.

Dictionaries Network Access

I o] || o]
aviE- _ arE- -
| Avespace » @ Device IP Address

[ CERTERCATE » W MetworkDeviceMarme

| GiFeo » o UserMame

|| SFco-GR5 » W ISE Hosk Marme

[ Gico-lPNE000 » W Protocol

[ BEVRCE » @ AuthenticationMethod

[ Mirosoft » W UseCase

[ Niefwiork Access l/\\g » w EapTunnel

| Radius » 7] Eap.ﬂ.uthentication{iJ

Step 21: In the second list, choose Equals, and in the last list, choose EAP-TLS, and then click OK.

Expression Builder x

B add al conditions Bslow to Library

Condition Name Expression

¢ Metwork Access:... | | Equals v| iEAF‘—TLS| E =i

m | Cancel |

Step 22: On the new row you are creating for the rule, next to Internal Users, click the + symbol.

# B+ [Dotix |+ I [ wired_soz 1 OR Wireless_soz 1 < | Al Pratacas : [Default Netwark Access | ad o Done
- |EAP-TLS_Mach\nBs | Cif | Metwork Access:EapAuthenticati & e | Dot1¥_Machine_Certs < | Actions =
- |EAP—TLB_Users | L if Metwork Access:EapAuthenticati & s Internal Users & J‘E‘ Actions -
Defalt CoUse | apt O rtions -

Step 23: In the Identity Source list, choose the identity source sequence for machine authentication that you
created in Procedure 1, “Create user authentication policies.”



Step 24: Use the default options for this identity source, and then click anywhere in the window to continue.

ﬂ] Home

Operations | v

Palicy | »

ise-l | admin | Lo

Administration | »

Authentication | [=) Authorization 4] Profiing Pasture Client Provisioning |5 Security Group Access &% Palicy Elements
Authentication Policy
Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type (O Simple (& Rule-Based
MAE oI Wired_MAE OR Al Protocols - Default Metwork Access and Edit | =
wircless MAE
Default (use Internal Endpoints
e - ‘ DotLX ‘ L If | Wired_802.1% OR Wireless_802.1% <~ | Allevw Pratacols : [ Default Network Access -] | and Done
v | EAP-TLS_Machines s if | Metwork Access EapaAuthenticati S e [ pan ¥_Machine_Certs <> Actions =
B~ | EAP-TLS Lsers Cif | Metwork Access EapAuthenticati S Use [internal Users = Actions =
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o AR
W Guest_Portal_Sequence
W Sponsor_Portal_Sequence
o MyDevices_Portal_Sequence
W Dotlx_Users
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Step 25: Click Save. The authentication policy is now modified to use certificates.

Enable EAP-TLS

In a previous section, you disabled EAP-TLS. Now that you have configured the policy to use digital certificates,
you re-enable EAP-TLS for the authentication policy.

Step 1: Navigate to Policy > Policy Elements > Results.

Step 2: In the left pane, navigate to Authentication > Allowed Protocols, and then choose Default Network
Access.

ise-1 | admin | Logout

Policy | v Administration | v

[ﬁ] Harne:

Operations | v

Authentication Authorization |4, Profiing Posture Client Provisioning Security Group Access & Policy Elernerits

Dictionaries Conditions Results

Results Allowed Protocels Services List » Default Neturork Access Y
Allowed Protocols

I £ MName | Default Network Access

[CRAR 8. Description | Default sllowed Protocol Service

v [ Authentication
v [ Allowed Protocols

@ 9.??.?9.'!.!“?@@.@

» [ Authorization

~ Allowed Protocols
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Step 3: In the main pane, under the Allowed Protocols > Authentication Protocols section, select Allow
EAP-TLS.

ise-l | admin | Logout

4> Home  Operations | v Palicy| v Administration | ¥

|2} Authentication Authorization |4} Profiing Fosture Clignt Provisioning Serurity Group Access & Policy Elerments

Dictioriaties Conditions Results

Results allowed Protocols Services List > Default Network Access .
Allowed Protocols

[ £ 1 Mame | Default Metwork Access
@l . Description | pefault Alowed Protocal Service
v [ Authenbiation

v [ Alowed Protocols

5 Defaulk Natwork Access
(] Auihorization

»
> [ Profing Process Host Lookup ' f
» [ Fosture
»
B

~ allowed Protocols

Authentication Protocols

Glient Provisioniig
8 - Allow PAPIASC

(] Security Group Access

y [ Detect PAP as Host Lookup @

Allow GHAP

Allow MS-CHAPY
Allow ME-CHAPYZ

OO0 0O

Allgw EAP-MDS

» [0 Detect EAP-MDS as Host Lankup '
o EAP-TLE!
Allow LEAP

HOR

Allow PEAP

PEAP Inner Methods
Allow EAP-MS-CHAPYZ

Allow Password Change Retries (Walid Range 0 to 3)
Allow EAP-GTC

Allow Password Change  Retries valid Range 010 3}
Allow EAP-TLS
(1™ Allow PEAPD only for legacy clients

Step 4: Under the Allowed Protocols> Authentication Protocols > Allow PEAP > PEAP Inner Methods section,
select Allow EAP-TLS, leave the other default selections, and then at the bottom, click Save.

The service is updated to allow EAP-TLS.
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Configuring Group Policy Objects

1. Create template for workstations

Create template for user auto-enrollment
Configure auto-enrollment for users

Configure auto-enrollment for domain computers

Configure GPOs for wired endpoints

o @ & W N

Configure GPOs for wireless endpoints

In this deployment, you use group policy objects (GPOs) to distribute certificates and to configure the native
802.1X supplicant for Microsoft Windows endpoints that are members of the domain. Machine certificates are
distributed when the machine joins the domain, and user certificates are deployed to the endpoint where the
user logs in to the domain.

The steps in this example deployment describe how to edit the Default Domain Policy so that it applies to all
users, but you could create a new policy object and apply it to a subset of users if you prefer. This configuration
also assumes that the Default Domain Policy is applied to all Domain Computers, and therefore the computers
are included for distribution of GPOs. If you create your own policy, then you need to apply the policy to distribute
appropriately.

Create template for workstations

You need to create a certificate template on the CA to be used to distribute machine certificates to workstations
that join the Active Directory (AD) domain.

Step 1: Using a remote desktop connection, connect to the Microsoft CA console, navigate to Start >
Administrative Tools > Certification Authority.

Step 2: In the left pane, expand the tree for the CA server, right-click Certificate Templates, and then choose
Manage. The Certificate Templates Console opens.

E.,_ certsry - [Certification Authority {Local)y C¥D-Issuing-CAMCertificate Templates]

File  Action Miew Help

& | 2|o=H

:_ﬂj Certification Authority {Local) Marne

| Inkended Purpose |

El g CWD-Issuing-Ca
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
Certificate Templates

5] web Server

El SCEP_User_Template
5 SCEP Device

5 Custam User Template

E Custom Machine Template
i T

rion Authentication
_Moraoe )|

T b |2 Enrollment Agent (Offline reg...
kior
Wiew 3 ¥R
mplate
Refresh akar
Export List, ..
Help

Server Authentication

Server Authentication, Secure Email, IP se...

Server Authentication, Client Authentication
Client Authentication, Secure Email, Encry...
Server Authentication, Client Authentication
Client Authentication

IF security IKE intermediake

Certificate Request Agent

Certificate Request Agent

Certificate Request Agent

Micrasoft Trust Lisk Signing, Encrypting File, ..

Starts Certificate Templates snapin




Step 3: Right-click the Computer template, and then choose Duplicate Template. The Duplicate Template
window appears.

Certificate Templates Console - |00}
File Action %iew Help

Y EIEENIE

5 Certificate Templates {AD.cisco Jocal) | Template Display Name = | Mirimum Supparted ¢ | Actions

E‘ Administrator iindows 2000 Certificate Templates (AD.cisco.local _

E Authenticated Session wWindaws 2000

5 Basic EFs Windaws 2000 Mare Actions ’

E‘ C# Exchange Windows Server 200

E‘ CEP Encryption Windows 2000 M

Bl Code Signing Windows 2000 More Actions 4
Compl ‘Windows 2000

E‘ Cross C Windows Server 200

Hloirectar all Tasks 3 Windows Server 200

E‘ Domain — Windows 2000

E Dornain EupDerEs wWindows Server 200

FEFSRet  Help Windows 2000

E‘ Enrollment Agent Windows 2000

Step 4: For compatibility, leave the default Windows 2003 Server Enterprise selection, and then click OK.

Duplicate Template E3 |

ou can create certificake templates with advanced properties, However,
nat all Windows Cas support all certificate template properties, Select the
version of \Windows Server (minimum supported CAs) For the duplicate
cerkificate template.

% Windows Server 2003 Erkerprise
" wWindows Server 2008 Enterprise

Learn more about Certificake Template Yersions.

Ok % I Cancel

Step 5: In the Properties of New Template window, click the General tab, and then give the new template a
Template display name. (Example: Custom Machine Template) A similar Template name is automatically created.



Step 6: On the Request Handling tab, select Allow private key to be exported, and then click CSPs.

Properties of New Template
' Issuance R equirements I Superzeded Templates I E xtenzionz I Security
General Request Handling | Subject Mame I Server
Purpoze: ISignature and encryption j

™| Delete revoked o expired certificates [do nat anchive]
[ Include symmetric slgorithms allowed by the subject

[ Auchive subject's encryption private key

Finimum key size: |2048 ‘l

v idllow private key to be exported

Do the following when the zubject iz enmolled and when the private key
azzociated with this certificate iz used:

% Errall subject without requiring any Lser input

£ Prompt the uzer during enmallment

Frampt the wsen during enrallment and reguire wser input when the
private key iz uzed

Ta chaose which croptographic service praviders CoPs E |
[C5Pz) should be uzed, click C5Pe -

0k | Cancel I Apply | Help |

Step 7: Select Requests must use one of the following CSPs.

Step 8: Select Microsoft Enhanced Cryptographic Provider v1.0.



Step 9: Clear all other selections, and then click OK.

C5P Selection E3

Chooze which cryptographic service providers [C5Pz] can be uzed in
requests:

{~ Requests can uge any CSP available on the subject's computer

¥ Fequests must use one of the following CSPs:

LC5P=

[ IMicrozaft DH SChannel Croptographic Provider
o oft Enhanced Croptographic Provider w1.0
[ IMicrogoft Enhanced D55 and Diffie-Hellman Cryptographic Provider
[ |Microzoft Enhanced RSA and AES Cryptographic Provider

[ |Microzsoft RSA SChannel Cryptographic Provider

[ |Microzoft Strong Cryptographic Provider

(1] % I Cancel

Step 10: On the Security tab, click Domain Computers.

Properties of New Template

General I Fequest Handling I Subject Mame I Server |
lzzuance Requirements I Superseded Templatesl Extensions  Security

Group or Lzer names:

52, Authenticated Users

;’3 adminigtrator
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-EB Diomain Computers [CISCOMDomain Computers)
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Add... | Remove |
Permizzions for Domain Computers Allows Drerw
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Write O
Enrall a
Autoenmall O

For special permizsions or advanced setlings, click Advanced |
Advanced, =

Leam about access control and permizsions

(1] | Cancel I Apply | Help |




Step 11: For both Enroll and Autoenroll, select Allow.

Step 12: On the Subject Name tab, configure the following values:
Build from this Active Directory information—Selected
Subject name format—=DNS name
DNS name—Selected
User Principal name (UPN)—Selected

Leave the defaults for the remaining tabs, and then click OK

Properties of New Template

' lssuance R equirements I Superzeded Templates | Extenszions I Security
General | Request Handling Subject Mame | Server

£ Supply in the request

r | ze subjech mtormatian fram exsting cerbficates fan autoennaliment
renewal requests,

& Build from this &ctive Directony information

Select thiz option to enfarce consistency amang subject names and to
zimplify certificate administration.

Subject name format:

IDNS name j

[ Include e-mail name in subject name

Include thiz information in altermate subject nare:
[~ E-mail name

W DNS name

W i zer prinicipal name [UPME

[T Service principal name [SPH]

(1] l}J Cancel I Apply Help

Step 13: Close the Certificate Templates Console.



Step 14: In the Certificate Authority console, right-click Certificate Templates, and then choose New >
Certificate Template to Issue.

B certsry - [Certification Authority {Local)"C¥D-Issuing-CA'\Certificate Templates]

File  Action Wiew Help

&% 2|o=H

:—.*J Certification Autharity (Local) Mame | Intended Purpose
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anage rator Microsoft Trust Lisk Signing, Encrypting File. ..

Certificate Templake bo Issue
Wigw L4

Refresh
Expork List. ..

Help

|Enable additional Certificate Templates on this Certification Authority

Step 15: Choose the previously defined template, and then click OK.

EN Enable Certificate Templates E |

Select one Certificate Template to enable on thiz Certification Autharity,

MHate: If a certificate template that was recently created does not appear an thiz list, you may need to wait until
information about thiz template has been replicated to all domain contollers.

All af the certificate templates in the arganization may not be available to pour Cé,

Far more information, zee Certificate Template Concepts.

M ame | Intended Purpoze -
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E CA Exchange Frivate Key dichival |-
E Code Signing Caode Sighing

E Computer Client Authentication, Server Aduthentication
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arn Machine Template r Authe an b Authentication
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E Cramain Controller Client Authentication, Server duthentication
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*

4
] %I Cancel |

When machines join the domain or when the GPO policy is refreshed (the default period is 90 minutes), the
machine receives a machine certificate to allow for 802.1X machine authentication.



Create template for user auto-enrollment

This deployment uses group policy objects (GPOs) to have domain users auto-enroll to obtain a certificate when
they log in to the domain. To enable auto-enrollment, you need to create a certificate template for these users.

Step 1: On the CA console, navigate to Start > Administrative Tools > Certification Authority.

Step 2: In the left pane, expand the tree for the CA server, right-click Certificate Templates, and then choose
Manage. The Certificate Templates Console opens.

E.___ certsry - [Certification Authority (Local}]

File  Action Wiew Help

G =H BN

__ﬂJ Certification Authority (Local) Marme | Description |
El g CWD-Issuing-Ch @l TvD-Issuing-Ca Certification Autharity
| Revoked Certificates

| Issued Certificates
| Pending Requests

| Failed Requests

Certificate Templates

|Starts Certificate Templates snapin | |

Step 3: Near the bottom of the template names, right-click the User template, and then choose Duplicate
Template.

Cettificate Templates Console M=l
File  Action Wiew Help

R EIEEN ]G

5| Certificate Templates {AD. cisca.local) %ﬂplate Display Mame = | IMinirum Supported (;l | Actions
Do e rdone oo
E‘ Enrollment Agent (Computer) Windows 2000
E‘ Exchange Enrallment Agent (Offline request)  Windows 2000 More Actions 4
E‘ Exchange Signature Only Windows 2000
E Exchange User wWindaws 2000 _
E‘ IPSec Windows 2000 More Actions 4
E‘ IPSec (Offline request) Windows 2000
] Kerberos Authentication Windows Server 200
E‘ key Recovery Agent Windows Server 200
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#RAS and 143 Server Windows Server 200
E‘ Root Certification Authority Windows 2000
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 Smarkeard User Windows 2000
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 web Server Windows 2000 2l Tasks v
E ‘\Workstation Authentication wWindows Server ———
3 | | Properties
|Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs Help |




Step 4: For compatibility, leave the default Windows 2003 Server Enterprise selection, and click OK.
Duplicate Template |

‘ou can create cerkificake templates with advanced properties, However,
not all Windows Cis support all certificate template properties, Select the
version of \Windows Server (minimum supported CAs) For the duplicate
cerkificate template.

 Windows Server 2003 Enterprise
™ wWindows Server 2008 Enterprise

Learn more about Certificake Template Yersions.

Cancel |

Step 5: In the Properties of New Template window, click the General tab, and then give the new template a
Template display name. (Example: Custom User Template) A similar Template name is automatically created.

Step 6: On the Request Handling tab, select Allow private key to be exported.

Step 7: Verify that Enroll subject without requiring any user input is selected, and then click CSPs.
Properties of New Template

lszuance Requirements | Superzeded Templates I Extenzions I Security
General Request Handling | Subject Mame I Server

Purpose:

™ Delete revoked on expired certificates (do not anchive]

v Include symmetric algorithms allowed by the subject

[ Auchive subject's encryption private key
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¥ &llow private key to be exported

Do the fallowing when the zubject iz enmalled and when the private key
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& Enroll subject without requiiing any user input

" Prompt the user during enrallment

Frompt the wzer during enrollment and reguire uzer input when the
private key iz uzed

To chonge which crpptographic service providers C5Ps E |
[C5Pz] should be uzed, click C5Ps I

(1] | Cancel I Apply | Help |




Step 8: Select Requests must use one of the following CSPs.
Step 9: Select Microsoft Enhanced Cryptographic Provider v1.0.

Step 10: Clear all other selections, and then click OK.

CSP Selection |

Choose which cryptographic zervice providers [C5Ps] can be uzed in
requests:

™ Bequests can use any CSP available on the subject's computer

* Fequests must uze one of the following C5Ps:

LCS5P=

[ IMicrogaft DH SChannel Croptographic Provider
Microzoft Enhanced Croptographic Provider 1.0
[IMicrogzaft Enhanced D55 and Diffie-Hellman Cryptographic Provider
[IMicrogaft Enhanced RSA and AES Croptographic Provider
[IMicrogaft BS54 SChannel Croptographic Provider

[ IMicrogaft Strong Cryptographic Provider

k. Cancel

Step 11: On the Security tab, click Domain Users.

Step 12: For Read, Enroll, and Autoenroll, select Allow. Leave the defaults for the remaining tabs, and then click
OK.

Step 13: Close the Certificate Templates Console.



Step 14: In the Certificate Authority console, right-click Certificate Templates, and then choose New >
Certificate Template to Issue.

B certsry - [Certification Authority (Local)]

File  Action Wiew Help

%= H HAN

-'____'GJJECertiFication Autharity (Local): Mame | Description
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Certificate Template ko Issue

Refresh

Help

|Enable additional Certificate Templates on this Certification Authority

Step 15: Choose the previously defined template, and then click OK.

[N Enable Certificate Templates E3 |

Select one Certificate Template to enable on thiz Certification Autharity,

Mate: If a certificate template that was recently created does not appear an this list, yau may need to wait until
information about thiz template has been replicated to all domain controllers.

All af the certificate templates in the arganization may not be available to pour Ca,

Far more information, zee Certificate Template Concepts.
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Procedure 3 Configure auto-enrollment for users

Certificate auto-enrollment is not configured by default. You must enable this feature in AD to distribute user
certificates to the authenticated user.

Step 1: On the AD console, navigate to Start > Administrative Tools > Group Policy Management.

1 | Tech Tip

The Group Policy Management Console is not installed by default with the Windows
Server installation. If it isn’t available under Administrative Tools, see “Install the GPMC”
at the following location:

http://technet.microsoft.com/en-us/library/cc725932.aspx

Step 2: In the left pane, expand Forest: [local domain] > Domains > [local domain] > Group Policy Objects,
right-click Default Domain Policy, and then click Edit. The Group Policy Management Editor opens.
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Mew Window From Here

Copy
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Refresh

Help
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http://technet.microsoft.com/en-us/library/cc725932.aspx

Step 3: In the Group Policy Management Editor, navigate to User Configuration > Policies > Windows

Settings > Security Settings, click Public Key Policies, and then in the right panel double-click Certificate
Services Client - Auto-Enroliment.

B Group Policy Management Editor

=] &3
File  Action  Wiew  Help
e« 2mE=H

=] Default Domain Policy [AD.CISCO,.LOCAL] Palicy Ohiect Tvpe
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= [ Public Keyv Policies
| Enterprise Trust
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Step 4: In the Configuration Model list, choose Enabled, select the first two check boxes which start with Renew
and Update, and then click OK.

Certificate Services Client - Auto-Enrollment Properties EH

Enrallment Palicy Canfiguration

Enrall user and computer certificates automatically

Configuration Model:

¥ Renew expired certificates, update pending certificates, and remove
revoked certificates

¥ Update certificates that use certificate templates

[" Expiration notification

Show expiry nokifications when the percentage of remaining certificate
liFetime is

10 _:l 2y

Learn more abouk Automatic certificate management

(0] 4 I Cancel Gpply

Users will have a certificate pushed to them the next time they log in to the domain or after the GPO policy is
refreshed. If the user logs in to multiple endpoints, the certificate is deployed to each of them.



Configure auto-enrollment for domain computers

Certificate auto-enrollment is not configured by default. You must enable this feature in AD to distribute machine
certificates to the computers in the domain.

Step 1: On the AD console, navigate to Start > Administrative Tools > Group Policy Management.

Step 2: In the left pane, expand Forest: [local domain] > Domains > [local domain] > Group Policy Objects,
right-click Default Domain Policy, and then click Edit. The Group Policy Management Editor opens.
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Step 3: In the Group Policy Management Editor, navigate to Computer Configuration > Policies > Windows
Settings > Security Settings, click Public Key Policies, and then in the right panel double-click Certificate

Services Client - Auto-Enrollment.

B Group Policy Management Editor
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Step 4: In Configuration Model select Enabled, select the first two check boxes that start with Renew and
Update, and then click OK.

Certificate Services Client - Auto-Enrollment Properties ﬂ

Enrallment Policy Configuration

Enrall user and computer certificates autamatically

Configuration Model:
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Domain computers will have a certificate pushed to them the next time they log in to the domain or after the GPO
policy is refreshed.

Configure GPOs for wired endpoints

This deployment uses GPOs to configure the 802.1X supplicant on wired endpoints running Microsoft Windows 7.

Step 1: On the AD console, navigate to Start > Administrative Tools > Group Policy Management.



Step 2: In the left pane, expand Forest: [local domain] > Domains > [local domain] > Group Policy Objects,
right-click Default Domain Policy, and then click Edit. The Group Policy Management Editor opens.
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Step 3: In the Group Policy Management Editor, navigate to Computer Configuration > Policies > Windows
Settings > Security Settings, right-click Wired Network (IEEE 802.3) Policies, and then choose Create a New
Wired Network Policy for Windows Vista and Later Releases.



After the first time you have created this policy, the option to create a new wired policy is no longer displayed.
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Step 4: In the New Wired Network Policy Properties box, on the General tab, give the policy a name and

description.
Custom Wired Metwork Policy Propetties E

General | Security |

Settings defined in this policy will apply to all LAMN interfaces of dient
machines

Palicy Mame:

Cescription:

wired 802, 1% Paolicy

[ Use windows Wired Auto Config service for clisnts

Windows 7 palicy setkings
[ Dont allow shared user credentials For netwark authentication

[" Enable block period {minutes): 20 =

Ok I Cancel apply

Step 5: Verify that Use Windows Wired Auto Config service for clients is selected.

Step 6: On the Security tab, verify that Enable of IEEE 802.1X authentication for network access is selected.



Step 7: In the Select a Network Authentication Method list, choose Microsoft: Smart Card or other certificate.

Custom Wired Metwork Policy Properties [ 7|

"General  Security |

[w Enable use of IEEE 802.1% authentication For netwaork access

Select a nebwark authentication method:

IMicru:usu:uFt: amart Card or other certificate j Eruperties...[f

Authentication Made:

ilser or Compuker authenticakion

Max Authentication Failures: I 1 _Ij

v Cache user information For subsequent connections

ko this nekwark
Advanced... |

(0] 4 I Cancel apply

Step 8: In the Authentication Mode list, choose User or computer authentication.
Step 9: Click Properties.

Step 10: In Smart Card or other Certificate Properties, verify that the following settings are selected:
Use a certificate on this computer
Use simple certificate selection (Recommended)

- Validate server certificate

Step 11: In the Trusted Root Certification Authorities list, next to the root certificate for the CA, select the
check box, and then click OK. The certificate properties window closes.

Step 12: In the policy properties window, click Apply, and then click OK again.



Configure GPOs for wireless endpoints

This deployment uses GPOs to configure the 802.1X supplicant for wireless endpoints running Windows 7.
Step 1: On the AD console, navigate to Start > Administrative Tools > Group Policy Management.

Step 2: In the left pane, expand Forest: [local domain] > Domains > [local domain] > Group Policy Objects,
right-click Default Domain Policy, and then click Edit. The Group Policy Management editor opens.

E,.; Group Policy Management !E
2 File Action Wiew ‘Window Help | =] x|
& | Hma8 X e HE
{5 Group Folicy Management Default Domain Policy
=] _ﬁ Forest: cisco.local : : :
= 53 Domains Scope |Deta||s| SEttlngsl Delegatlnnl
= Z3 cisco local Links
IE; Default Domain Policy Dizplay links in this location: Icisco local j
2 | Damain Controllers -
31 Groups The following sites, domaing, and OUs are linked to this GPO:
8= Gr;:up Policy Ob]e_cts Location = I Enfurcedl Lirnk. Enabledl Fath
&5 Defaul Domain Cortrole B cisca local es es cizco.local
JEIR = 5l Domain Palicy ’ '
& WMI Filters
: | i
ﬂ Starter GPOs &GP Skatus 3
[ Sites I
5B Group Policy Modeling Back Up...
_:_ Group Policy Resulks Restore from Backup... an only apply o the follmsing groups, ugers, and computers:

Import Settings. .. I
Save Report. ..

*

Wi CISCONDomain Computers)

Mew window from Here

Copy Bemave | Eroperties |
Delete

Rename
Refresh

following ‘wikl filker:
Help j Open |
| | Hi

|O|:uen the GPO editor | |




Step 3: In the Group Policy Management Editor, navigate to Computer Configuration > Policies > Windows
Settings > Security Settings, right-click Wireless Network (IEEE 802.11) Policies, and then choose Create a
New Wireless Network Policy for Windows Vista and Later Releases.

B Group Policy Management Editor H=] E3
File  Ackion  Wwiew Help

&= ez | HE

_: Default Domain Controllers Policy [AD.CISCOLOCAL] Policy 4| | Name | Description | Tvpe
[=] & Computer Configuration . o
3 ™ Palicies There are no ibems ko show in this view,

_| Sofbware Settings
= | Windows Settings
~| Mame Resolution Policy
| Soripts (StartupfShutdowny
= 5)_;| Security Settings
5 Account Policies
5| Local Policies
Ef| Eventlog
4, Restriched Groups
4 System Services
4 Registry
A File System
i ‘Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
j Metwork Lisk Manager Policies
= {IEEE & ]

HEEFHBE

L‘#-

| Public Key Palicies
| Softwiare Restriction Policies
| Metwork Access Prokection

Creake & MNev

e . = alicy fFor Wwindo
Create & Mew Windows P Policy

HEHEEHERE

~| application Contral Policies Wigw »
,g IP Security Palicies on Active Directory | g op
_| Adwanced Audit Policy Configuration Bmmit ko

ol Policy-based QoS
| &Administrative Templates: Policy definitions (401 Help

-l Preferences -
- .. - £ .
dl | _’|_I l ]

|Create a new Windows Wista wireless group policy

Step 4: In the Custom Wireless Network Policy Properties box, on the General tab, give the policy a name and
description.

Step 5: Verify that Use Windows WLAN AutoConfig service for clients is selected.




Step 6: Click Add, and then choose Infrastructure.

Custom Wireless Network Policy Properties E
General INetwnrk Permissions I

Settings defined in this policy will apply ko all wireless interfaces of client
machines

Palicy Mame:

I Custom Wireless Metwork Policy

Descripkion:
I Wireless 802, 1% Palicy

v Use Windows WLAM AutoCaonfig service For clisnts

Connect to available networks in the order of profiles listed below:

Profile Mame | 551D | Authentication | Encry

:
o s

oK | Cancel | Apply |

Step 7: In the New Profile properties window, on the Connection tab, enter a Profile Name.

New Profile properties

Connection | Security I

Profile Mame:
IWLAN-D ata

Metwark Mame(z] [S510]:
|iWLf-'«N-D ata

Add...
Bemove |

Metwork Type: Access Point Bazed

¥ Connect automatically when this netweork is in range
¥ Connect to a more prefered network if available

[ Connect even if the netwark is not broadcasting

0K I Cancel




Step 8: In the Network Name(s) (SSID) box, enter the wireless network SSID, and then click Add.

Step 9: On the Security tab, in the Authentication list, choose WPA2-Enterprise, and then in the Encryption list,
choose AES.

Mew Profile properties
" Comnection  Security I

Select the zecunty methods for this nebwaorls

Authentication: I'W'P,é,z-E nterprize j

Encryption: IAES

Select a network authentication method:

Microzaoft: Smart Card or other certificate Properties. .

Authentication Mode:

IUSB[ or Computer authentication j

I

Maw Authentication Failures:

~ Cache user information for subzequent connections
to thiz network.

Advanced...

d

(1] I Cancel

Step 10: In the Select a network authentication method list, choose Microsoft: Smart Card or other
certificate.

Step 11: In the Authentication Mode list, choose User or Computer authentication.

Step 12: Click Properties.

Step 13: In the Smart Card or other Certificate Properties window, verify that the following settings are selected:

Use a certificate on this computer
Use simple certificate selection (Recommended)

- Validate server certificate

Step 14: In the Trusted Root Certification Authorities list, next to the root certificate for the CA, select the
check box, and then click OK. The certificate properties window closes.

Step 15: Click OK. The profile properties window closes.

Step 16: In the policy properties window, click Apply, and then click OK.

At this point, all endpoints running Windows 7 (and later) will have a 802.1X supplicant configuration pushed to
them the next time they log in to the domain or after the GPO policy is refreshed.



Deploying Cisco AnyConnect on Windows Endpoints

1. Install Cisco AnyConnect
Install Profile Editor

Create wired profile

= N

Create wireless profile

Cisco AnyConnect Secure Mobility Client can be used as an 802.1X supplicant on Windows endpoints, using the
Network Access Manager module. In this example deployment, the Network Access Manager is configured with
both wired and wireless profiles using digital certificates.

Install Cisco AnyConnect

To use Cisco AnyConnect Secure Mobility Client as your 802.1X supplicant on Windows endpoints, download the
latest version along with the Profile Editor. The latest Cisco AnyConnect Secure Mobility client and Profile Editor
can be downloaded from the following location:

http://software.cisco.com/download/release.html?mdfid=283000185&softwareid=282364313&release=latest

The Windows client is distributed as an ISO image and should be burned to a disk or mounted as a disk image by
using a utility that provides this function, such as the Virtual CD-ROM Control Panel from Microsoft. You must be
logged in with administrator privileges in order to install AnyConnect Secure Mobility Client.

The client can also be distributed using the Cisco ASA platforms. The ISO distribution method is covered here,
because the Cisco ASA distribution method is not available in every deployment situation.

Step 1: Start the installer for the Cisco AnyConnect Secure Mobility Client by launching the Setup program on
the disk.


http://software.cisco.com/download/release.html?mdfid=283000185&softwareid=282364313&release=latest

Step 2: Select AnyConnect Diagnostic and Reporting Tool and AnyConnect Network Access Manager, clear
all of the other check boxes, and then click Install Selected.

""} Cisco AnyConnect Secure Maohility Client Install Selector =N= |@

Select the AnyConnect 3.1.05

B AnyCennect VPN
AnyConnect VPN Start Before Login
AnyConnect Diagnostic And Reporting T ool
AnyConnect Network Access Manager
AnyConnect Posture
AnyConnect Telemetry
AnyConnect Web Security

Select All

B Lock Down Component Services

Install Selected
L

Step 3: Click Install Selected, verify the components selected to install, and then click OK.
Step 4: Click Accept. This accepts the license agreement, and the installation begins.

Step 5: After the installation completes, click OK. You may be asked to restart Windows to complete the
installation.

Install Profile Editor

Step 1: Locate the Profile Editor Installer downloaded previously, and then double-click it. The installation
process starts.

Step 2: If you are prompted to install Java Runtime Environment, click Next to install it, and then click Next again.
The installation of Profile Editor continues.

Step 3: Click Typical, and then click Install.

Step 4: On the Completing the Cisco AnyConnect Profile Editor Setup Wizard page, click Finish. The installation
completes.



Create wired profile

Step 1: Launch the Profile Editor by navigating to Start > All Programs > Cisco > Cisco AnyConnect Profiler
Editor > Network Access Manager Profile Editor.

Step 2: From the File menu, choose Open, and select C:\ProgramData\Cisco\Cisco AnyConnect Secure
Mobility Client\Network Access Manager\system\configuration.xml, and then click Open.

E'. ArryConnect Profile Editor - Metwork Access Manager

File Help

=3

1 Client Policy

: {§} Client Palicy .
Profile: Untitled
% Authentication Policy
i Networks Connection Setkings
Lt Nebwork Groups
Default Connection Timeout {sec.) 40
L Open (=
Look in: | system - Freem-
r E configuration.x
";:} =] internalConfiguration.sml
Recent Ttems | = wrerConfigurationxml
Desktop
Documents
Ly
Computer
=
| W) File: narme: configuration.:ml mﬁ‘
Network  Bles of type: [l Files -
Administrative Status
Service Cperation FIPS Mode
i@ Enable (") Disable () Enable (@ Disable




Step 3: If you wish to keep a copy of the original default XML configuration file for later use should you want to
be able to start from the beginning, then from the File menu, choose Save As, and then select C:\ProgramData\
Cisco\Cisco AnyConnect Secure Mobility Client\Network Access Manager\system\default-configuration.
xml. Before continuing, repeat Step 2 to open the original configuration.xml file again.

E". AryConnect Profile Editor - Network Access Manager EI@
Help
4 . .
Mess ssManager | Client Policy
Open.., ;Eon palicy Profile: ..ientiNetwork Access ManagerinewConfigFiles\configuration.xml
Sawve

| Conneckion Setkings
Sawe A, p, aroups
l} Default Connection Timeout (sec.) 40

Exit Connection Attempk:

Step 4: In the left panel, click Networks.

Step 5: Select the wired profile, and then click Edit.

Eﬁ ArpeConnect Profile Editor - Metwark Access Manager EIIEI

File Help

| Network Access Manager : Networks

8% Client: Pali . .
4k Clen wer Frofile: ...ility ClientiNetwork Access Managerisystemiconfiguration.xml
Authentication Policy
i hietworks Network i
-8 Nebwork Groups
Marne Media Tvpe Group®

Global

Step 6: Enter a name for the profile, and then click Next.

Step 7: On the Security Level tab, verify Authenticating Network is selected, and then click Next.

Step 8: On the Connection Type tab, verify Machine and User Connection is selected, and then click Next.
Step 9: On the Machine Auth tab, under EAP Methods, select EAP-TLS.

Step 10: Under EAP-TLS Settings, verify that Validate Server Certificate and Enable Fast Reconnect are
selected, and then click Next.



Step 11: Within the first of the two Certificates tabs, under Certificate Trusted Authority, verify that Trust any
Root Certificate Authority (CA) Installed on the OS is selected, and then click Next.

E". ApyConnect Profile Editor - Metwork Access Manager EI@

File Help

| Metwork Access Manager : Metworks
{88 Client Palicy Profile: ...ility ClientiNetwork Access Managenisystemiconfiguration.xml

% Authentication Policy

1\ Metwarks Media T

: Certificate Trusted Server Rules SRS
'ﬁ: Metwork Groups

Security Lewel

Connection Type
Machine Auth
Certificates

Credentials
User Auth
Certificates
PAC Files
Credentials

Certificate Field rMatch Walue

:Subject Alk, Mame v: :exactly makches v:

Add Save

Certificate Trusted Authority

(@) Trusk any Root Certificate Autharity (CAY Installed on the O3

() Inchude Riook Certificate Authority (CA) Certificates

&dd Remaove

et {}J ’ Cancel ]

Step 12: Within the first of two Credentials tabs, under Machine Identity, enter a value in the Unprotected Identity
Pattern box. In this deployment, change to host.[domain], and then click Next.

|"_“’1. AryConnect Profile Editor - Network Access Manager EI@

File Help

. Network Access Manager : Metworks

8 ClentPolicy Profile: ...ility ClientiNetwork Access Managerisystemiconfiguration.xml

-Bée Authentication Policy

iy Metwarks Machine Identity Media Type
i Netwark Groups Unprotected Identity Pattern: hast.[damain] Security Level

Connection Type
Machine Auth
Certificates
Credentials
User Auth
Certificates
PAC Files
Credentials
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Step 13: On the User Auth tab, under EAP Methods, select EAP-TLS, under EAP-TLS Settings, verify Validate
Server Certificate and Enable Fast Reconnect are selected, and then click Next.

Step 14: Within the second of two Certificates tabs, under Certificate Trusted Authority, verify Trust any Root
Certificate Authority (CA) Installed on the OS is selected, and then click Next.

Step 15: Within the second of two Credentials tabs, under User Identity, enter an unprotected identity pattern.
In this deployment, use [username]@[domain]. In the User Credentials section, select Prompt for Credentials,
and then verify Remember while User is Logged On is selected.

Eﬁ AryConnect Profile Editor - Netowork Access Manager EIIEI

File Help

| Metwork Access Manager : Metworks

{:} Client Pali mh n q
o Poley ) Profile: ...ility ClientiNetwork Access Managerisystemiconfiguration.xml
Authentication Policy
Metworks User Identity Media Type

= # Metwork Groups Lnpratected Identity Pattern: [username]@{domain] Sty e

Connection Type
Machine Auth

Certificates
Credential
User Credentials [orerriah
User Auth
(71 Use Single Sign On Credentials (Requires Smart Card) Certificates
_ Credentials
@ ¥ 1
() Remember Farewver
@ Remember whils User is Logged On
() Mever Remember
Certificate Sources Remember Smatt Card Pin

@ Smart Card or OS certificates ) ETE BT (R

® Smart Card certificates anly (0 Remember while User is Logged Cn

(@ MNewver Remember

[] Use Certificate Matching Rule

Certificate Field: Match:
Subject.0U Equals
Walue

Done N ’ Cancel ]

Step 16: Under Certificate Sources, verify Smart Card or OS certificates is selected, and then click Done.

The default wired policy is now modified with your settings and name. If you edit the policy again, the tab
selections can be different because of your updated selections.



Create wireless profile

Step 1: In the Profile Editor, in the left pane click Networks, and then click Add. This creates a new profile that
you customize for wireless.

Step 2: Enter a name for the profile, and then, for group membership, select In all groups (Global).

Step 3: In the Media Type tab, under Choose Your Network Media, select Wi-Fi (wireless) Network, enter the
SSID of the wireless network, and then click Next.

File Help

E‘. ApyConnect Profile Editor - Metwork Access Manager

= e =]

| Metwark Access Manager
{5} Client Policy

-8e Authentication Policy
ﬁ Metworks
‘ﬁ‘_’ Metwork Groups

K

| Networks

Profile: ..ility Client\Network Access Managerisystemiconfiguration.xml

Mame: Custom-wireless

Group Membership

7 Ingroup: Laocal netwarks

@ In all groups (Globaly
Choose Your Metwork Media
() Wired {802, 3) Network
Select a wired network if the endstations will be connecting to the network
with a traditional ethernet cable,
@ "Wi-Fi (wireless) Metwork
Select a wWiFi network if the endstations will be connecting to the network

via a wireless radio connection ko an Access Paint,

5510 (max 32 chars): Wil AN-Diaka
[ Hidden Metwark
|| Corporate Metwork
Association Timeouk 5 seconds

Cornmon Settings

Seript or application on each user's machine to run when connected,

Browse Local Machine

Connection Timeout 40 seconds

Media Type
Security Lewvel

et M ’ Cancel ]

Step 4: In the Security Level Tab, under Security Level, select Authenticating Network. Additional options are

displayed.




Step 5: While remaining on the Security Level tab, under Association Mode, change the selection to WPA2
Enterprise (AES), and then click Next.

E‘. ApyConnect Profile Editor - Metwork Access Manager EI@

File Help

| Metwork Access Manager : Networks

:-£8% Client Pal . . .

{22 Clen oy ) Profile: ...ility ClientiNetwerk Access Managerisystemiconfiguration.xml

-8e Authentication Policy

i Metworks Security Level Media Type
L Nebwork, Groups ) Open Netwark Security Lewel

Open networks have no security, and are open ko arybady within range. This is Connection Type
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*1 Shared Key Mebwork
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okher network infrastructure.,

502, 1% Settings
authPeriod {sec.} 30 startPeriod (sec,) 30

heldPeriod {sec.) &0 maxSkark 3

Association Made

’ et %J ’ Cancel ]

Step 6: In the Connection Type tab, under Network Connection Type, select Machine and User Connection,
and then click Next.

Step 7: In the Machine Auth tab, under EAP Methods, select EAP-TLS, verify Validate Server Certificate and
Enable Fast Reconnect are selected, and then click Next.

Step 8: In the Certificates tab, under Certificate Trusted Authority, verify Trust any Root Certificate Authority
(CA) Installed on the OS is selected, and then click Next.

Step 9: In the first of the two Credentials tabs, under Machine Identity, enter a value in the Unprotected Identity
Pattern box. In this deployment, change to host.[domain], and then click Next.

Step 10: In the User Auth tab, under EAP Methods, select EAP-TLS, verify Validate Server Certificate and
Enable Fast Reconnect are selected, and then click Next.



Step 11: In the second of two Certificates tabs, under Certificate Trusted Authority, verify that Trust any Root
Certificate Authority (CA) Installed on the OS is selected, and then click Next.

Step 12: In the second of the two Credentials tabs, under User Identity, enter an unprotected identity pattern. In
this deployment, use [username]@[domain].

Step 13: In the User Credentials section, select Prompt for Credentials, verify Remember while User is Logged
On is selected.

Step 14: Under Certificate Sources, verify that Smart Card or OS certificates is selected, and then click Done.

Eﬁ.ﬂ\nyCDnnectProﬁle Editor - Metwork Access Manager (== ] ==]
File Help

| Metwork Access Manager : Metworks

488 Clent Poliey Profile: ...ility ClientiNetwork Access Managerisystemiconfiguration.xml
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Step 15: From the File menu, choose Save. This updates the XML configuration file with the user-modified
settings.

E‘- AppConnect Profile Editor - Metwork Access Manager EI@
Help
Mew 55 Manager : Networks
Open... ;‘t’ion alicy Profile: ..ility Client\Network Access Managerisystemiconfiguration.xml
Save
: Network
Sawe fs,,, Caroups
Mame Media Tvpe Group®
Exit cuskom-wired [wired |Global
J cuskom-wireless |wireless |Global add...
o -
1 | Tech Tip

When you deploy the Cisco AnyConnect Secure Mobility Client to multiple
workstations, you can apply an identical policy by creating a customized installation
package.

To create the package, copy all the files from the installation disk to a temporary folder
(for example: C:\AnyConnect). Then follow the procedures to edit the profile. Copy
the configuration file containing the profile edits from C:\ProgramData\Cisco\Cisco
AnyConnect Secure Mobility Client\Network Access Manager\system\configuration.
xml into the temporary folder location, C:\AnyConnect\Profiles\nam\configuration.
xml.

Finally, copy the updated contents of the C:\AnyConnect temporary folder to
removable media, such as, CD, DVD, USB drive, etc., and use the media for workstation
installation. The custom configuration file is loaded and ready for use upon installation.

At this point, all Windows endpoints now have certificates deployed and are enabled to use 802.1X
authentication. On the wireless network, any device that doesn’t have a certificate uses PEAP to gain access to
the network. Monitor mode is running on the wired network, so endpoints that aren’t configured for 802.1X still
get access by using MAB.



Configuring Mac Workstations for 802.1X Authentication

1. Install root certificate on Mac OS X

2. Request user certificate

}

If you have Apple Mac endpoints, you have to manually obtain a certificate and configure 802.1X authentication.
The example deployment shows how you do this using Mac OS X 10.9.

Install root certificate on Mac OS X

To install a trusted root certificate on Mac OS X, you manually request the certificate from the CA and install the
certificate in the keychain.

Step 1: On the Mac, browse to the CA at https://ca.cisco.local/certsrv.
Step 2: Click Download a CA certificate, certificate chain, or CRL.
Step 3: Verify that the current certificate is selected.

Step 4: Verify that Encoding Method DER is selected.

Step 5: Click Download CA Certificate, and then save the certificate file.

Step 6: Locate the certificate file, and then double-click it. This launches the Keychain Access utility, and the
Add Certificates dialog box appears.

800 Add Certificates

Do you want to add the certificate(s) from the file

(ertifeerte »
a3 certnew.cer” to a keychain?

+)

Keychain: | login =

| View Certificates | | Cancel | E—Md—]




Step 7: Click Add. The certificate is added to the machine.

1 | Tech Tip

You may be prompted for credentials of a user with permission to change the
certificate trust settings.

Request user certificate

Next, you need to obtain a user certificate for the Mac. To do this, first you need to generate a certificate signing
request, and then request the certificate from the CA.

Step 1: In the Keychain Access utility, from the Keychain Access menu, choose Certificate Assistant > Request
a Certificate from a Certificate Authority.

& POE Yt File Edit View Window Help

® O About Keychain Access Keychain Access

Preferences... 8, k(;ertiﬁcams keychain. (q )

Keychain First Aid 8A
Certificate Assistant [ 2 Open...
Ticket Viewer TrK Create a Certificate...

Bs

m

E_T’ ! : Create a Certificate Authority...

@ { Services Create a Certificate For Someone Else as a Certificate Authority...

| iide KeyehainAccess 2
Hide Others C#H Set the default Certificate Authority... I
Show All Evaluate a Certificate...

Quit Keychain Access 30

Step 2: In Certificate Assistant, enter the Mac user’s email address and common name (typically the user’s first
and last names), select Saved to disk, and then click Continue.

800 Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: | taylor.smith@cisco.local v |

Common Mame: Taylor Smith

CA Email Address: [|

Requestis: () Emailed to the CA
(=) Saved to disk

[ | Let me specify key pair information

| Continue
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Step 3: Enter a file name and location, click Save, and then click Done.
Step 4: On the Mac, browse to https://ca.cisco.local/certsrv.
Step 5: Authenticate to the CA as the user for which you wish to obtain a certificate.

1 | Tech Tip

If you still have the browser window open from when you downloaded the trusted root
certificate, click Home in the upper right corner. This returns you to the main page of
the CA.

Step 6: Click Request a certificate.

Step 7: Click the option that starts with Submit a certificate request by use a base-64-encoded CMC or PKCS
#10 file.

Step 8: In a text editor, such as TextEdit, open the certificate request file saved in Step 3.
Step 9: Select all the text, and then copy it to the clipboard.

Step 10: In the browser, on the Submit a Certificate Request or Renewal Request page, in the Saved Request
box, paste the certificate contents.

Step 11: In the Certificate Template list, choose Custom User, and then click Submit.

Microsoft Active Directory Certificate Services -- CVD-lssuing-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal
request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

hEIdHZ iwhEuE4ULBAShSMUUjTXaF2 fyGWLASYRTR
Base-64-encoded |zewwgd+VDam¥nhi+X1P3JrpHtmCgATKVNOGPEDOL

certificate request |0 jFTkA+518zyh4gQ30+e8g5zH0k08FprRo++Xn72

(CMC or czNciBVE3/yDo+gUmEDDoGpp+cYw2yfxaelYIvvt
PKCS #10 or 2jfVIJozd AGXdbTTRY XwkQ7QbccLDFRA
PKCS #7): ----- END CERTIFICATE REQUEST=====

P
Certificate Template:

[ Custom User Template = ]

Additional Attributes:

Attributes:

| Submit > |

Step 12: Select DER encoded, and then click Download certificate. This saves the certificate.



Step 13: In Finder, locate the saved certificate, and then double-click it. The Keychain Access utility imports the
certificate.

Configure Mac OS X Supplicant

When accessing an 802.1X enabled network, Mac OS X will prompt you for a username and password. You

will be connected to the network using PEAP and this will be stored in a configuration profile. To configure the
802.1X to use certificates and EAP-TLS in Mac OS X, you manually create a configuration profile. This process is
documented in detail in the white paper 802.1X Authentication available from Apple.

Any device that doesn’t have a certificate that wishes to use 802.1X will use PEAP to gain access to the network.
Monitor mode is running on the wired network, so endpoints that aren’t configured for 802.1X still get access by
using MAC Authentication Bypass (MAB).

Enable Authorization

The network infrastructure is now configured for 8021.X authentication in monitor mode, and you have installed
certificates on the endpoints and configured their 802.1X supplicants. Upon successful authentication, the
endpoint is granted full network access. However, monitor mode allows for endpoints that fail 802.1X to access
the network using MAB. This is a good point in the deployment to stop to verify that certificates are deployed to
all endpoints and supplicants are configured correctly without impacting the users’ network connectivity. You can
monitor the logs to determine who is failing authentication and then correct those issues.

The next step is to deploy authorization to control network access from authenticated endpoints. The initial
authorization deployment uses low-impact mode. In low-impact mode, endpoints are authenticated with either
802.1X or MAB. MAB is used for devices that require network access but either don’t support 802.1X or don’t
have 802.1X configured. In this example, we are using MAB to authenticate IP phones and wireless access points
that we identify with device profiling. Any other device has to successfully authenticate with 802.1X, or it will not
have access to the network. After authentication, the endpoint is given full access to the network, but prior to
authentication, the endpoint only has access to the services necessary for authentication.


http://training.apple.com/pdf/WP_8021X_Authentication.pdf

Enabling Authorization for Wireless Access Points

1. Create an identity group
2. Create authorization profile

3. Create authorization policy

You create an authorization profile for wireless access points (APs) that is similar to the one for Cisco IP Phones,
which authorizes all traffic.

Create an identity group

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Profiling.

Step 2: In the left pane, verify that the Profiling Policies folder is selected.

ize-1 | admin | Logout

cisco Identity Services Engi ) Home  Operations | ¥ Policy | Administration | v

|4, Authentication @) Authorization | |« Profing | |@) Posture i) Client Provisioning |5 Security Group Access o, Policy Elements

Profiling Profiling Policies

[ 2] Selected 0 | Total ze9 G 55 .

e ol JEdt deadd  Qyouplicate MHoelete v Qalmport @ Expart v Shiow | 3

» E Frafiling Policies Profiling Policy Marne 4 | Policy Enabled Systern Type Description

> [ ogial Profies O cisco-ap-aronet-1240 Enabled Cisco Provided Policy for Cisco Alronet 1240
O cisco-ap-aronet-1250 Enabled Cizco Provided Policy for Cisco Alronet 1250
O Cisco-Access-Poiﬁt Enabled Cisco Provided Policy for all Cisco Access Po
O Cisco-DMP Enabled Cizco Provided Policy for Cisco Digital Mediaﬁ

Step 3: In the main Profiling Policies list in the Profiling Policy Name column, choose Cisco-Access-Point.

Step 4: In the Profiler Policy, for Create an Identity Group for the policy, select Yes, create matching Identity
Group, and then click Save.

ise-1 | admin | Logou

) Home  Operations | Paloy [ v Administration | v

|, Authentication |®) Authorization |4, Profiing | Posture [k Client Provisioning |5 Security Group Access & Policy Elermerits

Profiler Policy List = Cisco-Access-Peint

Profiling i
l = 1 Profiler Policy
B * Marme | Cisco-access-Point | Description | Policy for all Cisco Access Paints
G &
f Policy Enabled
Profiling Polici
" E rerina Feles * Minimur Certainty Factor | 10 ‘ (Walid Range 1 to 65535)
» [ Logical Profiles
* Extception Action| NONE -
* Metwiork Scan (NMAP] Action | NONE -

Create an Identity Group for the pnhcy@ ‘ez, create matching Identity Group
O Mo, use existing Identity Group hierarchy
Parent Policy Cisco-Device

* Associated Cod Type| Global Settings -

Systemn Type Cisco Provided

Rules
If Condiition | Cisco-Access-PointRulel Checkl L+ ‘ Then |Certamty Factar Increases v‘ ‘ 10 ‘ v
If Condition | Gigco-Access-PointRule3checks < | Then [ Certanty Factor Increases +|[10 || &~
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Create authorization profile

An authorization profile defines the specific access policies granted to the device. You create a policy for access
points to permit full access. Although there is already a similar built-in profile, creating a new one allows you to
modify the policy if you choose to make a more restrictive policy in the future.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Policy Elements > Results.

Step 2: In the left pane, navigate to Authorization > Authorization Profiles, next to the folder icon click the
Authorization Profiles text, and then in the main Standard Authorization Profiles pane, click Add.

ise-1 | admin |

) Home  Operations | Paloy [ v Administration | v

Authentication |®) Authorization |4, Profiing Posture Cliert Provisioning |5 Security Group Access & Policy Elernerits
Dictionaries Conditions Results

Results L
standard Authorization Profiles

[ o] Selected 0 | Total 5 & 435 .

L - J Edi %Add{b 50uplicst= | M Delsts Showy | B

v [ Authentication

[ Hame Description
v 5 Auvthonzation . . .
N i O Blackhole_wirsless_arcess Default profile used to blacklist wireless devices. Ensure that you configure a BLACKHOLE ACL on the wireless
» Authorization Profiles :
g8 O cisca_1P_Phones Default profile used for Cisco Phones.
» [ Downloadable ACLs O - -
» £ Iine Pasture Hode Profiles DenyAccess Default Profile with access type as Access-Reject
" O Mon_cisco_IP_Phones Default Profile used for Mon Cisco Phones,
5 Arofiing
O Permitsccess Default Profile with access type as Access-Accept

[ Glient Prowimioning

»
v [ Fosture
»

v [ Secusty Group Access

Step 3: In the Authorization Profile, in the Name box, enter Cisco_Aps.

ise-1 | admin |

) Home  Operations | v Poloy [ v Admiristration | v

|4, Authentication Authorization |, Profiing Posture Client Provisioning |5 Security Group Access & Policy Elernerits

Dictionaries Conditions Results

Autharization Profiles > New Authorization Profile

Results o
l 7] Authorization Profile

_ * Hame [ Cisco_aps |
L — )
» £ Authentication Description [ custom Profile for Cisco Access Points
~ B Avthonzation * Aeress Type [ACCESS_ACCERT =]

» ] Authorization Profiles
» [ Downloadable ACLs
» [ Inline Posture Node Profiles
v [ Frofing
v [ Fosture
v [ Chent Prowimoning
v [ Secusty Group Access

Service Template

i w Cormmon Tasks

DACL Name PERMIT &L TRAFFIC [~ H
WLAN
Woice Domain Perriission

‘web Redirection (CWaA, DRW, MDM, NSP, CPP)

¥ advanced atfributes Settings

Select an itemn [+] ‘ = | [~ ‘

¥ attributes Details

Access Type = ACCESS_ACCERPT
DACL = PERMIT_ALL_TRAFFIC
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Step 4: Enter a Description.
Step 5: Select DACL Name.

Step 6: In the DACL Name list, select PERMIT_ALL_TRAFFIC, and then click Submit.

The Cisco_APs profile is added to the list of standard authorization profiles.

Create authorization policy

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.

Step 2: For the Default rule, on the right, click the black triangle symbol, and then select Insert New Rule Above.
A new rule named Standard Rule 1 is created.

ise=l | admin |
/) Home Operations | v Polcy | v Administration | «

—_—————————
Authentication | [@) Authorization | [4) Profiing Pasture Client Pravisioning Security Group Access &% Palicy Elements

Authorization Policy

Define the authorization Policy by configuring rules based on identity groups and/for other conditions. Drag and drop rules to change the order,

| First Matched Rule Applies -

¥ Exceptions (0)

Standard
Status  Rule Name Conditions {identity groups and other conditions) Perrnissions
wireless Black List Default i* Blacklist 210 Wirsless_Access then  EBlackhole_Wireless_Access Edit |+
Profled Cisco IP Phones it Cisco-1P-Phone then  Cseo_IP_Phones Edit |«
Profled Mon Cisco IP Phones if Mon_Cisco_Profiled_Phones ther Won_Cisco_IP_Phones Edit | =
Default if no matches, then  PermitAccess o
Insert MNew Rule Ahnve

Step 3: Rename the newly created rule Profiled Cisco APs.

Step 4: In the Conditions column, next to Any, click the + symbol. A selection box opens.

ise-l | adwin |
4} Home  Operations | v Poloy | v Admiristration | v

—_—
Authentication |®) Authorization |4, Profiing Posture Client Provisioning |5 Security Group Access & Policy Elermerits

Authorization Policy

Define the Authorization Policy by configueing rules bazsed on identity groups andfor other conditions, Drag and drop rules to change the ordsr,

| First Matched Rule Applies v

» Exceptions (0)

Standard

Status  Rule Hame Conditions {identity groups and other conditions) Permissions
wireless Black List Default it Blacklist 210 virgless_Arcess then  Blackhole_Wireless_Access Edit | =
Profled Cisco IP Phones it Cisco-1P-Phone ther Cisco IP_Phones Edit | =
Profled Mon Cisco IP Phones it Mon_Cisco_Profiled_Phones thern Won_Cisco_IP_Phones Edit | *
~ | Profiled Cisca &Ps | Any = |aﬂd ‘ Caondition(s) L] ‘ theﬂl AuthZ Pr & | Done
Diefault if Edit | +

[ary Q) =

%entity Groups
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Step 5: From the list, next to Endpoint Identity Groups, click the > symbol, and then next to Profiled, click the >
symbol.

Identity Groups Endpoint Identity Groups
Pl 2
o iy . by
W Blacklist
[ Liser fdentty Groups » o Unknown
[ Endpoint fdenéty Groups l/\\g » | Praofiled
@ RegisteredDevices @

W GuestEndpoints

Step 6: Choose Cisco-Access-Point.

Profiled
[ A
@ =- .

W Cisco-IP-Phone
W workstation

W Cisco-Access-Paoint

b

Step 7: Under the Permissions column, next to AuthZ Profile, click the + symbol.



Step 8: In the list, next to Standard, click the > symbol, and then choose Cisco_APs.

ra - |PrDﬁIed (Cisco APs | if| Cis < |and | Condition(s) L+ | | selecta.. = | Dane

Default ifnoomatches, then PermitAccess

Select an item & = o

‘Hl Standard
[ 2]
|y Er G

EBlackhole_Wireless_Access

Cisco_aAPs {b

Zisco_IP_Phones

Step 9: On the rule, click Done, and then click Save. The updated Authorization Policy is displayed.

ise-l | admin | Logout | Feedback

) Home  Operations | v Polcy | v  Administration |

|, Authentication |®) Authorization |4, Profiing | Posture [t Client Provisioning |5 Security Group Access & Policy Elermerits

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order,

| First Matched Rule Appliss -

b Exceptions (0)

Standard
Status  Rule Name Conditions {identity groups and other conditions) Permissions
wireless Black List Default it Blacklist 210 virgless_Arcess then  Blackhole_Wireless_Access Edit |«
Profled Cisco IP Phones it Cisco-1P-Phone ther Cisco IP_Phones Edit | =
Profled Mon Cisco IP Phones it Mon_Cisco_Profiled_Phones thern Won_Cisco_IP_Phones Edit | *
Profied Cisco APs It Cisco-Access-Point then Csco_APs Edit | »
Default if no matches, then  PermitAccess Edit | =
Save Reset

Modifying the MAB Authentication Policy

1. Modify MAB authentication rule

}

Because you have deployed monitor mode, the current MAB authentication policy allows endpoints access

to the network even if they fail authentication. Now that you are implementing low-impact mode, you need to
modify the MAB policy to reject endpoints that fail authentication. This change works with the authorization
policies, which permit Cisco IP Phones and access points as the only devices authorized on the network without
performing 802.1X authentication.

Modify MAB authentication rule

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authentication.
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Step 2: On the MAB rule, click Edit. This displays the identity store for this rule.

|, Authentication

Authentication Policy

&) Autharization 4, Profiing 7 Posture 5} Client Provisioning Security Group Access ', Policy Elernents

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Palicy Type (O Smple (8 Rule-Based

Step 3: Next to Internal Endpoints, click the + symbol.

Step 4: In the If authentication failed and If user not found lists, choose Reject.

|4, Buthentication

Authentication Policy

E] Security Group Access

&) Autharization 4 Profiing 7 Posture ks Client Provisioning . Palicy Elerments

Define the Authentication Rolicy by selecting the protocols that 1SE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple (8 Rule-Based

YWired_hAB OR Wireless_MAB

Difault i Uze | Internal Endpoints l=| Actions

Identity Enurcellntema\ Endpaints

Options
If authentication faled | Reject -]

If user not found | Reject]

If process faled | Drop

o= 1T WSS bt For suthentications Using PEAP, LEAP, EAP-FAST or RADIUS MECHAP ad Edit |+
2121 it Is ot possible to continue processing when authentication falls or user is not found.
E4P-TLS_Mathines f E‘? If continue option is selected in these cases, requests will be rejected.
EAP-TLS Users OF Ne
Default [use AD|
Default Rule {If no match)  : Allow Protoc Edit | =

Step 5: Click anywhere in the window to continue, and then click Save.
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Enabling Authorization for Wired Endpoints

1. Create authorization profile
2. Create authorization policy

3. Enable low-impact mode and change of authorization

You enable authorization for wired endpoints that authenticate using digital certificates. At this stage, once
authenticated, the endpoint is granted full access to the network. This policy can be modified if you choose a
more restrictive policy in the future.

Create authorization profile

An authorization profile defines the specific access policies granted to the device. You create a profile for wired
endpoints to permit full access.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Policy Elements > Results.
Step 2: In left pane, navigate to Authorization > Authorization Profiles.
Step 3: Next to the folder icon, click the Authorization Profiles text.

Step 4: In the main Standard Authorization Profiles pane, click Add.



Step 5: In the Authorization Profile, add the Name Wired_Dot1X.

ise-l | admin | Logou

) Home  Operations| v Palicy [ v Administration | =

|4, Authenticaton  [s) Authorization [£) Profing [@) Pasture [ Client Provisioning |5 Security Group Access  o% Palicy Elements

Dictionaries Conditions Results

Autharization Profiles = New Authorization Profile

Results
Authorization Profile
[ Al .
- - Hame [ ywired Dotlx |
L Q.
V£ duthentication Description | Custom Profile for Wired Endpoints that have authenticated with 802.1X
» B Avthorzation * access Type [accESs accERT [ ~]
» Authy tion Profil
8 Authorization Profies Service Template
» [ Downloadable ACLs
» ] Inline Posture Node Profiles
v [ Arofiing
» Poxture
= ¥ Common Tasks
v [ chent Prowimoning
» [ Security Group Access -
{7 pact Name PERMIT_ALL_TRAFFIC [~] H
WLAN

Woice Domain Permiission

wWeb Redirection (CWa, DRW, MDM, NSP, CPP)

¥ advanced attributes Settings

Select an itemn Q-] o]

¥ atfributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_TRAFFIC

Step 6: Add a Description.
Step 7: Select DACL Name.

Step 8: In the DACL Name list, select PERMIT_ALL_TRAFFIC, and then click Submit.
The Wired_Dot1X profile is added to the list of standard authorization profiles.

Create authorization policy

Now you need to define an authorization policy for wired endpoints and apply the authorization profile.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.
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Step 2: For the Default rule, on the right, click the black triangle symbol, and then select Insert New Rule Above.
A new rule named Standard Rule 1 is created.

/) Home Operations | v Polcy | v Administration |«
Authentication | |y Authorization | £ Profiing Posture Client. Provisioning Security Group Access o', Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/for other conditions. Drag and drop rules to change the order,

| First Matched Rule Applies -

¥ Exceptions (0)

Standard
Status  Rule Name Conditions {identity groups and other conditions) Perrnissions
wiireless Black List Default It Blacklist 210 Wirgless_Access ther Blackhole_Wireless_Access Edit | »
Profiled Cisco IP Phones it Cisco-IP-Phone then Cisco_IP_Phones Edit |+
Profled MNon Cisca IP Phones it Mon_Cisco_Profiled_Phones then  Won_Cisca_IP_Phones Edit |«
Profied Cisco APs It Cisco-Access-Point then Cisco_APs Edit | =
Default if no matches, then  PermitAccess

Insert Kew Rule Abaw

Step 3: Rename the newly created rule Wired Dot1X Endpoints.

Step 4: In the Conditions column, next to Condition(s), click the + symbol. A selection box opens.

sl | a

) Home  Operations| v Palicy [ v Administration | =
Authentication | [s) Authorization | [4) Profiing Pasture Client Provisioning |5 Security Group Access &% Palicy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order,

| First Matched Rule Appliss -

b Exceptions (0)

Standard
Status  Rule Name Conditions {identity groups and other conditions) Permissions
wiireless Black List Default it Blacklist 210 virgless_Arcess ther  Blackhole_Wireless_Arcass Edit |
Profled Cisco IP Phones it Cisco-1P-Phone then  Cseo_IP_Phones Edit | =
Profled Mon Cisco IP Phones if Mon_Cisco_Profiled_Phones ther Won_Cisco_IP_Phones Edit | =
Profied Cisco APs It Cisco-Access-Point ther Cisco_APs Edit | *
- ‘ Wired Dot1¥ Endpoints O Any L) |aﬂd ‘ Caondition(s) Cﬁ“ theﬂl AuthZ Pr L] | Done

)

Default if no matche:

[ Select Existing Condition from Library | G0 or [ Craate Mew Condition (Advance Option) | &

Step 5: Click Select Existing Condition from Library.
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Step 6: In the Authorizations Conditions list, select Compound Conditions, click the > symbol, and then choose
Wired_802.1X.

Authorization Conditions Compound Conditions
Al L]
- . @ =- .
= 5;1'1;01"5 Conditions » Wired_S02, 1% @
| Compound Conditfons » Wired_MAE
C | Time and Dafe Conditions {:, Wireless_&02, 1%

Catalyst_Swikch_Local_web_authenti. .
WLiC_web_Authentication

=]

=]

=]

o Wireless_MAB
=]

=]

@ Mon_Cisco_Profiled_Phones
=]

Wireless_Access

Step 7: Under the Permissions column, next to AuthZ Profile, click the + symbol. A selection box appears.

# [@ ~ | wired Dotix Encpaints | [[any & || wired_soz1x < | Selecta. = Done
Default PermitAccess
Select an itemn =

Step 8: In the Select an item list, select Standard, and then choose Wired_Dot1X.

Profiles Standard

I

L o
o

L 4

@v

Blackhole_‘Wireless_Access

]

;

] ety Group

Cisca_pPs

[ Standard Cisco_IP_Phones

s I

Denyiccess
Mon_Cisco_IP_Phones

PermitAccess

‘Wired_Dot1 @



Step 9: Click Done, and then click Save. The updated Authorization Policy is displayed.

je=1 | admin | Logout | Feedback
.
Identity Services Engine — T
o 4 7Y Home  Operations | v Policy | v Administration | v Assistant = €3

|£, Authentication W |4, Profiing |F Posture |5 Clisnt Provisioring |&) Security Group Arcess & Policy Elements
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order,
| First Matched Rule Appliss -
b Exceptions (0)
Standard
Status  Rule Name Conditions {identity groups and other conditions) Permissions
wireless Black List Default Blacklist wireless_Arcess Elarkhole_Wireless_Access Edit | =
Profled Cisco IP Phones Cisco-1P-Phone Cisco_IP_Phones Edit | +
Profled Mon Cisco IP Phones MNon_Cisco_Profiled_Phones Mon_cCisco_IP_Phones Edit | +
Profied Cisco APs Cisco-Access-Point Cisco_APs Edit | =
wired Dot 1¥ Endpoints Wired_B02,1x Wired_Dot 1 Edit | v
Default Permiticcass Edit |
Save Reset

Enable low-impact mode and change of authorization

You now use the IOS CLI to configure the access switches for low-impact mode 802.1X.

You create an access list to limit traffic that is permitted on a port before it is authenticated, to allow only
the traffic that is required for the port to go through the authentication process. Permitted traffic typically
includes DHCP, DNS, TFTP for Preboot Execution Environment, and access to the AD domain controller. For
troubleshooting, you also allow ICMP echo and echo-reply traffic. The list denies all other traffic.

Authorization requires the use of RADIUS Change of Authorization (CoA) in order to change the state of the port
after authentication. This is not enabled by default, so you enable it.

On every access switch, perform the following configurations.

Step 1: Enable device tracking. Device tracking populates the dynamically learned IP address into the
downloadable ACL.

ip device tracking

Step 2: Create an access list in order to restrict traffic before authentication.

ip access-list extended PreAuth
remark Pre-authorization ACL customized for deployed environment
permit ip any host 10.4.48.10
permit udp any eq bootpc any eq bootps
permit udp any any eq domain
permit udp any any eq tftp
permit icmp any any echo
permit icmp any any echo-reply

deny ip any any



Step 3: Enable RADIUS CoA.

aaa server radius dynamic-author
client 10.4.48.43 server-key [radius key]
client 10.4.48.44 server-key [radius key]
auth-type any

Step 4: Apply authentication commands to the range of host interfaces.

interface range [interface type] [port number]-[port number]
ip access-group PreAuth in

authentication host-mode multi-domain

Enabling Authorization for Wireless Endpoints

1. Create authorization profile

2. Create authorization policy

}

You now enable authorization for wireless endpoints that authenticate using digital certificates. Once
authenticated, the endpoint is granted full access to the network. This policy can be modified if you choose a
more restrictive policy in the future.

Create authorization profile

An authorization profile defines the specific access policies granted to the device. You create a policy for
wireless endpoints to permit full access. By default, a client is given full access when joining the wireless
network, so you do not need to define an access list now.

Step 1: In a browser, access the primary Cisco ISE GUI, http://ise-1.cisco.local, and then on the main menu
bar, navigate to Policysection, > Policy Elements > Results.

Step 2: In the left pane, navigate to Authorization > Authorization Profiles.

Step 3: Next to the folder icon, click the Authorization Profiles text, and then in the main Standard Authorization
Profiles pane, click Add.

ity Services Engine o~ — e
() Home  Operations | v Polcy | v Administration | v > £
|4, Authentication  |@) Authorization |« Profiing  |@) Posture i) dient Provisioning |5 Security Group Access oY Policy Elements
Dictionaries Conditions Results
Results L
standard Authorization Profiles
[ Pl .‘ Selected 0 | Total 7 G 535
AT Ev Gy / Edi 4}:»:.1.1&] [Fy0uplicate | € Delete show [0l ~]%8
v 8 Authentication [ Hame Description
[ Authowiabion
e e O elackhole_wireless_sccess Default profile used to blacklist wircless devices. Ensure that you configure a BLACKHOLE ACL on the Wireless .
3 Authorization Prol
= : O disco_aps Custom Profile for Cisco Access Points

» [ Downloadable ACLs

» = Inline Fasture Node Profiles O Ccisco_IP_Phones Default profile used for Ciscn Phones.
N 77:,0‘%9 O Denyaccess Default Profile with access type as Access-Reject
» B Postuwe O won_cisco_IP_Phones Default Profile used far Non Cisco Phonas,

=
v [ Glent Arowsioning O Permitaccess Default Profile with access type as Access-Accept

=
v [ Securiky troup Access O wired_Dot1x Custom Profile for Wired Endpoints that have authenticated with 802, 1
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Step 4: In the Authorization Profile, add the Name Wireless_Dot1X.
Step 5: Add a Description.

Step 6: In the Access Type list, verify that ACCESS_ACCEPT is selected, and then click Submit. The
Wireless_Dot1X profile is added to the list of standard authorization profiles.

ise-l | admin | Logout

/) Home Operations | v Polcy | v Administration |«

e
|4, Authentication  [@) Authorization | Profiing  |@) Posture  |&) Cient Provisioning |5 Security Group Access &% Policy Elements
Dictionaries  Conditions  Results

Authorization Profiles = New Authorization Profile

Results
l = 1 Authorization Profile
N B *Name [ wireless_Dot1x |
L e
V£ Authentication Description | Custom Prafile for wireless endpoints that hawe authenticated with 202, 1]
* & Avthorzation *access Type [access accepT [ ~]

» [ Authorization Profiles
» ] Downloadable ACLs
» ] Inline Posture Node Profiles

Sarvice Template

v [ Profing
» Poxture
= ¥ Common Tasks
v [ Chent Provimioning
» [ Security Group Access -
DACL Name H
WLAN

Woice Domain Permiission

wWeb Redirection (CWa, DRW, MDM, NSP, CPP)

¥ advanced attributes Settings

Select an itemn Q-] o]

¥ atfributes Details
Access Type = ACCESS_ACCEPT

Create authorization policy

Now you need to define an authorization policy for wireless endpoints and apply the authorization profile.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.
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Step 2: For the Default rule, on the right, click the black triangle symbol, and then select Insert New Rule Above.
A new rule named Standard Rule 1 is created.

4 Home Operations | v  Policy [ v Administration |
Authentication Authorization | [4) Prafiing Posture Client Pravisioning Security Group Access &% Palicy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andyor other conditions, Drag and drop rules to change the order,

| First Matched Rule Appliss -

b Exceptions (0)

Standard

Status  Rule Mame Conditions (identity groups and other conditions) Permissions

wireless Black List Default i Blacklist 21D Wireless Access ther Blackhole_wircless_Access Edit | =
Profiled Cisco IP Phones it Cisco-IP-Phone ther Cisco_IP_Phones Edit |
Profiled Mon Cisco 1P Phones i Won_Cisco_Profiled_Phones thern Non_Cisco_IP_Phones Edit |
Profiled Cisco APs if Cisco-Access-Point thern Ciern_APs Edit | =
wired Dot1x Endpoints i Wired_202.1% thern Wired_Dot1x Edit | =
Default if no matches, then  PermitAccess

Insert Mew Rule Ahov

Step 3: Rename the rule Wireless Dot1X Endpoints.

Step 4: For the new rule, in the Conditions column, next to Condition(s), click the + symbol. A selection box
opens.

et | edmin | Logout

4% Home  Operations | v Palicy | v Administration | »
E Authentication E Authorization E Profiling E Posture E Client Provisioning E Security Group Access &, Policy Elements

Authorization Policy

Define the Autharization Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules 1o change the order,

‘ First Matched Rule applies -

» Exceptions (0}

Standard

Status  Rule Name Conditions {identity groups and other conditions) Permissions
Wireless Black List Default it Blacklist ~/D Wireless_Access e Blackhole_Wireless_sccess Ed
Profiled Cisoo [P Phones if Cisco-IP-Phone e Cisco_IP_Phones Ed
Profiled Non Cisco 1P Phones it Won_Cisco_Profiled_Phones #en Mon_Cisco_IP_Phones Ed
Profiled Cisco APs it Cisco-Access-Point ten Cisco_aPs Ed
Wired Dot1xX Endpoints it Wired_802.1% Hen wired_Dotlx Ed

7’ - | ‘Wireless Dot1x Endpoints | Any || Select Attribute u{'_"ﬁ then‘ Auth? Pr ¢ Da
Default if no matches|

| Select Existing Condition from Library | | & o [ Create New Condition (Advance Option) 1 i

Step 5: Click Select Existing Condition from Library.
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Step 6: In the Authorizations Conditions list, select Compound Conditions,

Authorization Conditions

[

@ v
T Sivye Corations

|—]

| Campaundg Conaitions

—

C | Time g Date Conditions

|—]

-

Compound Conditions

[ o]

-

-

1

Wired_802.1%

Wired MAB

Wireless 802, 1x

Wireless MAB
Catalyst_Switch_Local_Wweb_Authen...
WLC wWeb suthentication

Mon_Cisco_Profiled_Phongs

HE E B B B EBE B BE

Wireless_Access

and then choose Wireless_802.1X.

Step 7: Under the Permissions column, next to AuthZ Profile, click the + symbol. A selection box appears.

‘ Wireless Dot1x Endpoints ‘

Default

| Any

[ Wireless_B02.1% 3

Permiticcess

Select an item @ Dione

HSB\E[t an item =

Step 8: In the Select Items list, select Standard, and then choose Wireless_Dot1X.

Profiles

l

-

&~

== frifine Pasture Mg

[ Secwty Group
= Standad

Standard
[ A

Blackhiole_Wireless_Access
Cisco_APs
Cisco_IP_Phones
DernyAccess
MNon_Cisco_IP_Phones
Permit4ccess
Wired_Dot1x
Wireless_Dot1x
0




Step 9: Click Done, and then click Save. The updated Authorization Policy is displayed.

ise-1 | admin | Logout | Feedback
’j’_\ Home  Operations | v Policy [ v Administration | v

_—
|2, Authentication |8, Autharization |4, Profiling |, Posture |6 Client Pravisioning |2 Security Group Access & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule applies -

» Exceptions (0)

Standard

Status  Rule Name Conditions (identity groups and other conditions) Permissions

‘Wireless Black List Default I” Blacklist /0 Wireless_aAccess ther  Blackhole_\Wireless_Access Edit | v
Profiled Cisco IP Phones i© Cisco-IP-Phone then Cisco_IP_Phones Edit | »
Profiled Non Cisco IP Phones I Won_Cisco_Profiled_Phones e Mon_Cisco_IP_Phones Edit |
Profiled Cisco APs it Cisco-Access-Point ther Cisco_APs Edit | *
‘Wired DotlX Endpoints 1T Wired_202.1x Hhen Wwired Dot Edit | *
Wireless DotlX Endpoints I Wireless_802.1x ther wiireless_Dotlx Edit | +
Default if no matches, then Permithccess Edit | =

Modifying the Authorization Policy to be Closed

1. Modify default rule

}

The authorization policy previously created is an open policy. The default rule at the end specifies that if an
incoming authorization request doesn’t match one of the specific rules defined, it permits access to the network.
Because low-impact mode is enabled, you need to change this rule in order to deny access to any request that
doesn’t match one of the specific rules.

Modify default rule

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.
Step 2: In the row for the default rule, click Edit.

Step 3: In the Conditions column, next to PermitAccess, click the + symbol. A selection box opens.
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Step 4: In the list, select Standard,

and then choose DenyAccess.

Profiles

[

L]

G-

[ Frlne Posture Mbds
[ secuty Group
[ standard

n

@v

Standard

A |

Cisco_APs
Cisco_IP_Phones
DenyAccess
NDn_Cisca_IF{'?:'thes
Permit4ccess
Wired_Dot1x
Wireless_Dot1x

Blackhiole_Wireless_Access

"

@v

Step 5: Click Done, and then click Save. The updated Authorization Policy is displayed.

i1 | admin | Logout | Feedbad

4> Home  Operations| v Policy|w  Administration | v

E Authentication E Authorization

Authorization Policy

| First Matched Rule applies -

Standard

< I < < T < O < I < I <
g
&

» Exceplions (0)

Rule Marne

‘wireless Black List Default
Frofiled Cisco IP Phones
Profiled Non Cisco IP Phones
Profiled Clsco 4Ps

‘Wired Dotlx Endpoints
‘ireless Dot1X Endpoints

Default

E Profiling

|@) Posture |ta Client Provisioning | Security Group Access

Conditions (identity groups and other conditions)

=

Blacklist /0 Wireless_Access

=

Cisco-IP-Phone

=

Mon_Cisco_Profiled_Phones

=

Cisco-Access-Point

=

Wired_B02.1x

=

Wireless_802.1x

if no matches, then DenyAccess

Define the Autharization Palicy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the arder.

& Palicy Elerments

Ferrnissions
thern Blackhole_wireless_scoess Edit |
e Cisco_IP_Phones Edit | *
then Mon_Cisco_IP_Phones Edit | *
then  Cisco_APs Edit | *
thern Wired_Dotlx Edit | »
e Wireless_Dot1x Edit | »

Edit | »
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Enabling EAP Chaining

1. Enable EAP Chaining
Create authentication policy
Create authorization profile
Create authorization rule

Configure AnyConnect wired profile

o @ & W N

Configure AnyConnect wireless profile

You have deployed both machine certificates and user certificates to Microsoft Windows workstations. However,
only one of the certificates is used for authentication—the user certificate when a user is logged in and the
machine certificate when one isn’t. EAP Chaining allows you to authenticate using both certificates by using the
Cisco AnyConnect Secure Mobility Client 3.1.

Procedure 1 Enable EAP Chaining

Step 1: Connect to the primary Cisco ISE GUI, http://ise-1.cisco.local, and then on the main menu bar,
navigate to Policy > Policy Elements > Results.

Step 2: In the left pane, navigate to Authentication > Allowed Protocols, and then select Default Network

Access.
ise1 | admin | Logout | Feedback
ity Services Engine — Te——
¥ 2 4 Home  Operations | v Policy | *  Adminigtration | v

|4, Authentication &, Authorization |4, Profiling |@, Posture | Client Provisioning |2 Security Group Access & Palicy Elerments

'1

Dictionaries Conditions Results

Allowed Protocols Services List > Default Network Access -
Results
[ } Allowed Protocols
£ Name | pefault Network Access
av |k "-\:'.ﬁ- Description | Default 4llowsd Protocol Service

* | Authentiation

* || Slowed Protocals

i Defau + Allowed Protocols

» | Authonzstio

Step 3: In the Allowed Protocols list, near the bottom of the Allow EAP-FAST section, select Enable EAP
Chaining, and then click Save.

‘Enable EAP Chaining!
] Preferred EAP Protocol LEAP

| Reset |
4
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Create authentication policy

You have authentication rules defined for both machine and user authentication. You need to create a new rule
for EAP chaining for both wired and wireless endpoints.

Step 1: Navigate to Policy > Authentication.

Step 2: In the row for the Dot1X rule, click Edit. The identity store used for this rule is displayed.

jse-1 | admin | Logout | Feedback

4> Home  Operations| v Policy|w  Administration | v

—_—
E Authentication E Authorization E Profiling @ Fosture E Client Provisioning E SeCurity Group ACCess & Palicy Elerments

Authentication Policy

Define the Authentication Policy by selecting the protocals that ISE should use to communicate with the netwark devices, and the identity sources that it should use for authentication.
Policy Type () Simple (8) Rule-Based

MAB cIf Wired_MAR OR Allow Protocols 0 Default Metwork Access and Edit | »
Wireless_MAR
Default ruse Internal Endpoints
ﬂ Dotlx o If Wired_802.1x OR Allow Protocols ¢ Default Metwork Access and Egiit | +
Wireless_B02, 1
¥ . Network Access Eapauthentication EQUALS EAP-TLS AND
EAP-TLS_Machines Radius User-Narme STARTS WITH... use Dotly_Machine_Certs
EAP-TLS_Users If Metwork Access:Eapauthentication EQUALS EAP-TLS use DotlX_User_Certs
Default ‘use AD1
Default Rule {If no match) ¢ allow Profocols 0 Default Network Access and use : Internal Users Edit | =

Step 3: Within the first sub-rule called EAP-TLS_Machines, in the Actions list at the right, choose Insert new

row above.
- | Dot | L If ‘ Wyired_B02. 1% OR Wireless_802 1% [ Allw Protorols | pefault Metwork Access ~) ‘ and o Dane
- |EAP—TLS_Machines | v If | Metwork Access EapAuthentication & Use | Datl¥_Maching_Cets < | Actions =

e Insert new row abuve@

- |EAP-TLS?Users | v If | Metwork Access:EapAuthenticatior & s Dot1%_User_Certs <P o Insert new raw below

u.}; Duplicate above

Default D Use o Duplicate below

g.f Delete

Step 4: Name the inserted rule EAP-Chaining, and then next to the Enter Condition box, click the box symbol.
The Expression Builder opens.

Expression Builder

[ Select Existing Condition frarn Library J i o [ Create Mew Condition (Advance Option) J i

I::'F. Cancel

Step 5: Click Create New Condition (Advance Option).
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Step 6: In the Expression list, select Network Access, and then select EapAuthentication.

Dictionaries Network Access

l A1 A
av =- . @ =~ .

|| Abesnace > @ Device IP Address

|| CERTIRCATE » u MetworkDeviceMame

| dsoo > o LserMarne

|| Gisro-085W » W ISE Host Mame

|| Qsca-lEAE000 > o Protocol

[ 2ewee > B AuthenficationtMethod

|| Mirasart > o UseCase

|| hetwark Access ﬁ u EapTunnel

|| Radlus > o Eapauthentication @

Step 7: In the second list, click Equals.

Step 8: In the last list, choose EAP-TLS, click the gear icon at the end of the condition, and then choose Add

Attribute/Value.

Expression Builder

E Add All Conditions Below to Library

Condition Mame Expression

Metwork Access:E...

| | Equals v

[EaP-TLS

Add Attribute Malue
Add Condition frorn Li

Cuauelimm b

Ll
[

ary

-




Step 9: In the newly created row, in the Expression column, select Radius, click the arrow, and then choose

User-Name--[1].

Dictionaries Radius
[ CIREN o |
av|=- . @ =~ i
[ Abespacs S W User-Mame--[1] J+
| EERTIRICATE ] o MASIP-Address--[4]
[ dsco S W MNAS-Port--[5] E
| Qsca-GE5M > 2 Service-Type--[6]
[ Slsca-VEAO00 S W Framed-Protocol--[7] m
| Dewee > @ Framed-IP-Address--[2]
| Micrasaft S W Framed-IP-Metrmask--[9]
| Metwark Access > @ Filter-ID--[11]
[ Radlius H W Framed-Compression--[13]
{b @ Login-IP-Host--[14]
w Calback-MNurmber--[19]
o State--[24]

Step 10: In the next list, choose Equals.

Step 11: In the last box, type anonymous, and then click OK.
Expression Buider x
H Add All Conditions Below to Library

Condition MName Expression AND
[Metwork Access:E... O | [Equals  ~| |[E4P-TLS | a0 &,
|Radius:User-Name | | Equals r| |anDnymDus | ‘},

Q| Cancel |

Step 12: Next to Internal Users, click the + symbol. A selection box opens.

# B+ |potix

| CIf ‘ Wired_B02.1% OR Wireless_B02.1X : | Allow Protocals :‘Defau\t Network Access

- |EAP7Cha\mng

|:\f

-+ [EAP-TLS Machines

|:\f

MNetwork Access:EapAuthenticatior

Metwork Access:Eapauthenticatior

=T

B e

Interal Users @

Options

and

Done

-

Actions « ‘ ‘

Identity Suurce‘ Internal Users




Step 13: In the Identity Source list, choose the identity source sequence for machine authentication that you
created in Procedure 2, “Create machine authentication policies,”

Identity Source List

L |

— .y
- | — W Jol
& ‘- LL'w

Internal Endpoints
Internal Users

Guest Lsers

a0l
Guest_Portal_Sequence

Sponsor_Portal_Sequence

]

o

]

o

]

o

W MyDevices_Portal_Sequence
w Dotlx_Users

W Dotlx_Machines

W Dotlx_User_Certs

W Dotlx Machine_Certs
o

Cenyhccass

Step 14: Using the default options for this identity source, click anywhere in the window in order to continue, and
then click Save. The updated Authentication Policy is displayed.

E Authentication &, Authorization 44, Profiling @, Posture s, Client Provisioning =, Security Group Access ', Policy Elements

Authentication Policy

Defing the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication,
Policy Type () Simple  (8) Rule-Based

i MAB L If Wired_MAR OR Allow Protocols - Default Metwork Access and Edit | »
L Wireless_MaB
n Default ‘uge  Internal Endpoints

Default Rule (If no match) : Allow Protocols : Default Network Access and use ¢ Internal Users Edit | =
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Create authorization profile

An authorization profile defines the specific access policies granted to the device. You create a policy to permit
full access for devices that pass both user and machine authentication. Although there is already a built-in
profile that permits full access, creating a new one allows you to modify the policy if you choose to make a more
restrictive policy in the future.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Policy Elements > Results.

Step 2: In the left pane, navigate to Authorization > Authorization Profiles, next to the folder icon click the
Authorization Profiles text, and then in the main Standard Authorization Profiles pane, click Add.

ise-1 | admin | Logout | Feedback
’j'} Home — Operations | ¥ Policy | v administration | v

E Authentication E Authorization E Profiling E Posture E Client Provisioning E Security Group Access & Policy Elements
Dictionaries Canditions Results
Results . )
Standard Authorization Profiles

( 0 W Selected 0 | Total 5 6 435
Qav|E S J Edt -{FM% EyDupicate | 3¢ Delete Show | All v “ ‘o
v B Authentication [ Mame Description
v [ Authonzath

= 7“ e ; [ elackhole_Wireless_4ccess Default profile used to blacklist wireless devices, Ensure that you configure 2 BLACKHOLE ACL on t...

» [ Authorization Prafiles : . .

T B —————— [ cisco_apPs Custom Profile for Cisco Access Points
» || Dowrlnadahle AC1s
— [ cisco_1P_Phones Default profile used for Cisco Phones.
» [ Irline Posture Mode Profiles
- . [ penyaccess Default Profile with access type as Access-Rejact
» [ Arofilng
_ O Mon_Cisco_IP_Phones Default Profile used for Mon Cisco Phones.
» [ Posture
v [ Glant Provisioning [ Permitaccess Default Profile with access type as Access-Accept
v [ Secuity Sroup Access [ wired_Dotwx Custom Profile for Wired Endpoints that have authenticated with 802, 1x
[ wirsless_botix Custom Profile for Wireless endpoints that have authenticated with 802, 1%

Step 3: In the Authorization Profile, add the Name User+Macine-Cert.
Step 4: Add a description.

Step 5: Select DACL Name.
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Step 6: In the DACL Name list, choose PERMIT_ALL_TRAFFIC, and then click Submit.

ise-1 | admin | Logout | Feedback

{j'} Home  Operations | v Policy [ v Administration | »

|2, Authentication |8, Autharization |4, Profiling |, Posture |6 Client Pravisioning |2 Security Group Access & Policy Elerments
Dictionaries Conditions Results

#uthorization Profiles = New Authorization Profile
Results
[ = 1 Authorization Profile
N — * Name | Usar-+Machine-Cert |
Qav|Er Qb
v 5 Authentication Description | Custom Profile for EAP-Chaining of User and Machine certs

v [ Authorzstion

3 @ Buthorization Profies

» [ Dowrloadable ACLs

» [ Irline Posture Node Profiles
v [ Profing
» [ Posture
»
»

* access Type [accESS_ACCERT [+]

Service Template

) cient Provisions  Commaon Tasks
= FOVSOrWIG
[ Security Qou Access i
DACL Marme PERMIT_ALL_TRAFFIC | - | H

WLARN
“oice Domain Permission

wieh Redirection (CYa, DRW, MDM, MSP, CPPY

-

¥ Advanced Atrbutes Settings

Select an item (v] | = | (v] |

¥ Attributes Detals

Access Type = ACCESS_aCCEPT
DACL = PERMIT_ALL_TRAFFIC

w[ Cancel |

Create authorization rule

Now you define an authorization policy and apply the authorization profile.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.
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Step 2: For the Profiled Cisco APs rule, on the right, click the black triangle symbol, and then select Insert New
Rule Below. A new rule named Standard Rule 1 is created.

ise-1 | admin | Logout | Feedback

"j'} Home  Operatons | v Policy [ v Administration | v

—_—
E Authentication @ Authorization E Profiling Lﬁ‘ Posture E Client Provisioning E Security Group Access & Policy Elements

Authorization Policy

Define the authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule applies -

» Exceptions (0)

Standard

Status  Rule Mame Conditions (jdentity groups and other conditions) Permissions

‘Wireless Black List Default i" Blacklist 2D Wireless_aAccess ther Blackhole_Wireless_access Edit |

Profiled Cisco IP Phones it Cisco-IP-Phone ter Cisco_IP_Phones Edit | *

Profiled Non Cisco 1P Phones it Won_Cisco_Profiled_Phones Hen Mon_Cisco_IP_Phones Edit |

Profiled Cisco APs ' Cisco-Access-Point o Clsco_APs et |
Inzert New Rule Above

‘wired Dot1x Endpoints i Wired_802.1x e wired_Dot1x Insert New Rule BEIUW@ "
Duplicate above

‘Wireless Dotlx Endpoints T Wireless_B02, 1%, then Wireless_Dotlx | Duplicate Below r
Delete

Default if no matches, then DenyAccess Edit | »

Step 3: Rename the rule EAP Chaining Machine and User.

Step 4: In the row for the new rule, in the Conditions column, next to Condition(s), click the + symbol. A selection
box appears.

ra - ‘ E&F Chaining Maching and User | Any &P |and ‘ Conditian(s) %‘ | AuthF Pr [+ Done

‘Wired DotlX Endpoints
[ Select Existing Condition fram Library | @0 gr [ Creatz Mew Condition {Advance Option) | 7

‘Wireless Dot1x Endpoints

Step 5: Click Create New Condition (Advance Option).
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Step 6: In the Expression column, in the Select Attribute list, select Network Access, and then choose
EapAuthentication.

Dictionaries Network Access

| 5] || 2]
&=~ - || |TIET '
| DElWeE — g AuthenticationIdentityStore 1
[ CERTIFCATE ’ @ RADIUS Server Sequence

[ Metwork Accass {5 @ RADIUS Server

[ snaPomts * B GroupsOrattributesProcessFaiure

| fgentityGrous * - g wWasMachinesuthenticated

[ itamalisar » @ Protocol

| Session * u AuthenticationMethod

C ACe ' B UseCase r
L] Radlus ' W AuthenticationStatus

] o | u EapTunnel

[~ C*%CG'SSW ' u Eapbuthentication {}_..,)

[ dsco-ViPNGE00 P . & EapChainingResult =

Step 7: In the next column, choose Equals.
Step 8: In the final column, choose EAP-TLS.

Step 9: Click the gear icon at the end of the rule, and then select Add Attribute/Value.

L4 v | EAP Chaining Maching and User | ‘ Any ] ‘ | Metwork Access EapAuthentication | Auth? Pr n, Dohe
[ add &ll Conditions Below to Library \iired_Dot1x Edit | =
Condition Name Expression Wireless_Dotlx Edit | =
|Netw0rk AccessE.. | | Equals r‘ |EAF‘7TLS .;l\.,

Edit | =

Add AtlributeYalue
Add Condition from Lilﬁgry




Step 10: In the new row, under the Expression column, in the Select Attribute list, click Network Access, and

then click EapTunnel.

Fe aa -

m

Dictionaries

[ Al
@~ =~ i
[ peviee 3
|| CERTIRCATE >
| Metwark Access {5
[ ShdPoits ¥
| fdentityarous >
[ itamalisar *
| Sefson »
C ARy >
| Radlus »
|| G0 »
| Csro-8350 »
B cisco-ven3oon >

Network Access

[ o]

=R

asuthenticationldentityStore

i

RADILS Server Sequence
RADIUS Server
GroupsOrAttributesProcessFailure
WasMachineAuthenticated
Protocal

AuthenticationtMethod

UseCaze

AuthenticationStatus

EapTunnel

Eapauthentication

E § E B E B E B BE R EEH

EapChainingResult

-

m

1

Step 11: In the next column, choose Equals.

Step 12: In the final column, choose EAP-FAST.

Step 13: Click the gear icon at the end of the rule, and then select Add Attribute/Value.

s - |EAP Chaining Machine and User | ‘ Any | ‘ | Metwark Access:EapAuthentication
B Add all Conditions Below to Library
Condition Narme Expression
|Netw0rk AccessiE.. | | Equals r‘ |EAF‘7TLS | AND
|Netw0rk AccessiE.. | | Equals v‘ |EAF‘7FAST |

Auth? Pr. W

Wired_Dot1x

Wireless_Dot1x

Add AtlributeYalue
dd Condition from

ngar

Dorne

Edit | =

Edit | =

Edit | =




Step 14: In the new row, under the Expression column, in the Select Attribute list, select Network Access, and
then choose EapChainingResult.

Dictionaries Network Access

[ 5] ||| o]

G =~ . Qv =~ .

o pevies > @ authenticationIdentityStore 1
B CERTIRCATE ' U RADIUS Server Sequence

I fvetwork Arcess {h_%) u RADIUS Server

8 EndPoints ' W GroupsOrattributesProcessFaillre

[ fdertity oy ' - g WasMachinesuthenticated

[ itamalisar » @ Protocal

[ Session ' W AuthenticationMethod

—] ADI ' b UseCase =
L] Radlus ' W AuthenticationStatus

] o | u EapTunnel

W CEro-oe5M * U EapAuthentication

= ?fm' w‘j ‘Iﬂ"fg oo il i b EapChainingResult {b =

Step 15: In the next column, choose Equals.

Step 16: In the final column, choose User and machine both succeeded, and then click anywhere in order to
continue.

Step 17: In the Permissions section, next to AuthZ Profile(s), click the + symbol.

Step 18: In the Select an item list, click Standard, choose the User+Machine-Cert authorization profile that
you created in Procedure 3, “Create authorization profile.”

Profiles Standard
CIRE o |
: v v v =T v
[ #une Posture Mogis S Blackhole_Wirsless_Access
= SecUnty oL » Cisco_APs
[ Stangad > Cisco_IP_Phones
@ DenyArCcess

Mon_Cisco_IP_Phones
Permit&coess
Lser+Machine-Cert,
Wired_Dot1X
Wireless_Dot 1




Step 19: Click Done, and then click Save. The updated Authorization Policy is displayed.

ise1 | admin | Logout | Fecdback
"
Identity Services Engine —
¥ 2 /0% Home  Operations | v Policy | Administration | » Setup Assl

[j Authertication |8, Authorization [ﬁ Priofiling B Posture |6y Client Frovisioning [; Security Group Access & Palicy Elements
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules to change the order,
‘ First Matched Rule applies -
» Exceptions {0}
Standard
Stats  Rule Name Conditions (jdentity groups and other conditions) Perrnissions
u \Wireless Black List Default Blacklist Wireless_Access Blackhole_\Wireless_access Edit | *
Profiled Cisco I Phones Cisco-IP-Phone Cisco_IP_Phones Edit | *
Profiled Mon Cisco IP Phones Mon_Cisco_Profiled_Phones Mon_Cisco IP_Phones Edit | »
Profiled Cisco APs Cisco-Access-Point Cisto_APs Edit | *
EAP Chaining Machine and User Metwork Access:EapAuthentication EQUALS EAP-TLS MEtwork User+iachine-Cert Edit | *
Access EapTunnel EQUALS EAP-FAST MNetwork
ArcessEapChainingResult EQUALS User and maching both succeeded
Wired Dot1X Endpaints ‘ired_802.1x% ‘wired_Dot1x Edit | *
WWireless Dot1X Endpoints Wwireless_802,1% Wireless_Dotix Edit | *
Default DenyAccess Edit | *

Configure AnyConnect wired profile

The AnyConnect client was installed in the process “Deploying Cisco AnyConnect on Windows Endpoints.” You
now configure the Cisco AnyConnect Secure Mobility Client to use EAP Chaining.

Step 1: On the client running AnyConnect, Launch the Profile Editor by navigating to Start > All Programs >
Cisco > Cisco AnyConnect Profiler Editor > Network Access Manager Profile Editor.

Step 2: From the File menu, choose Open, and then select C:\ProgramData\Cisco\Cisco AnyConnect Secure
Mobility Client\Network Access Manager\system\configuration.xml.

First, create a wired profile for EAP Chaining.

Step 3: Click Networks, and then click Add.

E". AryConnect Profile Editor - MNetwaork Access Manager EI@

File Help

. Metwork Access Manager : Networks

{‘5} Clignt Palicy - . .
E Acthentication Policy Profile: _.ility Client\Metwork Access Managerisystemiconfiguration.zml

iy Networks Network o
et '_"ﬁ: Metwork Groups

Mame Media Type Group®

Cuskam-wired Wired Elobal

Custom-wireless ‘Wireless Glabal add. ..

Step 4: Enter a name for the profile.



Step 5: In Choose Your Network Media, select Wired (802.3) Network, and then click Next.

() In &l groups (Globaly

Chaoose Your Netwaork Media

Select a wired network. if the endstations will be connecting to the network

with & traditional ethernet cable,
() Wi-Fi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection ta an Access Point.
5510 imax 32 chars):

Hidden Metwork

Corporate Metwork
Association Timeouk 5 secands

Common Settings

Script or application on each user's machine to run when connected.

Browse Local Machine

Connection Timeaoukt 40 seconds

|"_;1. ArConnect Profile Editor - Metwaork fccess Manager El@
File Help
- Mebwork Access Manager : Networks
48§ Clisnt Pl - . .
488 i ey ) Profile: ..ility Client\Network Access Managerisystem\configuration.xml
-2g8 Awthentication Policy
i Metwarks — Media Typ *
S Network Groups Name: Custom-EAP-Chain-wired cecurity et
Group Membership
@ In group: :Local netwaorks v:

m

[ Mk V\I\S] ’ Cancel ]

4 1

Step 6: Select Authenticating Network, and then click Next.

Step 7: For Network Connection Type, select Machine and User Connection, and then click Next.

Step 8: For the Machine Auth, in EAP Methods, select EAP-FAST.

Step 9: In the Inner Methods based on Credentials Source section, select Authenticate using a certificate.

Step 10: Select Send client certificate using EAP-TLS in the tunnel.




Step 11: Verify that Use PACs is selected, and then click Next.

File Help

E'. ArpeConnect Profile Editor - Metwork Access Manager

=IE=]

. Network Access Manager

{é} Client Palicy

Authentication Policy
Metworks

L 2 Metwaork Graups

4
L

Networks
Prefile: _.ility Client\Network Access Managerisystemiconfiguration.zml

EAP Methods
) EAP-MDS
() EAP-MSCHAPYZ
() EAP-GTC

() EAP-TLS
() EAP-TTLS

() PEAP
@ EAP-FAST

EAP-FAST Settings

Validate Server Identity
Enable Fast Reconnect

Inner Methods based on Credentials Source

() Authenticate using a Password
EAP-MSCHAPZ

If using PACs, allow unauthenticated PAC provisioning

@ muthenticate using a Certificate
() when requested send the dlient certificate in the clear

EAP-GTC

() Orly send client certificates inside the tunnel

@ Send client certificate using EAP-TLS in the tunnel

Use PACs

Media Type =
Security Leve

Connection Ty
Machine Aut
Certificates
PALC Files
Credentials
Lser Auth
Credentials

m

4

’ ek %l ’ Cancel l

L1

Step 12: For the Certificates tab, click Next. This accepts the default values.

Step 13: For the PAC Files tab, click Next. This accepts the default values.

Step 14: For Credentials, in the Machine Identity section, enter an unprotected identity pattern host/

anonymous.



Step 15: Enter a Protected Identity Pattern host/[username].[domain], and then click Next.

M Mebwark Groups

Unprotected Identity Pattern:

Pratected Identity Pattern:

EJ. AryConnect Profile Editor - Metwork &ccess Manager =N IEREE
File Help
. Network Access Managsr : Metworks
2 Clerk Pc.'"cy. ) Profile: ...ility ClientiNetwork Access Managerisystemiconfiguration.xml
-He fukhentication Palicy
iy Metworks Machine Identity Media Type

haostfanonymous

hast/[username].[damain]

Security Level

Connection Type

Machine Auth

Certificates

PAC Files

Credentials
User Auth
Credentials

Step 16: In User Auth, in the EAP Methods section, select EAP-FAST.

Step 17: In the Inner Methods based on Credentials Source section, select Authenticate using a certificate.

Step 18: Select Send client certificate using EAP-TLS in the tunnel.

Step 19: Verify that Use PACs is selected, and then click Next.

File Help
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Step 20: For the Certificates tab, click Next. This accepts the default values.
Step 21: For the PAC Files tab, click Next. This accepts the default values.
Step 22: In credentials, under User Identity, in the Unprotected Identity Pattern box, enter anonymous.
Step 23: For the protected identity pattern, enter [username]@[domain].
Step 24: In the User Credentials section, select Prompt for Credentials.
Step 25: Select Remember while User is Logged On.
Step 26: Under Certificate Sources, select Smart Card or OS certificates, and then click Done.
E'- AreConnect Profile Editar - Metwork Access Manager EIIEI
File Help
. Network Access Manager : Metworks
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£ authentication Policy Profile: ...ility ClientiNetwork Access Managerisystemiconfiguration.zml
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Configure AnyConnect wireless profile

You now create a wireless profile for EAP Chaining.

Step 1: Click Networks, and then click Add.

E‘ﬁ AryConnect Profile Editor - Metwark Access Manager

File Help
1 Mebwork Access Manager : MNetworks
458 Cllrt PD."CY. ) Profile: ...ility ClientiNetwork Access Managerisystemiconfiguration.xml
-He Authentication Palicy
iy Metwarks Network
5 Mebwork Groups
Mame Media Tvpe Group®
Custom-wired Wired Global
Custom-wireless ireless Global add, .
Custom-EAP-Chain-wired ired Local networks
Edit...
Delete

Step 2: Enter a name for the profile.
Step 3: In the Choose Your Network Media section, select Wi-Fi (wireless) Network. For SSID, enter your
wireless SSID, and then click Next.

(o] ® =l

E‘ﬁ ArryConnect Profile Editar - Metwark Access Manager

File Help
| Network Access Manager : Networks
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Security Level
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Group Membership

@ In group: :Local nebworks
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() Wired (302.3) Network
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@) Wi-Fi (wireless) Metwork
Select a WiFi netwaork if the endstations will be connecting to the network
wvia a wireless radio connection to an Access Point.
SSID (max 32 chars): WLAN-Data|

[ Hidden Mebwark
[ Carporate Netwark,

Assaciation Timeouk 5 seconds
Common Settings

Script or application on each uset's maching to run when connected,

Erowse Local Machine

Connection Timeout 40 seconds
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Step 4: For Security Level, select Authenticating Network.

Step 5: For Association Mode, choose WPA2 Enterprise (AES), and then click Next.

Step 6: For Network Connection Type, select Machine and User Connection, and then click Next.

Step 7: Under EAP Methods, select EAP-FAST.

Step 8: Under Inner Methods based on Credentials Source, select Authenticate using a certificate.

Step 9: Select Send client certificate using EAP-TLS in the tunnel.

Step 10: Verify that Use PACs is selected, and then click Next.

Validate Server Identity
Enable Fast Reconnect

Inner Methods based on Credentials Source

() Buthenticate using a Password
EAP-MSCHAPYZ EAP-GTC

If using PACs, allow unauthenticated PAC pravisioning

@ futhenticate using a Certificate

(1 When requested send the client certificate in the clear
(1 Only send client certificates inside the tunnel

i@ Send client certificate using EAP-TLS in the tunnel

Use PACs
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File Help
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) ) Conneckion Type
() EAR-TTLS @ EAP-FAST Machine Auth
& LEAP Certificates
ha PAC Files
Credentials
EAP-FAST Settings User Auth
Credentials
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Step 11: For the Certificates tab, click Next. This accepts the default values.

Step 12: For the PAC Files tab, click Next. This accepts the default values.




Step 13: For credentials, under Machine Identity, in the Unprotected Identity Pattern box, enter host/

anonymous.

Step 14: In the Protected Identity Pattern box, enter host/[username].[domain], and then click Next.

-5 Mebwork Groups

Unprotected Identity Pattern:

Protected Identity Pattern:

hostianonymous

hosti[username].[domain]

E‘. AnyConnect Profile Editor - Network &ccess Manager E'@
File Help
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Sie puthentication Palicy Profile: _.ility ClientiNetwork Access Managerisystem\configuration.xml
MNetworks Machine Identity Media Type

Security Lewvel

Connection Type

Machine Auth

Certificates

PAC Files

Credentials

User Auth

Credentials

Step 15: For User Auth, under EAP Methods, select EAP-FAST.

Step 16: Under Inner Methods based on Credentials Source, select Authenticate using a certificate.

Step 17: Select Send client certificate using EAP-TLS in the tunnel.




Step 18: Verify that Use PACs is selected, and then click Next.

[ Disable when using a Smart Card

Inner Methods based on Credentials Source

() Buthenticate using a Password

If using PACs, allow unauthenticated PAC pravisioning

@ futhenticate using a Certificate

(1 When requested send the client certificate in the clear
(1 Only send client certificates inside the tunnel
i@ Send client certificate using EAP-TLS in the tunnel

() Authenticate using a Token and EAP-GTC

Use PACs
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Step 19: For the Certificates tab, click Next. This accepts the default values.

Step 20: For the PAC Files tab, click Next. This accepts the default values.

Step 21: For Credentials, under User Identity, in the Unprotected Identity Pattern box, enter anonymous.

Step 22: In the Protected Identity Pattern box, enter [username]@[domain].

Step 23: In the User Credentials section, select Prompt for Credentials.

Step 24: Select Remember while User is Logged On.




Step 25: Under Certificate Sources, select Smart Card or OS certificates, and then click Done.

() Remember Forewver

@ Remember while User is Logged On

() Mewver Remember

Certificate Sources

@ Smart Card or OF certificates

(1 Smart Card certificates only

[] Use Certificate Matching Rule

Certificate Field:
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Step 26: From the File menu, choose Save.
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This configuration file is updated with the new network configurations.




Enabling Downloadable Access Lists

1. Add Active Directory groups to ISE

. Create wired access list

2

3. Create authorization profile
4. Create authorization policy
5

. Configure WLC for authorization

You have now configured access for any user who authenticates successfully to be granted full access to the
network. The next step will be to provide differentiated access to users based on their AD group. You create an
authorization policy that verifies the user’'s AD group and then applies an access list to the switch or wireless
access point for that user.

Add Active Directory groups to ISE

Step 1: In a browser, access the primary Cisco ISE GUI, http://ise-1.cisco.local.

Step 2: On the main menu bar, navigate to Administration > Identity Management > External Identity Sources.
Step 3: In the left panel, click Active Directory.

Step 4: Click the Groups tab, click Add, and then click Select Groups from Directory.

Step 5: Search for the groups you wish to add. The domain box is already filled in. The default filter is a wildcard
to list all groups. Click Retrieve Groups in order to get a list of all groups in your domain.



Step 6: Select the groups you want to use for authentication, and then click OK. In this example deployment,

select the following groups:
cisco.local/Users/Finance
cisco.local/Users/HR
cisco.local/Users/IT

cisco.local/Users/Research

Select Directory Groups

Domain: |cisca.|0cal |

This dialog is used to select groups fram the Directary. Click Retriewve Groups.. to read directory.
Jse * for wildcard search {i.e. admin®). Search filter applies to group name and not the fully gqualified path.

Filter: | * | Retrieve Graups.. | Mumber of Groups Retrieved: 77 {Limitis 100}

MHarme
ciscolocallUsersiEnterprise Admins

ciscolocalildsersiFinance

cisco.localflUsersiHR
cisco.localflUsersiT
ciscolocallUsersiLobby Admins
cisco.localflUsersiPOS-Users

ciscalocaliltsers/RAS and 145 Servers

ciscolocalildsers/iResearch
ciscolocalildsersrSchema Admins
ciscolocalfUsersipn-administrator

ciscolocaliUsersivpn-employee

DodorODODDOO0ORRrOR-MDOON

ciscolocallUsersipn-parner

ciscolocallUsersiEnterprise Read-only Domain Contrallers

ciscolocallUsersiGroup Policy Creator Owners

cigcolocalfUsersiRead-only Domain Contrallers

Group Type
UNIVERSAL
UNIVERSAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
LOCAL
GLOBAL
GLOBAL
UNIVERSAL
GLOBAL
GLOBAL
GLOBAL

[

m | Cancel

Step 7: Click Save Configuration.

Procedure 2 Create wired access list

You need to create an access control list to deploy on the switches, using standard 10S syntax. The ACL limits

the portions of the network that members of a group can access.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Policy Elements > Results.




Step 2: In the left pane, navigate to Authorization > Downloadable ACLs, next to the folder icon click the
Downloadable ACLs text, and then in the main pane, click Add.

ise-1 | admin | Logout | Feedback
40> Home  Operations | v Policy|»  Administation | »

E Authertication [E Authorization E Priofiling @ Posture E Clignt Provisioning E Security Group Access & Falicy Elerments

Dictionaries Conditions Results

Downloadable ACLs

Results N
: l Selected 0 | Tota 2 G G 4
0
B JEdt | deadd | EyDupicate | 3 Delete Show | &1l v H 3
Ev|E Qv -
L] Mame Description
v [ Authantication
[0 DEMY_aLL_TRAFFIC Deny all raffic
v [ Authorization
D FERMIT_ALL_TRAFFIC Al a1l Traffic

» [ Authorization Profiles
* [ Downiosdable acCs|
» [ Inline Posture Node Profiles

Step 3: Enter a name (Example: IT) and a description for the policy.

Step 4: In the DACL content section, enter the ACL by using IOS syntax.

Step 5: Click Check DACL Syntax to validate, and then click Submit. The Downloadable ACL is now defined and
ready to be referenced.

/) Home  Operations| ¥ Policy | Administration | ¥

|2} duthentication  [e) Authorization |4 Profiing Posture Client Provisioning Serurity Group Access |ty Policy Elsments

Dictionaries  Conditions  Reslts

Dowrloadable SCL List = IT
Results

Downloadable ACL
[ A] .
@ @v

» [ Authentication Destription | 1T Group Access Contral List

v [ Authosization
» [ Authorization Profiles
» [ Downloadable ACLs
» ] Inline Posture Mode Profiles
» [ Arofiing
» [ Posture
¥ [ Chent Prowimoning
> [ Secusity Group Accers

* DACL Content permit ip 10.4.0.0 255.255.0.0 10.4.0.0 255.254.0.0

~ Check DACL Syntax

Recheck < >

DACL is walid

Create authorization profile

An authorization profile defines the specific access policies granted to the device. You will create a policy to
apply an access list to the access device to limit what the endpoint has access to on the network.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Policy Elements > Results.

Deployment Details August 2014 Series .
135



Step 2: In the left pane, navigate to Authorization > Authorization Profiles, next to the folder icon, click the
Authorization Profiles text, and then in the main pane, click Add.

/0% Home  Operations | Policy| v administration | v

E Authentication E ALthor ization E Profiling @ Posture E Client Pravisioning E Security Group Access &, Palicy Elements
Dictionaries Conditions Results
Results o )
Standard Authorization Profiles
| Pl Selected 0 | Total 3 B 43
Qv e [ # Edit +Adt“ﬂn) GyDuplicate | 3¢ Dslste Show ‘ b
» [ Authentiation 1 | Mame = | Description ‘
[ Blackhole_iwirsless_sccess Default profile used to blacklist wireless devices. Ensure that you configure a BLACKHOLE ACL on the Wirel..
[ cisco_sps Custom Profile for Cisco Access Points
» [ Downloadatie &CLs
[} Cisco_IP_Phones Default profile used for Cisco Phones,
» [ Inline Posture Node Profiles
» B Ao [ Dpenyaccess Default Profile with access type as Access-Reject
Foiilrg
O Mon_Cisco IP_Phones Default Profile used for Mon Cisco Phones.
» [ Posture
v [ et Provisiing [0 permitaccess Default Profile with access type as Access-Accept
v [ Security Group Access [0 User+Machine-Cert Custom Profile for EAP-Chaining of User and Machine certs
O Wired_Dotlx Custom Profile for VWired Endpoints that have authenticated with 802, 13
O \Wireless Diotly Custom Profile for Wireless endpoints that have authenticated with 802, 13X

Step 3: In the Authorization Profile, add the Name (Example: IT).
Step 4: Add a Description.
Step 5: In the Common Tasks section, select DACL Name.

Step 6: Select the ACL that you configured in Procedure 2, “Create wired access list” (Example: IT).

4> Home  COperations | ¥ Policy [ v Administration | ¥

E Authentication E Author ization E Profiling @ Posture E Client Provigioning E Security Group Access & Policy Elements

Dictionaries Canditions Results

Authorization Profiles > New Authorization Profile

Results
Authorization Profile
[ L]
B * Narme ‘ T |
QrET b
v [ Authentication Description | custom Profile for 1T Access
~ B Avthorzation ¥ Aceess TYPe [ ACCESS_ACCEPT -]

» [ Authorization Profiles
» [ Downloadable ACLs
» [ Inline Posture Node Profies

Service Template

v [ Profilng
» Postira
& ¥ Common Tasks
v [0 et Provisioring
v [ Security Group Access =
DACL Name i [-] |
VLAN

Step 7: In the Common Tasks section, scroll to view and select Airespace ACL Name.
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Step 8: Enter the name of the ACL that you are applying to the WLC (Example: IT), and then click Submit. The
profile you created is added to the Standard Authorization Profiles.

v || Posture
v [ Gt Provisioning
» Q Saresty Grows Access

¥ Common Tasks

s Uy
HEAT

wieb Authentication (Local Web auth)

Airespace ACL Mame [l

ASA VPN

¥ Advanced Atrbutes Setings

Select an item Q ‘ = ‘ (v ‘

¥ Atfibutes Details

Arcess Type = ACCESS_ACCEPT
DACL =1T
Airespace-ACL-MName = IT

m[ Cancel \

Create authorization policy

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.

Step 2: In the row for the Wired Dot1X Endpoints rule, on the right, click the black triangle symbol, and then
select Insert New Rule Above. A new rule named Standard Rule 1 is created.

fa

E Authar ization

E Authentication

Authorization Policy

‘ First Matched Rule &pplies -

¥ Exceptions (0)

Standard

Status  Rule Name

Wireless Black List Default
Profiled Cisco IP Phones
Profiled Mon Cisco IF Phones
Profiled Cisco 4Ps

EAP Chaining Machine and User

E Profiling

if

i

i

i

if

E Paosture E Client Pravisioning E Security Group Access

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order,

Conditions {identity groups and other conditions)

Blacklist /0 Wireless_Access
Cisco-1P-Phone
MNon_Cisco_Prafiled_Phones
Cisco-Access-Point

(Metwork sccess:Eapauthentication EQUALS EAP-TLS 41D Metwork
Access:EapTunnel EQUALS EAP-FAST 41D Metwark
Access:EapChainingResult EQUALS User and machine both succeaded )

Wired Dot1X Endpoints o Wired_802.1x%
Wireless Dot1X Endpoints it Wireless_802.1X
Default if no matches, then Denyhocess

& Folicy Elements

Permissions

then Blackhole_\Wireless_Access
then Cisco_IP_Phones

thern Non_Cisco_IP_Phones
hen Cisoo_gPs

then User+iachine-Cert

o Wired Dotlx

then Wireless_DotLx

iss=1 | admin | Legout | Feedbac
Home  Operations | ¥ Palicy | v Administration | »

Edit | =

Edit | =

Edit | =

Edit | =

Edit | =

Edit Lw

Insert hew Rule Abnue{b

Insert New Rule Below

Duplicate Above
Duplicate Below

Delete

Step 3: Rename new rule to IT.

Deployment Details

August 2014 Series

137



Step 4: In the Condition(s) list, choose the + symbol, and then click Create New Condition (Advance Option).

7> 8- | T Any Conditian(s) Done
‘iired Dot Endpoints
| Select Existing Condition from Library | @0 g | Create New Condition {Acvance Option)
‘Wireless Dotl Encpoints

Step 5: In the Expression column, in the Select Attribute list, select AD1, and then choose ExternalGroups.
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SEeeOrT
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ARt
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| dsro

| Llcg-085f

—}

| ClEoo- ENEODD

f—

e aa -

m

AD1

[

o |

P -

w IdentityAccessRestricted

U ExternalGroups {b

Step 6: In the next column, choose Equals.

Step 7: In the final column, choose cisco.local/Users/IT.

Step 8: In the Permissions column, next to AuthZ Profile(s), click the + symbol.




Step 9: In the Select an item list, select Standard, and then select the IT authorization profile that was created in
Procedure 3, “Create authorization profile.”

Profiles Standard
| IR p

- MR v av = L

| Fline Posture Mods H Blackhole_wWireless_Access

| SEcuty Grows » Cisco_APs
| Standard % H Cisco_IP_Phones
DenyArCcess

IT
Mon_Cisco_IP_Phones
PermitAccess
Lser+Machine-Cert
Wired_Dot1x
wWireless Dot 1x

Step 10: Click Done, and then click Save.
Step 11: For each group requiring a policy, repeat Procedure 2, “Create wired access list,” Procedure 3, “Create

authorization profile,” and Procedure 4, “Create authorization policy.” In this example deployment, in addition to
the IT policy, you create additional policies for the Finance, HR, and Research groups.

Configure WLC for authorization

Configure every WLC in the environment, with the exception of the guest WLC in the DMZ, with access lists

to support these newly defined policies. Each ACL that is referenced by the authorization profiles needs to be
defined on the WLC. When clients connect to the WLC and authenticate, in the campus and at remote sites with
a local controller, WLC Cisco ISE passes a RADIUS attribute requesting that the ACL be applied for this client.
Step 1: Use a web browser to connect and login to the WLC console (Example: https://wlic1.cisco.local).

Step 2: On the menu bar, click Security.

Step 3: In the left pane, expand Access Control Lists, click Access Control Lists, and then click New.



Step 4: Name the access list, and then click Apply.

nfiguration  Eing

CIsco MONITOR M5 CONTROLLER.  WIRELES ECURITY AEM £, S HELP EEEDBACK
Security Access Control Lists » New < Back Apply[
~ AAA .

General Access Gontrol List o
~ RADIUS Name

Authentication ACL Type @1Pva (IPVE

Accounting

Fallback

DNE

» TACACS+
LD AR
Local Met Users
MAC Filtering

Disabled Clients
User Lagin Policies
AP Policies
Password Policies

Local EAP
Priority Order
Certificate

4 v v -

Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

Web Auth

-

-

TrustSec SXP
Local Policies

-

Advanced

Step 5: Click the name in the list. This allows you to edit the newly created access list.
Step 6: Click Add New Rule.

Step 7: Create a new access list rule based on your security policy, and then click Apply. In this example
deployment, members of the IT group are only allowed access to the internal network (10.4.0.0/16).

nfiguration  Ping  Logout Refresl

CISCO MOMITOR s O 2 URITY AEN c S HELP FEEDRAC
Security Access Control Lists > Edit < Back Add New Rule
v AAA

General General
= RADIUS

Authentication Access List Mame T

Accounting

Fallback Deny Counters o

DNS

» TACACS+ Destination
LDAP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP  Direction Number of Hits
Lme=f NIE“_JSE“ L ey L0460 /104.0.0 - N 4 A foord 1 a
MAC Filtsring 1 Bt e e 255 255.0.0 ny ny ny ny  Inboun
Disablad Clisnts ; ;
User Lagin Policies . 10400 10.4.16.0
AP Policiss L Permit e 2ss0.a 255.255,255.0 Any Any any any  Outbound O [~]

1 | Tech Tip

The access list needs to have entries for the traffic in both directions, so make sure
you have pairs of access list rules for both inbound and outbound traffic. Also, there
is an implicit “deny all” rule at the end of the access list so any traffic not explicitly
permitted is denied.

Step 8: For each access list that you defined in the authorization profiles in Cisco ISE, repeat Step 3 through
Step 7 in this procedure.

Next, you enable WLC in order to allow Cisco ISE to use RADIUS to override the current settings, so that the
access list can be applied to the wireless LAN.
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Step 9: On the WLC menu bar, click WLANS.
Step 10: Click the WLAN ID of the wireless network that the wireless personal devices are accessing.

Step 11: Click Advanced, and then select Allow AAA Override.

Saye Configuration  Bing  Logout Refresh

CIsco MOMITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMAMDS HELP  FEEDBACK
WLANS WLANs > Edit "WLAN-Data' < Back Apply
~ WLANs

| General | Security | Qos | Policy-Mapping | Advanced |
WLANS

» Advanced

Allow BAA Override nabled DHCP
Coverage Hole Detection (¥ Enabled DHCP Server [T override
Enable Session Timeout 1300

Session Timeout (secs) DHCP Addr. Assignment Required

m

Step 12: Click Apply, and then click Save Configuration.

Enabling Security Group Access

—

Define Security Group Tags

Add Cisco ASA as a network device
Modify authorization policy
Configure SXP on IOS devices
Configure SXP on WLCs

Configure SXP on ASA

Configure firewall policy

Monitoring SGTs on Cisco ASA

© ©® N O T s wN

Monitoring SGTs on the switches

10.Monitoring SGTs on the WLC

SGA technology allows user identity information to be associated with their network traffic and then passed
throughout the network. This information can then be used to enforce an access policy using SGT and SGACL.

SXP is used to propagate the IP-to-SGT bindings across network devices that do not support SGTs. In this
example, we are passing SGT information from the access layer devices to Cisco ASA in the data center.

SXP establishes a peering relationship between two devices to exchange the IP-to-SGT bindings. There are two
roles in the relationship: the speaker and the listener. The speaker passes the IP-to-SGT bindings to the listener.
In our example, the access layer switch needs to pass these bindings to Cisco ASA in the data center. You could
have the switch peer directly with the ASA appliance, however, that may not scale well in larger environments. It
is a best practice to minimize the number or peers a device has by aggregating connections.



For example, campus access layer switches would peer with a distribution switch, which then would peer with
the ASA appliance. Or, access layer switches at a remote site would peer with a distribution switch at the site,
which would peer with the WAN aggregation router at the headquarters, which would then peer with the ASA

appliance.
. N o )
Wireless LAN AQCGSS Distribution Wireless LAN
Controller Switches Switch Controller
$ -
e o
Q0000000 ‘00000000

Distribution WAN T /

Switch Router 4 i /

—

Access i .| m =

Switches § .- ASA
g — k-

Data Center
Remote Site 1\
(G,

Headquarters

—— SXP \_ ')

Define Security Group Tags

Step 1: Connect to the primary Cisco ISE GUI, http://ise-1.cisco.local.

Step 2: On the main menu bar, navigate to Policy > Policy Elements > Results.
Step 3: In the left pane, navigate to Security Group Access > Security Groups.
Step 4: Next to the folder icon, click the Security Groups text.

Step 5: In the main Security Groups pane, click Add.

Home COperations | v Policy| v Administration | v 2
——

—
E Authentication E Author ization E Profiling E Posture E Client Provigioning E Security Group Access & Policy Elements

_____ Identity Services Engin @

Dictionaries Conditions ResLlts

Results Security Groups

Selected 0 | Total 1 &

[ Clart Provisiontg
1 Security Group Access
» [ Security Group ACLs

[ Pl
# Edit Add, Import: Expart - Delete » Push
=T @ / 4 {bﬁan = x © Show | Al | B
B Authern Marne a  SGT (Dec /Hex) Description
L3 Autfantiation
Unknaown 0/ 0000 Unknawn Security Grouy
v ] Autforization o ! g "
» B Arofing
» ] Posture
»

@ Security Group Mappings

Step 6: Give the group a name and description, and then click Submit.
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Step 7: For each tag you wish to create, repeat Step 5 and Step 6. In this example deployment, you create tags
for each of the following groups: IT_Users, Finance_Users, HR_Users, Research_Users, and Network_Devices.

/0> Home  Operations |w  Policy| v Administration | ¥ > F)

E Authentication E Author ization E Profiling E Posture E Client Pravisioning E Security Group Access & Folicy Elements

The security groups are created.

Dictionaries Canditions Results

Results Security Groups
Selected 0 | Totel 6 4B

D
[ B 1 ," Edit -%-Add @atmport @rExport « | 3 Delete « @Push Showe | 3

@rE" v
£ autentiati Mame a  SGT (Dec fHex) Description
» I tieation
v [ Authorzation O Finance_Users 3/ 0003 Finance
_Users
v [ Profiing 0O R 4 /0004 HR
» B Postire O 1m_users 2 /0002 i
» ] Qent rovsionng O metwork_Devic... & /0008 Infrastruciure
v [ Secuty Group Access O Research Users s /0005 Research
O unknown 0/ 0000 Unknaown Security Group

» @5 e

E Security Group Mappings

Add Cisco ASA as a network device

In order to allow Cisco ISE to provide SGT enforcement on Cisco ASA, the ASA appliance needs to be added as
a network device in ISE.

Step 1: In Cisco ISE, on the main menu bar, navigate to Administration > Network Resources, > Network
Devices, and then in the main Network Devices pane, click Add.

Step 2: Enter the ASA appliance name.
Step 3: Enter a Description.

Step 4: Enter the IP address (Example: ASA-5585-X, Data Center ASA, 10.4.53.126).

ise-l | admin | Llogout | Feedback

/0% Home  Operations | Policy| v administration | ¥

';3: System ."i! Identity Management i Metwork Resources @ \Web Portal Management E Feed Service
Metwork Devices MNetwork Device Groups External RADIUS Servers RADIUS Server Sequences SGA Adh Servers MNAC Managers DM

o Metwork Devices List = New Network Device -
MNetwork Devices

Network Devices
o £l * Mame|[ a5a-55a5-%
a- - Description | Data Center 454

| Metwork Devices

>
- R r— :
7} Default Device i ress: | 10.4.33.126 ! frer

Step 5: Select Authentication Settings, and then enter the RADIUS shared secret.

| = suthentication Settings

Enahle Authentication Settings
Protocol  RADIUS

* Shared Secret | assssssss |[ Show |
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Step 6: Select Advanced TrustSec Settings.

Step 7: In the Device Authentication Settings section, verify that Use Device ID for SGA Identification is
selected.

Step 8: Enter a password.

w Advanced TrustSec Settings

¥ Device Authentication Setings

Use Device 1D for SGA
Identification

Device Id | ASA-5585-X

* Password |..--..--| | | Show |

Step 9: In the SGA Notifications and Updates section, accept the default values.

Step 10: In the Out of Band (OOB) SGA PAC section, click Generate PAC.

v OUt Of Band (QOB) SGA PAC

Issue Date
Expiration Date

Izsued By

Generate F'.t‘-\(\n:.}

Step 11: Enter an encryption key and the PAC time to live, and then click Generate PAC. You are prompted to
save the file to your local machine.

Step 12: Choose a location, and then click OK.

Step 13: Click Submit.

Modify authorization policy

In Procedure 4, “Create authorization policy,” of the previous process, you created authorization policies that
limited network access based on Active Directory group membership by using access lists. In this procedure,
you modify those policies to use SGTs instead.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Authorization.

Step 2: For the IT rule, click Edit.

Step 3: In the Permissions column, click the + symbol next to IT.



Step 4: Click the + symbol in order to add a new permission.

Step 5: In the Select an Item list, select Security Group, and then select IT_Users.

[ Standard

Profiles Security Group

[ Al P
| = - *I-D - \p - E - .

|| fiine Posture hods > Finance_lsers

| Secufty Groys

» HR_Llzers
{52 IT_Users @
Metwork_Devices
Research_Llsers

Lnknceeer

Step 6: Click Done, and then click Save.

Step 7: For each policy you need to modify to support SGTs, repeat Step 2 through Step 6. In this example
deployment, you modify the Finance, HR, and Research policies.

Configure SXP on IOS devices

Next, you enable SXP by configuring the devices using the I0S CLI.

Step 1: On I0S devices in configuration mode, enable SXP.

cts
cts
cts

cts

sxp enable
sxp default password [sxp password]
sxp default source-ip [Local IP address]

sxp connection peer [Peer IP address] password default mode local speaker

Step 2: For each I0S device where you need to configure SXP, repeat this procedure.

Configure SXP on WLCs

Step 1: Navigate to the WLC console (Example: https://wic1.cisco.local).

Step 2: On the menu bar, click Security.

Step 3: In the left pane, click TrustSec SXP.



Step 4: In SXP State, select Enabled.

Step 5: Enter a Default Password, and then click Apply. This password must match what is configured on the
peer.

Step 6: Click New.

Step 7: Enter the IP address of the new peer, and then click Apply. The SXP Configuration page appears.

‘onfiguration  Ping Logout Ref

CISCO MONITOR  WlAMs  COMTROLLER  WIRELESS — SECURITY  MAMAGEMEN COMMAMDS HELP  FEEDBACK
Security SXP Configuration apply | | New.. |
* LAA Total SKP 1

General Connections
» RADIUS SXP State Enabled =

Authentication

accounting SHP Mode Speaker

Fallback Default I

» TACACS+ Password ~ |**®eeee®

LD AR Default 10.5.87 10

Local Met Users gg;::ce Ir

M:O.C Fllterlnlg Period 1z0

Disabled Clients

Utz L_ogln Policies Peer IP Address Source IP Address Connection Status

&P Paolicies

Password Policies 10.5.87.1 10.5.57.10 off [~ ]
b Local EAP

Step 8: Click Apply, and then at top, click Save Configuration.

Configure SXP on ASA

You now configure SXP on Cisco ASA and create a policy that limits access to servers in the data center based
on the SGTs.

Step 1: In a browser, navigate to the Cisco ASA management console (Example: https://DC-ASA5585X.cisco.
local), and then click Run ASDM. You may be prompted to install a specific version of Java Runtime Engine.

Step 2: Navigate to Configuration > Firewall > Identity by TrustSec.
Step 3: Select Enable SGT Exchange Protocol (SXP).

Step 4: In the Default Source box, enter the IP address of the interface of the Cisco ASA appliance used for
management.

Step 5: Enter a password, and then verify it.

Step 6: In the Server Group Setup section, click Manage.
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Step 7: In the Configure AAA Server Group window, click Add.

ﬁz Configure AAA Server Groups

A8 Server Groups

SErVEr Group I Protocol I Accounting Mode I Reactivation Mode I Dead Time I Max Failed Attempts I |.ﬁ.dd
888-SERVER TACACS+ Single Depletion 10 3

I

Delete

iy

Find:l ) () [ Match Case

Servers in the Selected Group

Server Mame or IP Address I Interface I Timeaut I fdd

Edit:
Delete
Mowe
[flawe Lo

Tesk

Find:l (0) (2 [ Match Case

LDAP Attribute Map

| LLLLE

kK | Cancel | Help |

Step 8: In the AAA Server Group box, enter ISE-Group.

Step 9: For Accounting Mode, select Simultaneous, and then click OK.

@& Add AAA Server Group x|

AAGL Seryver Group: IISE-Gru:uup

Prokocol: IRP.DILIS - I

Accounting Mode:

Reactivation Mode: % Depletion ¢ Timed

Dead Time: I 10 minukes

Max Failed Attermpts: E

[ Enable interim accounting update

[~ Enable active Direckory Agent mode

¥PN3K Compatibility Option

[0 4 I Cancel Help

L

Step 10: In the Servers in Selected Group section, click Add.



Step 11: In the Interface Name list, choose the firewall interface outside.
Step 12: In the Server Name or IP Address box, enter ise-3.cisco.local.
Step 13: In the RADIUS Parameters section, in Server Authentication Port, replace 1645 with 1812.
Step 14: In Server Accounting Port, replace 1646 with 1813.
Step 15: Enter the Server Secret Key.
Step 16: Accept the defaults for the remaining parameters, and then click OK.
Step 17: For the second Cisco ISE policy service node (ise-4.cisco.local), repeat Step 10 through Step 13.
Step 18: Click OK. The Configure AAA Server Groups window closes.
Step 19: Click Import PAC.
Step 20: Click Browse.
Step 21: Locate the PAC file you saved to your machine in Procedure 2, “Add Cisco ASA as a network device.”
Step 22: Enter the PAC password, and then confirm it.
Step 23: Click Import.
#= Import PAC x|
Filename: |C:\Downlnads|DC-A5A5565x, pac Browse. .. |
Password: [

Confirm Password: I********

Impork I Cancel Help

Step 24:

When the import is complete, acknowledge the “PAC Imported Successfully” message.

Now you add SXP peers to Cisco ASA.

Step 25:
Step 26:
Step 27:

Step 28:

Click Add.
Enter the IP address of the peer.
In the Password list, choose Default.

In the Mode list, choose Local.



Step 29: In the Role list, choose Listener, and then click OK.

@& Add Connection Peer x|

Peer IP Address: [10.4.63.28

Password: Defaulk =

Maode: ILu:u:aI - I
Role: IListener - I

Advanced Option

o]

<%

Cancel | Help

Step 30: For each peer you need to add, repeat repeat Step 25 through 29.

Step 31: Click Apply.

@& Cisco ASDM 7.0 for ASA - 10.4.53.126 —lof =]
File WYiew Tools Wizards Window Help rype topic ko search | l " I |
] L} L}
Ch Contiauration) (2] vonioring | 1 [e) | |
@ Home (D Configuration D Monitaring Save @ Refresh Biack. O Forward ? Help CISCO
Firewall o R Configuration > Firewall = Identity by TrustSec O
—
Access Rules
5 MAT Rules ¥ Enable 5GT Exchange Protocol (SHP)
""" Q, Service Palicy Rules Connection Pesrs
----- al ARA Rules
B9 By Rules Filker: IPeer IP Address j I J Filter: | Clear |
""" @ Public Servers Peer IF Address | Source IP Address | Password | Mode | Role add

ML RL Filkering Servers

[=]

g 'Il':er:;l; D;tifot:: 10.4.32.241 Default Default  Local  Listener
_____ I:I'rrir T 10.4.32.242 Default Default  Local  Listener
. 10.4.15.254 Default Default  Local  Listener

-7 Objects
[#-fi, Unified Communications
I:I--- Advanced

Default Source: IlD.4.53. 126
Default Password: I********
Confirm Password: I********

@; Device Setup Retry Timer: I 120 seconds
Reconcile Timer: 120 seconds

’?;5 Firewall

Remote Access YPN

Edit

Delets

il

Server Group Setup

Server Group Name: IISE-Group vl Manage. .. |

Ips Refresh Environment Data | Import PAC. .. |

E;L Device Management

a&ﬁ‘ Site-to-Site YRR

» Apply | Resek |

|% Active admin |15 |

Elir)

||| & ispaseiaa papst




Configure firewall policy

In the Data Center Technology Design Guide, organizational servers are defined. In this procedure, you create
policy to limit access to each server based on SGTs. In this example, you create a rule for the server for the IT
group.

Step 1: In Cisco ASDM, navigate to Configuration > Firewall > Access Rules.

Step 2: In the Access Rules pane, click Add.

Step 3: From the Interface menu, choose Any.

Step 4: Select the Permit action.

Step 5: In the Source Criteria section, enter the source any, and then click the ellipses at the end of Security
Group.

Step 6: Choose Existing Security Group.

Step 7: Select IT_Users, and then click Add.

ﬁ Browse Security Group 5'
™ Exisking Security Group Object Groups: Selected Security Group:
& add a Edit n Delste | @, Where Used ! Mame Counk | Security Type Description
Filker: I Filker | Clear
Mame £ 1| Counk I Security...l Description |

add = |
{+ Existing Security Group:
<= R
Filter:l Filker| Clear ﬂl

Securiky Marne Security Tag |
& anv 65535
S Finance_Users 5
& HR_Users 4
& network_Devices 2
& Research_Users [
; Unknown 0

{~ Create new Security Group member:

Security Tag/Mame: |

Security Type: ITag LI

(o] 4 I Cancel | Help |

Step 8: Click OK. The Add Access Rule window opens.


http://cvddocs.com/fw/515-14b

Step 9: In the Destination Criteria section, click the ellipses for the Destination.
Step 10: Double-click IT_Web_Server, and then click OK. The Add Access Rule window appears.

Step 11: In the Service box, enter tep/http, tep/https, and then click OK.

g% Add Access Rule |
Interface: I-- Any -- - I

Gckion: £ Permit 7 Deny

Saurce Criteria

Saurce: Iany _I
Lser: I _|
Security Group: IIT_LIsers _|
Destination Criteria

Destination: IIT_Web_Server _I
Security Group; I _|
Service: II:|:|:|,|'hI:I:|:J tep/htkps _|
Description:

[+ Enable Logging
Lagging Level: IDeFault vl

More Options

<

ol I Cancel Help

Step 12: Repeat Step 2 through Step 11 for each server that you wish to create an SGT policy for. In this
deployment, the remaining groups are Finance, HR, and Research.



Monitoring SGTS on Cisco ASA

You use ASDM to verify that SXP is working properly and SGTs are being passed to Cisco ASA.

Step 1: In Cisco ASDM, navigate to Monitoring > Properties > Identity by TrustSec > SXP Connections. This

shows all the current SXP connections to the ASA.

Monitoring > Properties = Identity by TrustSec == SXP Connections

SGT Exchange Protocol {(SXP) Connections:

SKP: Enabled
Highest wersion: Z

Default password: Set
Default local IP: 10.4. 53,126
RBeconcile period: 120 secs
Petry open period: 1z0 =ecs
Betry open timer: Not Punning

Total number of SHP commections: §

Total number of 2XP comnections showm: &

Peer Connection Status:

Filkes: IF‘eer IF Address LI I

J Filber | Z[Ear |

Last Changed I

Peer I Source IStatusI‘v‘ersinnI Rale IInstance# Password | Reconcile Timer DeleteHoId-downTimerI
10,415,254 10,453,126 On 2 Listener 3 Defaul Mat Running Mak Running
10.4.46.64 10,453,126 On 2 Listener 2 Defaulk Mok Running Mok Running
104.63.28 10453126 ©On 1 Liskener 1 Default Mot Running Mok Running
192,168.3.1 10,453,126 On 2 Listerer 1 Defaul: Mok Running Mok Running
192.168.4.1 10,453,126 ©On 2 Liskener 1 Default Mot Running Mok Running

0:16:51:58 {dd:hr:mmsec)
2117:09:54 {dd:hr:mmsec)
212112350 {dd:hr:mmsec)
2121:24:52 {dd:hr:mmsec)
212112452 (dd:hr:mmsec)

Step 2: While at least one user is logged in using one of the security groups, in Cisco ASDM, navigate to
Monitoring > Properties > Identity by TrustSec > IP Mappings. This shows all the current IP to SGT mappings

passed to the ASA.

Monitoring > Properties > Identity by TrustSec = IP Mappings

Security Group IP Mapping Table:
Tatal number af Security Group IP Mappings: z

Total number of Security Group IP Mappings shown: 2

Filter: ITP.G = Filker Clear |

3 HR._Users 10,4.57.50
4 IT Users 10.4.2.14

TagI Mame I 1P Address I Where Used. .. |




Monitoring SGTs on the switches

From the command line of the switch, you monitor SXP connections and the SGT assignments using a few show
commands.

Step 1: Verify that the SGT assigned to a switch port after user authorization on an access layer switch.

show authentication session interface <interface>

A3750X#show authentication session interface GigabitEthernet 2/0/1
Interface: GigabitEthernet2/0/1
MAC Address: 0050.56b9.007c
IP Address: 10.4.2.13
User-Name: alex.reed
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: N/A
SGT: 0004-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: OAO040F06000001778A321722
Acct Session ID: 0x00000B5D
Handle: 0xCB000178

Step 2: Verify that the SXP connections on a switch.

show cts sxp connections

D6500VSS#show cts sxp connections

SXP : Enabled

Highest Version Supported: 3

Default Password : Set

Default Source IP: 10.4.15.254
Connection retry open period: 120 secs
Reconcile period: 120 secs

Retry open timer is not running

Peer IP : 10.4.15.5
Source IP : 10.4.15.254
Conn status : On

Conn version 2

Local mode : SXP Listener

Connection inst# : 4



TCP conn fd : 3
TCP conn password: default SXP password

Duration since last state change: 11:20:31:22 (dd:hr:mm:sec)

Peer IP 10.4.15.6
Source IP 10.4.15.254
Conn status On

Conn version 3

Local mode SXP Listener
Connection inst# 6

TCP conn fd 1

TCP conn password: default SXP password

Duration since last state change: 11:20:31:22 (dd:hr:mm:sec)

Peer IP 10.4.53.126
Source IP 10.4.15.254
Conn status On

Conn version 2

Local mode SXP Speaker
Connection inst# 1

TCP conn fd 2

TCP conn password: default SXP password

Duration since last state change: 11:20:31:22 (dd:hr:mm:sec)

Peer IP 10.4.79.5
Source IP 10.4.15.254
Conn status On

Conn version 3

Local mode SXP Listener
Connection inst# 1

TCP conn fd 4

TCP conn password: default SXP password

Duration since last state change: 11:20:23:02 (dd:hr:mm:sec)

Total num of SXP Connections = 4

LGN  Monitoring SGTs on the WLC

You use the GUI of the WLC to monitor the SGT assignments and SXP connections.

First, verify the SGT assigned to a client after user authorization on a WLC.

Step 1: In the web console, click Monitor, and then click Clients.



Step 2: Click the client MAC address. The Details window opens.

Step 3: Scroll down to the Security Information section.

guration  Ring Lo

Monitor Clients > Detail < Back | Link Test Remove |
Sumnmany General .|’ AVC Statistics |
¥ Access Points =
b Cisco Cleandir Security Information
F Statistics Security Policy Completed ves
» CDP Policy Type RSM (WPAZ)
» Rogues Encryption Cipher CCMP (AES)
» Redundancy EAP Type PELP
Clients SMMP MAC State Access
Multicast Radius NAC State RUN
Applications GTS Security Group Tag 4 )

AAA Override ACL Narne  none

AAA Override ACL
Applied Status

AAA Override Flex ACL nane
AAA Override Flex ACL

Unavailable -

applied Status Unavailable
Redirect URL none
IPved ACL Mame T

IPvd ACL Applied Status  Yes
IPw6 ACL Mame nonge
1Pv6 ACL Applied Status Unavailable

mDNS Profile Name default-mdns-profile

mDNS Service 0
Advertisernent Count

-
4| | E

Next, verify SXP connections from the WLC.

Step 4: In the web console, click Security.

Step 5: In the navigation pane on the left, click TrustSec SXP.

. I 1ol I ' Configuration Ping Logout  Refresh
CIsSCO MOMITOR  WlLANs  COMTROLLER.  WIRELESS  SECURITY MaAMAGEMEMT  CoMMaMDs  HELP  FEEDBACK
ecuri onfiguration Apply New...
S SXP Confi t
v AAD Total S=P
ceneral Connections

» RADIUS TP State |Enab|ed vI

Authentication

Accounting SxF Mode Speaker
Fallback Default I“““
P TACACSH Password
LDAP Default 10.4.46.64
Local Met Users ggt'r';rce Ip
MAC Filtering Period 1z0

Disabled Clients
User Login Palicies
&P Paolicies
Password Policies 104.53.128 10.4.46.64 on ]

Peer IP Address Source IP Address Connection Status
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Monitoring Network Access

1. View the Cisco ISE dashboard
Configure identity groups

Add a custom profile

Examining the authentication log

Create custom authentication reports

o @ & W N

|dentify endpoints

The configuration of the network infrastructure is complete. Now it’s time to answer the what, when, where,
and who questions regarding network access by using the reporting functionality of Cisco ISE to gain a better
understanding of current activity on the network.

Cisco ISE is configured to authenticate users and to profile endpoints based on RADIUS and DHCP information.
The reporting capabilities of Cisco ISE allow you to determine what type of device is connecting to your network,
when it connects, and where it connects from. Also, you know who is connecting to your network and what
authentication method was used.

View the Cisco ISE dashboard

The first place to view this information is on the Cisco ISE home dashboard. It gives a summary view of the
health status of the servers in the group, how devices are authenticating, and what types of devices have been
profiled.

Step 1: On the menu bar, click Home.

Step 2: If you want to view additional information for a section, click the upper-right corner of that section. The
section expands.

ise-l | admin | Logout Feedback
tity Services Engine — R .
4 Home Operations| v Policy | ¥ Admiristration | v Setup Assistant ~ €3
Metrics
Total Endpoints Active Endpoints Active Guests Profiled Endpoints Posture Compliance
LHOEEEEEREERRE R ERHERT 2o “n 2eh e 2ah
System Summary Alarms Authentications
Utilization and Latency 24k = Name Occurrences Last Occurred
Name . Passed 26 1 I |||
CRU Memary Authentication @ corfiguration Changed 171 times 52 mins ago
@ it [ Al Authenticstion Inactivity 109 times 2 hre 18 mins. . Failed 7 I "l
. Last 24 Hours Last 60 Minutes
& ise2 [ @ Insufficient Virtual Machine Resou... 218 times 2 hrs 27 mins. .
. Distribution By:
Ty ises Jr— I @ o configuration Backup Schedulad 16 times S hrs 22 mins...
- = Identity store [ Y
T == g Al RADIUS Request Dropped 351 tirmes 7 hrs 25 mins...
[l supplicant stopped responding 7 timas 7 hrs 55 mins. . tdentity croup [
Al Mo Accounting start 14 times 20 hrs 48 mi... Hetwork Devi... Mo Data Available
Misconfigured Netuork Device Dat.. 381 times 4 days age
[ E Vi ag Location Mo Diata Ausilable
@ Misconfigured Supplicant Detacted 29 Hirmes 4 days age
Failure Reason _ 5
@ Unknown HAD 20 times 12 days ago
@ NP service Failure 1 time 13 days ago
Profiler Actvity Posture Compliance
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Configure identity groups

Cisco ISE has more in-depth reporting options to give more details on the devices connecting to the network. To
help identify the endpoints, you can use identity groups to classify profiled endpoints and to generate reports.

The example below describes how to do this for an Apple iPad. The procedure for other types of devices is
similar.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Profiling.
Step 2: Click the Policy Profiling name Apple-iPad. This enables you to edit this policy.

Step 3: Select Create Matching Identity Group, and then click Save.

ise-1 | admin | Logout | Feedback
i
Identity Services Engine -
& i 7> Home COperations |*  Paolicy | v administration | v (3

l-j Authentication |®, Authorization l,_-fx Profiling B Posture \a Client Provisioning [_:‘ Security Group Access & Policy Elements

B Prafiler Palicy List > Apple-iPad
Profiling 4 P

[ 5 1 Profiler Policy
- * Namel Apple-iPad ‘ Description | Palicy far Apple iPads
@rE- &
= Policy Enabled
» | Profiling Policies
- # Minirum Certainty Factar [ 20 ‘ {valid Range 1 o 65933)
» [ Logical Profiles
* Exception Action | NONE v
* Network Scan (NMAP) Action | NONE -

Create an Identity Group for the policy (%) Yes, create matrhing Tdentity Group
() Mo, use existing Identity Group hisrarchy

* Parent Policy | Apple-Device -]
* Azsociated Coa Ty’pel Global Settings - ‘
System Type Cisco Provided

Rules

If Conition | Apple-iPadRule2Check2 < | Then | certainty Factor Incresses +|[z0 || i@ -

e

If Condition | (Apple-iPadRule] Check1_AND_Apple-MacE > | Then [ certainty Factor Increases BE

e

%l Reset |

You can repeat these steps for other endpoint types as needed. You can also investigate the rules used to profile
the endpoint to understand the process. In the case of the Apple iPad, Cisco ISE uses two rules. One is based
on DHCP information, and the other is based on HTTP.

Add a custom profile

Although there are many pre-defined profiles, you may find that a device you want to profile doesn’t have an
existing profile. You can create a new one using unique characteristics of the device. Review some of the existing
profiles to get an idea of the options and methods available to you for device profiling.

The example below creates a profile for the Amazon Kindle Fire by using information obtained from the device’s
DHCP request and from HTTP requests.

Step 1: In Cisco ISE, on the main menu bar, navigate to Policy > Profiling.



Step 2: Click Add.

74y Home OpeMnms v Policy| ¥ Administration | v

@ Authentication @ authorization Posture &, Client Provisioning @ Security Group Access & Policy Elements
Profiling Profiling Policies
Selected 0 | Totel 289 6 55 o
[ o]
n Ediit Add Duplicate Delete = Irnport Expart = Show
avE- Db / Jrdd, By x & & ]
» [ Profiling Palicies ‘ Frofiling Palicy MName - | Faolicy Enabled System Type | Description

Step 3: Enter the policy name Kindle-Fire.

Step 4: Enter a description.

Step 5: In the rules section, next to Conditions, click the + symbol, and then click Create New Condition
(Advance Option).

i /2% Home Ope&nns l»  Policy|v  administration | v
@ Authentication @ Author ization E Frofiling Posture Client Pravisioning E Security Group Access & Folicy Elements

Profiler Policy List = New Profiler Policy

Profiling
Profiler Policy
[ }_: ] * Namel Kindle-Fire ‘ Description
bt | - L ad Palicy Enabled 7]
* [ Profiing Polices * Minimum Certainty Factar [ 10 ‘ (valid Range 1 to 65535)

* [ Logical Profiles

* Exception Action | MONE -
* Metwork Scan (MMAP) Action | NONE -

Craate an Identity Group for the policy (8) Yes, create maiching Identity Group
() Mo, use existing Identity Group hierarchy

* Parent Pollcyl MONE v‘
* pgsociated Coa Ty’pel Global Settings - ‘
System Type
Rules
If Condition | Conditions = | Then ‘ Certainty Factor Increases -‘ ‘ 10 ‘ “l‘ -
C [ Select Existing Condition from Library J i or | Create New Candition (Advance Option; | @
S
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Step 6: In the Expression column, in the Selection List, choose DHCP, and then choose host-name.

Dictionaries DHCP
I Al
. &

boot-file
Client-fodn

il

»

client-identifier

device-class

m

dhcp-class-identifier
dhcp-client-identifier
dhcp-message-type

dhcp-pararneter-request-list
dhcp-requested-address

dhcp-user-class-id

"
"]
"]
"]
"
"]
"]
"]
"
"]
@ domain-narme
"

- hiost-narne {b i

Step 7: In the second column, choose CONTAINS, and then, in the box in the final column, enter kindle.
Step 8: Choose Certainty Factor Increases, and then set the value to 10.

Step 9: Click the gear icon at the end of the rule, and then select Insert new rule below.

Rules

If Candition | DHCP_host-name_COMTAINS kindle r |Then |Certainty Factar Increases -|| 10 | Y ¥

S

Ingert new rule above

=Wl | Cancel |

Insert new rule below{b
Delets

Step 10: Next to Conditions, click the + symbol, and then click Create New Condition (Advance Option).



Step 11: In the Expression column in the Select Attribute list, select IP, and then choose User-Agent.

Dictionaries P

l £l o]
&=~ . &=~ .
L ar > @ EndPointSource

) o ¥ o FODM

[~ » W Host

[ Loe {E} o ip

[ mEac > W mask

] Mutimedlia ¥ u Portallser

g MNETH QW > " User-Agent{b

£ e >

) Aadius *

] shp >

Step 12: In the next column, choose CONTAINS, and then, in the box in the final column, enter kindle.
Step 13: Choose Certainty Factor Increases.

Step 14: Set the certainty value to 20, and then click Submit.

isel | admin | Logout | Feedback

/0% Home  Operations |w  Policy[ v Administration | »

E Authentication E Author ization E Profiling E Posture E Client Provigioning E Security Group Access & Policy Elements

Profiler Policy List > Mew Profiler Palicy

Profiling
Profiler Policy
[ A]
B * Namel Kindle-Fire ‘ Description
- -
@ W Palicy Enahled

» || Profiing Policies

* Minirum Certainty Factor | 10 ‘ {valid Range 1 o 65933)
» [ Logical Profiles
* Exception Action [ NONE -
* Network Scan (NMAP) Action | NONE -

Create an Identity Group for the policy ®) Yes, create matrhing Tdentity Group
() Ma, use existing Identity Group hisrarchy

* Parent Policy | NONE -]
* Azsociated Coa Ty’pel Global Settings - ‘
System Type
Rules
If Condition ‘ DHCP_host-name_CONTAINS kinde <> |Then |Certa|nty Factor Increases -|| 10 | =" g
If Condition | IP_User-Ageni_CONTAINS_kindls <> | Then [ Certainty Factor Increases «|[ 20 I

IR =)
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Examining the authentication log

Step 1: In Cisco ISE, on the main menu bar, navigate to Operations > Authentications. The authentication log
displays. The default option is to display the last 20 records from the last 24 hours.

For devices that authenticated via MAB, the MAC address of the client is listed as the user name and the
endpoint. For devices that authenticated via RADIUS over wireless or VPN, the user name is displayed.

If the device was able to be profiled, that information is displayed.
Step 2: In the details column of the MAB record, click the “paper with magnifying glass” icon. This displays
detailed authentication information for the record.

In the Authentication Summary section, the network device lists the IP address and the port of the switch that the
endpoint is connected to.

You can find additional details, such as the identity group and identity policy, in the Authentication Details section.

Similar data can be found for endpoints that have authenticated with RADIUS. The user name is displayed in
these records as well as the Extensible Authentication Protocol (EAP) method used.

Endpoint Profile

Authentication Details

Source Timestamp

Received Timestamp

Failure Reason

Endpoint Profile
IP Address
Identity Store
Identity Group
Audit Session Id

Authentication Method

Authentication Pratacal

2014-08-15 09:48:36.704

2014-08-15 09:48:36.705

0AD44F0B000018E6E2763EE2
mab

| ookun

15043

15013
24209
24217
22056
22058

. Steps
Overview
11001 Received RADIUS Access-Reguest
Event 5200 Authentication succeeded
1017 RADIUS created a new session £
el Tt 2 11049 Settings of RADIUS default network device will be used
Endpoint Id 00:50:56 83 20-68 11027 Detected Host Lookup UseCase (Serice-Type = Call Check (103

Evaluating Policy Group

Authorization Profile B 18008 Evaluating Service Selection Policy
15048 Qi d PIP

AuthorizationPolicyMatchedRule Default uene
15048 Queried PIP

ISEPolicySetN Default

ML e 12004 Matched ruls

IdentitySelectionMatchedRule Default 18041 Evaluating Identity Policy i

15006 Matched Default Rule

Selected ldentity Source -

Looking up Endpoint in Internal Endpoints [DStore - 00:50:56:09:20:68
The host is not found in the internal endpoints identity store

Subject not found in the applicable identity store(s)

The advanced option that is configured for an unknown user is used

The Continue' advanced option is configured in case of a failed authentication

A . 22060
Policy Server ise-3 request
Event B SRR cuseeesks) 18036 Evaluating Authorization Policy
15004 Matched rule - Default

15016 Selected Authorization Profile - PermitAccess
pesclolion 11002 Returned RADIUS Access-Accept
Root cause
Username 00:50:56:89:20:58
User Type
Endpoint Id 00:50:56:89:20:68

T
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Create custom authentication reports

The default authentication log view is limited to displaying only the most recent entries. To get in-depth reporting,
you need to create a custom report.

Step 1: In Cisco ISE, on the main menu bar, navigate to Operations > Reports > Catalog.
Step 2: In the left pane, navigate to Auth Services Status > RADIUS Authentications.

Step 3: Select a time range. If you wish to select a time range that is not listed, choose Custom.

ise-l | admin | Logout | Feedba
7 Home Operations | v Policy | v Administration | v

_____ Services Engine

B Authentications " Reports ha Endpoint Protection Service " Troubleshoot
Report Selector RADIUS Authentications & [ savens o
Favorites

Renor The R&DIUS Authentications report enables you to review the history of authentication failures and successes, If users cannot access the network, you can review the
| o-Reports details in this report to identify possible causes.
v Auth Senvices Status
This report requires that several logging categories are enabled, These categories are enabled by default, but to verify therm, choose Administration > Logging =

AAA Diagnostics Logging Categories and select these ogging categaries: Passed authentications and Failed attempts,

RADIUS Authentications

Rl o Preview of RADIUS Authentications
* Time Rangs
L34
ﬁ Logged At RADIUS  Detals  Identity Endpoint 1D Endpaint Profile Serwer Metwiork Device

RADIUS Errors Status

2012-08-06 18:34:08. 760 o anonymous 00:24:07: 18:44:4C npfsica-pdp0l  WHBU-WLCL
RADIUS Accounting

2012-08-06 18:34:05.132 a anorymoLs 6848:60:48:B6.6E npf-sjcapdp0l  WINBU-NGWC4
Authentication Surmmary s

2012-08-06 18:34:04.365 -] a 00:16:35:00:83:90 npf-sica-pdp02

QCSP Monitoring

» Deployment Status
11 reports

P Endpoints and Users
16 reports

» Security Group Access
2 reports

Step 4: Choose the filters you want.

Step 5: Choose parameters for those filters, and then click Run. The report generates.

Identify endpoints

Using information gleaned from the RADIUS and DHCP requests, Cisco ISE can identify what types of devices
are connecting to the network. This can assist in determining the network security policy based on the type of
device that is in use.

Step 1: In Cisco ISE, on the main menu bar, navigate to Operations > Reports.

Step 2: In the left pane, navigate to Endpoints and Users. This displays the available endpoint reports.
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Step 3: Select Profiled Endpoints Summary, select the desired time period to run the report, and then click
Run.

Report Selector

Favorites

P Auth Services Stalus
6 reports

: Authentications Reports B Endpoint Protection Service

ISE Reports

Folicy | Administration | v

\\ Troubleshoot

Profiled Endpoints Summary

The Profiled Endpoint Summary report provides profiling details about endpoints that are accessing te network,

Preview of Profiled Endpoints Summary

» Deployment Status
11 reports

w Endpoints and Users

Client Provisioning

Current Active Sessions

Guest Activity

Guest Accounting

Guest Sponsor Mapping

Guest Sponsor Summary

Endpoint Protection Service Audit

Mobile Device Management

Logged At ‘ Details ‘ E | Endpaint ID Host Palicy

2012-07-01 12:23:43 a B ooisalo2cIEs Apple-Device
2012-07-01 10:12:17 a DB:AZ 5E:92:06:2F Android

2012-07-01 11:54:13 a 58:B0:35:7C:ER: 10 Nortel-Device
2012-07-01 09:28:58 a W SOFFES0270:25 Microsaft-Workstation
2012-07-01 12:23:45 a i 00: 14:41:92:C3:68 Apple-Device
2012-07-01 10:12:17 a DB:AZ5E:92:06:2F Android

20120701 11:54:13 a S8:B0; 35706610 Horted-Device
2012-07-01 09:25:58 a SCFFI35:02:70:25 Microsoft-workstation
2012-07-01 12:23:45 a 00:14:A1:92:C3:88

Posture Detal Assessment

2012-07-01

Profiled Endpoints Surnmary

2012-07-01 11

Endpoint Profile Changes

57 Fiters o 2012-07-01 1l

* Time Range 2012-07-01 12:23:45 & Gl Apple-Device
ﬁ 2012-07-01 10:12:17 a [l DB:AZISE:92:06:2F Android

2012-07-01 11:54:13 a 58:B0:35:7C:ER: 10 Nortel-Device

Favorite & Export

[ savens o

Source |

Step 4: Once the report is generated, you can view the details of a profiled endpoint by clicking the magnifying

glass icon.

Profiled Endpeint Details

Endpoint 10
Gererated At

00IE0156.189:20:68
2014-08-15 22:45:29.377

Profiler Detail

Logged At:

Server:

Endpoint MacAddress:
Day:

Endpoint Static Assignment:
Endpoint OUIL:

Matched Rule:

Certainity Metric:
Endpoint Matched Policy:
Endpoint Action Mame:
Endpoint Identity Group:
Event:

2014-08-15 19:34:42, 112
ise-3
00:50:55:89:20:63

RADILS Probe

Whware, Inc,

10
WMWare-Device

Prafiled
Profiler EndPaint profiing event occurred

Profiler History
Day
2014-08-15 10:12:30.2

Endpoint Profile
WWare-Device
2014-08-15 19:34:42,112  vMWare-Device
2014-08-15 09:48:36.865  vMWare-Device
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Appendix A: Product List

Network Management

Functional Area

Product Description

Part Numbers

Software

|dentity
Management

Cisco Identity Services Engine Virtual Appliance ISE-VM-K9=
Cisco ISE Base License for 100 Endpoints -ISE-BSE-100=
Cisco ISE Base License for 250 Endpoints [-ISE-BSE-250=
Cisco ISE Base License for 500 Endpoints -ISE-BSE-500=
Cisco ISE Base License for 1000 Endpoints [-ISE-BSE-1K=

Cisco ISE Base License for 1500 Endpoints

L-ISE-BSE-1500=

Cisco ISE Base License for 2500 Endpoints

L-ISE-BSE-2500=

Cisco ISE Base License for 3500 Endpoints

L-ISE-BSE-3500=

Cisco ISE Base License for 5000 Endpoints

L-ISE-BSE-5K=

Cisco ISE Base License for 10,000 Endpoints

L-ISE-BSE-10K=

Cisco ISE Advanced Subscription License for 100 Endpoints

L-ISE-ADV-S-100=

Cisco ISE Advanced 3-year License for 100 Endpoints

ISE-ADV-3YR-100

Cisco ISE Advanced Subscription License for 250 Endpoints

L-ISE-ADV-S-250=

Cisco ISE Advanced 3-year License for 250 Endpoints

ISE-ADV-3YR-250

Cisco ISE Advanced Subscription License for 500 Endpoints

L-ISE-ADV-S-500=

Cisco ISE Advanced 3-year License for 500 Endpoints

ISE-ADV-3YR-500

Cisco ISE Advanced Subscription License for 1000 Endpoints

L-ISE-ADV-S-1K=

Cisco ISE Advanced 3-year License for 1000 Endpoints

ISE-ADV-3YR-1K

Cisco ISE Advanced Subscription License for 1500 Endpoints

L-ISE-ADV-S-1500=

Cisco ISE Advanced 3-year License for 1500 Endpoints

ISE-ADV-3YR-1500

Cisco ISE Advanced Subscription License for 2500 Endpoints

L-ISE-ADV-S-2500=

Cisco ISE Advanced 3-year License for 2500 Endpoints

ISE-ADV-3YR-2500

Cisco ISE Advanced Subscription License for 3500 Endpoints

L-ISE-ADV-S-3500=

Cisco ISE Advanced 3-year License for 3500 Endpoints

ISE-ADV-3YR-3500

Cisco ISE Advanced Subscription License for 5000 Endpoints

L-ISE-ADV-S-5k=

Cisco ISE Advanced 3-year License for 5000 Endpoints

ISE-ADV-3YR-5K

Cisco ISE Advanced Subscription License for 10,000 Endpoints

L-ISE-ADV-S-10K=

Cisco ISE Advanced 3-year License for 10,000 Endpoints

ISE-ADV-3YR-10K

1.2.0.899—Cumulative
Patch 8
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VPN Client

Functional Area | Product Description Part Numbers Software
VPN Client Cisco AnyConnect Secure Mobility Client (Windows) Cisco AnyConnect 3.1.05160
Secure Mobility Client
Cisco AnyConnect Secure Mobility Client (Mac OS X) Cisco AnyConnect 3.1.05160
Secure Mobility Client
LAN Access Layer
Functional Area | Product Description Part Numbers Software

Access Layer
Switch

Cisco Catalyst 3850 Series Stackable 24 Ethernet 10/100/1000 PoE+ Ports

WS-C3850-24P

Cisco Catalyst 3850 Series 2 x 10GE Network Module

C3850-NM-2-10G

Cisco Catalyst 3850 Series 4 x 1GE Network Module

C3850-NM-4-1G

Modular Access | Cisco Catalyst 4500E Series 4507R+E 7-slot Chassis with 48Gbps per slot | WS-C4507R+E 3.3.1X0(15.1.1X01)
Layer Switch Cisco Catalyst 4500E Supervisor Engine 8-E, Unified Access, 928Gbps WS-X45-SUP8-E IP Base featurs set
Cisco Catalyst 4500E 12-port 10GbE SFP+ Fiber Module WS-X4712-SFP+E
Cisco Catalyst 4500F 48-Port 802.3at PoE+ 10/100/1000 (RJ-45) WS-X4748-RJ45V+E
Cisco Catalyst 4500E Series 4507R+E 7-slot Chassis with 48Gbps per slot | WS-C4507R+E 3.5.3E(15.2.1E3)
Cisco Catalyst 4500E Supervisor Engine 7L-E, 520Gbps WS-X45-SUP7L-E IP Base feature set
Cisco Catalyst 4500E 48 Ethernet 10/100/1000 (RJ45) PoE+ UPoE ports WS-X4748-UPOE+E
Cisco Catalyst 4500F 48 Ethernet 10/100/1000 (RJ45) PoE+ ports WS-X4648-RJ45V+E
Stackable Cisco Catalyst 3850 Series Stackable 48 Ethernet 10/100/1000 PoE+ ports | WS-C3850-48F 3.3.3SE(15.0.1EZ3)

IP Base feature set

Cisco Catalyst 3650 Series 24 Ethernet 10/100/1000 PoE+ and 2x10GE or
4x1GE Uplink

WS-C3650-24PD

Cisco Catalyst 3650 Series 24 Ethernet 10/100/1000 PoE+ and 4x1GE
Uplink

WS-C3650-24PS

Cisco Catalyst 3650 Series Stack Module

C3650-STACK

3.3.3SE(15.0.1EZ3)
IP Base feature set

Cisco Catalyst 3750-X Series Stackable 48 Ethernet 10/100/1000 PoE+
ports

WS-C3750X-48PF-S

Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 PoE+
ports

WS-C3750X-24P-S

Cisco Catalyst 3750-X Series Two 10GbE SFP+ and Two GbE SFP ports C3KX-NM-10G
network module
Cisco Catalyst 3750-X Series Four GbE SFP ports network module C3KX-NM-1G

15.2(1)E3
IP Base feature set

Cisco Catalyst 2960-X Series 24 10/100/1000 Ethernet and 2 SFP+ Uplink

WS-C2960X-24PD

15.0(2)EX5
LAN Base feature set

Standalone
Access Layer
Switch

Cisco Catalyst 3650 Series 24 Ethernet 10/100/1000 PoE+ and 4x1GE
Uplink

WS-C3650-24PS

3.3.3SE(15.01EZ3)
IP Base feature set




Wireless LAN Controllers

Functional Area | Product Description Part Numbers Software
On Site, Remote | Cisco WiSM2 Series Wireless Controller for up to 1000 Cisco access points | WS-SVC-WISM2-K-K9 | 7.6.120.0
gi(t;’tgugrueSt Cisco WiSM2 Series Wireless Controller for up to 500 Cisco access points | WS-SVC-WISM2-5-K9

Cisco WiSM2 Series Wireless Controller for up to 300 Cisco access points | WS-SVC-WISM2-3-K9

Cisco WiSM2 Series Wireless Controller for up to 100 Cisco access points | WS-SVC-WISM2-1-K9

Cisco WiSM2 Series Wireless Controller for High Availability WS-SVC-WISM2-HA-K9

Cisco 5500 Series Wireless Controller for up to 500 Cisco access points AIR-CT5508-500-K9

Cisco 5500 Series Wireless Controller for up to 250 Cisco access points AIR-CT5508-250-K9

Cisco 5500 Series Wireless Controller for up to 100 Cisco access points AIR-CT5508-100-K9

Cisco 5500 Series Wireless Controller for up to 50 Cisco access points AIR-CT5508-50-K9

Cisco 5500 Series Wireless Controller for up to 25 Cisco access points AIR-CT5508-25-K9

Cisco 5500 Series Wireless Controller for up to 12 Cisco access points AIR-CT5508-12-K9

Cisco 5500 Series Wireless Controller for High Availability AIR-CT5508-HA-K9
On Site Cisco 2500 Series Wireless Controller for up to 50 Cisco access points AIR-CT2504-50-K9 7.6.120.0
ggggg::g:’ Cles Cisco 2500 Series Wireless Controller for up to 25 Cisco access points AIR-CT2504-25-K9

Cisco 2500 Series Wireless Controller for up to 15 Cisco access points AIR-CT2504-15-K9

Cisco 2500 Series Wireless Controller for up to 5 Cisco access points AIR-CT2504-5-K9

Wireless LAN Access Points

Functional Area | Product Description Part Numbers Software
Wireless Access | Cisco 3700 Series Access Point 802.11ac and CleanAir with Internal AIR-CAP37021-x-K9 7.6.120.0

Points

Antennas

Cisco 3700 Series Access Point 802.11ac and CleanAir with External
Antenna

AIR-CAP3702E-x-K9

Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with
Internal Antennas

AIR-CAP36021-x-K9

Cisco 3600 Series Access Point Dual Band 802.11a/g/n and CleanAir with
External Antennas

AIR-CAP3602E-x-K9

Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with
Internal Antennas

AIR-CAP2602I-x-K9

Cisco 2600 Series Access Point Dual Band 802.11a/g/n and CleanAir with
External Antennas

AIR-CAP2602E-x-K9

Cisco 1600 Series Access Point Dual-band controller-based 802.11a/g/n
with Internal Antennas

AIR-CAP1602I-x-K9

Cisco 1600 Series Access Point Dual-band controller-based 802.11a/g/n
with External Antennas

AIR-CAP1602E-x-K9




Data Center Services

Functional Area | Product Description Part Numbers Software
Firewall Cisco ASA 5585-X Security Plus IPS Edition SSP-40 and IPS SSP-40 ASA5585-S40P40-K9 | ASA 9.1(5)
bundle IPS 7.3(2) E4

Cisco ASA 5585-X Security Plus IPS Edition SSP-20 and IPS SSP-20
bundle

ASA5585-520P20X-K9

Cisco ASA 5585-X Security Plus IPS Edition SSP-10 and IPS SSP-10
bundle

ASA5585-510P10XK9




Appendix B: Changes

This appendix summarizes the changes Cisco made to this guide since its last edition.

- We upgraded Cisco ISE, Cisco I0S, and Cisco AireOS software, as shown in Appendix A: Product List.

- For clarity and conciseness, we ensured that all Cisco I0S deployments are shown exclusively with

command line configurations.

- To be in alignment with the most common practices, we reconfigured the distribution across servers of

Appendix B: Changes

Policy Administration Node, Monitoring and Troubleshooting Node, and Policy Service Node personas.
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Feedback

Please use the feedback form to send comments and
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