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//LAB-3.1 Switch Security Configs

HISWO1H##

conft

!

!

username web privilege 15 password 0 web
[

ip http server

ip http authentication local
!

Ildp run

!

end

HISWO24#

conft

[

lldp run
!

end

HHSWO3##

conft

!

crypto key generate rsa

[1024]

!

username test privilege 15 password 0O test
|

ip domain-name acme.org

!

ip ssh maxstartups 5

ip ssh logging events

ip ssh version 2

|

!

access-list 22 permit 192.168.10.0 0.0.0.255
access-ist 22 permit 192.168.30.0 0.0.0.255
[

!

linevty04

access-class99in

login local

transportinputssh

!

Ildp run

!

end

HISWO4H##

conft
|

lldp run
!

end
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HHRO1##

conft

!

ip ssh source-interface ethernet0/1
!

end

HHRO3##

conft

!

ip ssh source-interface ethernet0/1
!

end

//LAB-3.2 Protecting Attacks Configs

HISWO14##

conft

!

mac address-table aging-time 100

!

interface Ethernet0/0

switchport port-security

switchport port-security maximum 1
switchport port-security mac-address sticky
switchport port-security violation shutdown
!

[

end

HHSWO24##

conft

!

mac address-table aging-time 100

!

interface Ethernet0/0

switchport port-security

switchport port-security maximum 1
switchport port-security mac-address aabb.cc00.0300
switchport port-security violationrestrict
!

!

end
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HHSWO3##

conft
!

mac address-table aging-time 100
!

ip dhcp snooping

ip dhcp snooping information option
|

interfacerange ethernet0/2 -3

ip dhcp snooping trust

ip arp inspection trust

!

interfacerange ethernet1/0 -3

ip dhcp snooping trust

ip arp inspection trust

!

|

end

HHSWO4H##

conft
!

mac address-table aging-time 100
!

!

end

//LAB-3.5 Syslog, SNMP Configs
HHSWO 14##

conft
]

logging 192.168.56.1
|

snmp-server community cisco-full rw

snmp-servercommunity test ro
|

end

HHSWO2##

conft
|

logging 192.168.56.1
!

snmp-servercommunity cisco-full rw

snmp-servercommunity test ro
|

end
HHSWO3##

conft
|

logging 192.168.56.1
!

snmp-servercommunity cisco-full rw
snmp-servercommunity test ro

!

end
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HHSWO4H##

conft
|

logging 192.168.56.1
!

snmp-server community cisco-full rw

snmp-servercommunity test ro
!

end

//LAB-3.6 RADIUS Configs
HHRO3##

conft

!

!

aaa new-model

!

aaa authenticationlogin defaultgroupradius
|

radius-server host 192.168.56.1 key cisco56
!
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login authentication default
!

end



